
Module B8: File Recovery from Intercept Network 
Traffic Log.

Pre-requisite Knowledge and Skills: 

1. Understand basic of internet/network communication

Learning Objectives 
1. Understand the basic of internet communications.
2. Understand the risks of communication through internet.
3. Be exposed to methodology on communication interception and traffic log analysis. 

Recommended Running Environment/Tools: 

1. Windows OS 
2. Wireshark 
3. xvi32.exe (the xvi32 folder)

Material: 

1. rhino.log
2. rhino2.log

Video Lecture: 

1. Network File Recovery

Lab Assessment: 

1. Network File Recovery Quiz

Acknowledgement: 

The log files, rhino.log and rhino2.log, are obtained from DFRWS 2005 Rodeo Challenge, 
https://www.dfrws.org/search

Lab Instructions: 

1. Scenario Description

You are chatting with your friends and transferred pictures by using a popular application (which 
uses ftp and http, a faked scenario).  However, someone intercept your traffic by sniffing the 
communication signals and dumped into a few log files

https://www.dfrws.org/search


• What you need to worry about? 
• Can that person get the pictures you sent to your friends?
• How about login username and password?  
Tasks
• Giving rhino.log and rhino2.log and wireshark tool 
• Looking for password and user through FTP protocol
• Recover raw FTP transferred data (FTPData protocol, rhino.log)

• Rhino1.jpg
• Recover http transferred data (rhino2.log, and xvi32.exe to edit)

• Rhino4.jpg

2. Assessment

 Recover a rhino5.gif file from the http transferred data (rhino2.log, the file signature is 
GIF89a).

3. Step by Step Instructions
FTP Transmitted File Recovery

1. Load traffic log file into Wireshark for traffic analysis

2. Identify clear text user name and password for FTP login



3. Locate FTP-DATA protocol – the first file transferred by FTP-DATA protocol

4. Right click and choose follow TCP stream --- to recover a file transmitted by FTP-DATA



5. The raw file recovered—file transferred by FTP-DATA
Note the JFIF file signature from BYTE 6 to BYTE 9

6. Save the file to a RAW format



7. Save file as rhino.jpg – 

8. Locate the file rhino.jpg and double click



HTTP Transmitted File Recovery

1. Open rhino2.log file in Wireshark and sort http protocol, and locate rhino4.jpg

2. Follow TCP stream to recover this file



3. Save the file as raw to rhino4.jpg, compare the raw format and ASCII format (http?  Not 
JFIF from byte 6 at the beginning) 

 



4. Double click on the rhino4.jpg file, you cannot view the file



5. Open the file in a hex editor, xvi32

6. Search IFIF by using xvi search tab, you locate the JFIF file signature

7. Cut the http header, by using xvi/edit/delete to cursor (the last menu option)



8. Go to the rhino4.jpg file and double click

Assessment Hints

The ASCII view of the data (file) received from the session.  Note the file signature GIF89a



The picture recovered for assessment (rhino5.gif)


