Module B8: File Recovery from Intercept Network
Traffic Log.

Pre-requisite Knowledge and Skills:

1. Understand basic of internet/network communication

Learning Objectives

1. Understand the basic of internet communications.
2. Understand the risks of communication through internet.
3. Be exposed to methodology on communication interception and traffic log analysis.

Recommended Running Environment/Tools:

1. Windows OS
2. Wireshark
3. xvi32.exe (the xvi32 folder)

Material:

1. rhino.log
2. rhino2.log

Video Lecture:

1. Network File Recovery
Lab Assessment:

1. Network File Recovery Quiz
Acknowledgement:

The log files, rhino.log and rhino2.log, are obtained from DFRWS 2005 Rodeo Challenge,
https://www.dfrws.org/search

Lab Instructions:

1. Scenario Description

You are chatting with your friends and transferred pictures by using a popular application (which
uses ftp and http, a faked scenario). However, someone intercept your traffic by sniffing the
communication signals and dumped into a few log files


https://www.dfrws.org/search

* What you need to worry about?

* Can that person get the pictures you sent to your friends?

» How about login username and password?

Tasks

* Giving rhino.log and rhino2.log and wireshark tool

* Looking for password and user through FTP protocol

* Recover raw FTP transferred data (FTPData protocol, rhino.log)
* Rhinol.jpg

* Recover http transferred data (rhino2.log, and xvi32.exe to edit)
* Rhino4.jpg

2. Assessment

= Recover a rhino5.gif file from the http transferred data (rhino2.log, the file signature is
GIF89a).

3. Step by Step Instructions
FTP Transmitted File Recovery

1. Load traffic log file into Wireshark for traffic analysis

M rhinclog =] el
File Edit Yiew Go (Capture Anabze Statistics Telephony Wireless Tools Help
dm 7@ REe>=FIEEQQQR
(W Apply a display fiter ... <Ctrl-/> ~] Expression_..  +
No. Time Source Destination Protocol Length  Info -
1 ©.088000 137.38.122.253 64.233.167.104 TCcP 62 1583 + 88 [SYN] Seq=@ Win=64248 Len=8 M55=146@ SACK_PERM=1 !
2 0.082001  64.233.167.164 137.30.122.253 TCP 60 80 + 1583 [SYN, ACK] Seq=0 Ack=1 Win=1460 Len=@ M55-1460 ||
3 e.882151 137.38.122.253 64.233.167.164 TCP 54 1583 » 88 [ACK] Seq=1 Ack=1 Win=64248 Len=08
4 9.0884413 137.38.122.253 64.233.167.104 HTTP 351 GET / HTTP/1.1 F
5 0.172955  64.233.167.164 137.30.122.253 TCP 1484 [TCP segment of a reassembled PDU] =

6 ©.318981 137.30.122.253 64.233.167.104 54 1583 + 8@ [ACK] Seq= Ack=1431 Win:

64.233.167.104 54 1583 » 8@ [ACK] S

18 ©.397583 137.30.122.253

11 4.871562 158.94.89.167 137.30.120.113 TCP 62 3288 » 2745 [SYN] Seq=8 Win=16384 Len=@ MSS=146@ SACK_PERM=1

12 5.377587 146.151.55.59 137.30.122.253 TCR 62 2358 + 2745 [SYN] Seq=0 Win=64240 Len=0 M55-=1460 SACK PERM=1

13 5.831955 137.3@.122.253 267.68.173.245 TCP 62 1585 » BB [SYN] Seq=8 Win=6424@ Len=@ M55=146@ SACK PERM=1 (|
14 6.847759 207.68.173.245 137.38.122.253 TcP 62 88 > 1585 [SYN, ACK] Seq=@ Ack=1 Win=146@ Len=0 M55=1468 SACK_PERM=1 |
15 6.847905 137.30.122.253 207.68.173.245 TCP 54 1585 + 8@ [ACK] Seq=1 Ack=1 Win=6424@ Len=0

16 6.849725 137.30.122.253 207.68.173.245 HTTP 488 GET / HTTP/1.1

17 6.256282 207.68.173.245 137.30.122.253 TcP 6@ 88 + 1585 [ACK] Seq=1 Ack=435 Win=2928 Len=@

18 6.257149 207.68.173.245 137.36.122.253 HTTP 666 HTTP/1.1 3062 Found (text/html) -

> Frame 13: 62 bytes on wire (496 bits), 62 bytes captured (496 bits)

> Ethernet II, Src: Apple_cc:57:92 (8@:83:93:cc:57:92), Dst: Ciscolnc_41:a8:48 (88:8d:ed:41:a8:48)
> Internet Protocol Version 4, Src: 137.38.122.253, Dst: 207.68.173.245

* Transmission Control Protocol, Src Port: 1585 (1585), Dst Port: 86 (88), Seq: 8, Len: @

8@ Bd ed 41 a8 48 8@ B3 93 cc 57 92 @8 90 45 09
B8 38 ca a7 4B BB 88 B6 ae ca 89 le 7a fd cf 44
ad f5 @6 31 @@ 50 4d fd cd ©a 00 00 00 @@ 70 @2
fa o e5 4f @6 8@ B2 B4 B85 b4 81 81 4 82

@ 7 rhino Packets: 6557 * Displayed: 6557 (100.0%) * Load time: 0:0.515 Profile: Default

2. Identify clear text user name and password for FTP login




M rhinolog © v

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

Am i@ LpREBRex>=F8EEaQaE

[I ‘ Apply & display filter ... <Ctrl-/>

No. Time Source Destination Protocol Length Info =
1529 179.e46214 137.30.120.40 137.30.122.253 FTP 82 Responsg; 220 cook FTP server ready. u
1532 182.648647 137.38.122.253 137.36.126.48 FTP 66 Reques
1534 182.644978 137.30.120.48 137.30.122.253 FTP 88 Response: 331 Password required for gnome.

1536 184.667754 137.30.122.253 137.30.120.48 TP 69 Request: [PASS gnoneizs | =
1538 184.748946 137.30.120.40 137.30.122.253 FTP 81 Response: 238 User gnome logged in. |
1549 185.682553 137.38.122.253 137.30.120.48 FTP 62 Request: TYPE I ':'
1541 185.602818 137.30.120.40 137.30.122.253 FTP 74 Response: 288 Type set to I.

1544 188.994914 137.38.122.253 137.30.120.48 FTP 81 Request: PORT 137,3@,122,253,6,121

1545 188.995519 137.3@.120.40 137.30.122.253 FTP 34 Response: 20@ PORT command successful.

1546 188.996881 137.38.122.253 137.30.120.48 FTP 71 Request: STOR rhinol.jpg

155@ 189.833465 137.30.120.40 137.30.122.253 FTP 111 Response: 150 Opening BINARY mode data connection for rhinol.jpg.

1612 189.221711 137.30.128.40 137.30.122.253 FTP 78 Response: 226 Transfer complete.

1614 194.426879 137.38.122.253 137.30.120.48 FTP 68 Request: QUIT

1615 194.427434 137.30.120.48 137.30.122.253 FTP 184 Response: 221-You have transferred 65703 bytes in 1 files.

1623 195.462335 137.30.120.40 137.30.122.253 FTP 82 Response: 228 cook FTP server ready.

1625 198.525443 137.38.122.253 137.30.120.48 FTP 66 Request: USER gnome

1627 198.529854 137.30.120.40 137.30.122.253 FTP 88 Response: 331 Password required for gnome. Iv

Frame 1532: 66 bytes on wire (528 bits), 66 bytes captured (528 bits)

Internet Protocol Version 4, Src: 137.38.122.253, Dst: 137.36.120.46
Transmission Control Protecol, Src Port: 1655 (1655), Dst Port: 21 (21),
File Transfer Protocol (FTP)

v v v T

Ethernet II, Src: Apple_cci57:92 (@@:@3:93:cc:57:92), Dst: OracleCo_f8:13:96 (88:08:20:18:13:96)

Seq: 1, Ack: 29, Len: 12

G000 88 @8 20 T@ 13 96 @9 83 93 cc 57 92 68 89 45 @0

0012 @@ 34 d1 46 40 @@ 30 06 24 1b 89 le 7a fd 89 le

0020 78 28 86 77 @8 15 58 db 34 ¢B 0d d3 22 ea 50 18 x(.w..P. 4

0030 fa d4 85 89 8@ @9 55 53 45 52 20 67 6e 6f 6d 65 .US ER gnome
6242 6d @a -

. 7 thine

|| packets: 6557 - Displayed: 6557 (100.0%) - Load time: 0:0.515

3. Locate FTP-DATA protocol — the first file transferred by FTP-DATA protocol

M rhinolog

” Profile: Default

Ffile Edit View Go Capture Analyze Statistics Telephony Wircless Tools Help

Am i@ LPRB Rec=TeEEQaQHE

M | Apply a display filter ... <Ctrl-/>

78 28 @6 79 @@ 14 51 @2 2e dB @d fb da 36 50 1@
fa fe eb 31 @@ 88 be cb fd 2b 48 73 65 a3 73 @c
37 9d bb 9d b9 bf a5 6e cf fa €2 a3 99 8a da
cd b7 Ba 89 a8 bl ad a3 dc 74 dd 1a 96 96 fe 93
6d bb 59 e9 bd 35 b8 ¢7 79 ad 96 3b 23 12 81 b@
bec b7 48 88 6b 6f fa 4b 36 39 be ff @@ d1 2b fa
39 b4 @e ae ad 99 95 31 «cd 63 5d 36 Sb 6@ d9 f9
cc 6b Bb 7d fb ff @@ d2 7a bf 9c 8f f5 77 @7 a3

GREDM

I @

PPV PO P S
oo euned
o

el
Seddosweea
@
a

No. Time Source Destination Protocol Length  Info o
5646 485.713637 137.38.126.48 137.38.122.253 FTP 84 Response: 2068 PORT command successful.
5647 485.713603 137.30.122.253 137.30.120.49 FTP 75 Request: STOR contraband.zip
5651 485.741255 137.30.126.40 137.30.122.253 FTP 115 Response: 158 Opening BINARY mode data connection for contraband.zip. |
5839 485.918543 137.38.126.48 137.38.122.253 FTP 78 Response: 226 Transfer complete. M
5841 487.585054 137.38.122.253 137.30.120.49 FTP 60 Request: QUIT |
5842 487.585467 137.30.126.40 137.30.122.253 FTP 185 Response: 221-You have transferred 238566 bytes in 1 files. =
1551 189.637516 137.30.122.253 137.30.120.49 FTP-DATA 1514 FTP Data: 1460 bytes
1552 189.937663 137.30.122.253 137.30.120.49 FTP-DATA 1514 FTP Data: 1460 bytes
1554 189.838191 137.36.122.253 137.30.126.48 FTP-DATA 1514 FTP Data: 1468 bytes
1555 189.838268 137.38.122.253 137.30.120.48 FTP-DATA 1514 FTP Data: 1468 bytes
1557 189.938368 137.30.122.253 137.30.120.49 FTP-DATA 1514 FTP Data: 1460 bytes
1558 189.938447 137.30.122.253 137.30.120.40 FTP-DATA 1514 FTP Data: 1460 bytes
1560 189.839167 137.38.122.253 137.30.120.48 FTP-DATA 1514 FTP Data: 1468 bytes
1561 189.939248 137.30.122.253 137.30.120.49 FTP-DATA 1514 FTP Data: 1460 bytes H
1562 189.939328 137.30.122.253 137.30.120.40 FTP-DATA 1514 FTP Data: 1460 bytes
1564 189.848132 137.38.122.253 137.30.126.48 FTP-DATA 1514 FTP Data: 1468 bytes i
1565 189.946215 137.30.122.253 137.30.120.49 FTP-DATA 1514 FTP Data: 1460 bytes -
b Frame 1554: 1514 bytes on wire (12112 bits), 1514 bytes captured (12112 bits)
b Ethernet II, Src: Apple_cc:57:92 (8@:83:93:cc:57:92), Dst: OracleCo_f8:13:96 (88:68:20:0:13:96)
b Internet Protocol Version 4, Src: 137.38.122.253, Dst: 137.30.126.40
b Transmission Control Protocol, Src Port: 1657 (1657), Dst Port: 26 (20), Seq: 2921, Ack: 1, Len: 1460
FTP Data (1468 bytes data)
o0 88 00 20 T 13 96 00 B3 93 cc 57 92 @8 00 45 @0 -
85 dc d1 51 46 68 36 86 le 68 89 le 7a fd 89 le I

@ 7 rhno

|| Packets: 6557 - Displayed: 6557 (100.0%) * Load time: 0:0.515

|| rofie: Default

4. Right click and choose follow TCP stream --- to recover a file transmitted by FTP-DATA



M rhinolog

= | &

file Edit View Go Capture

Analyze

Statistics  Telephony  Wireless  Tools Help

Adm 2@ LPREB Re=ZFsEEQAQQE

W [ 4pply a display filter __ <Ctrl-/>

=3 -] Expression...  +

P Ethernet II, Src:

137.30.120.40

b Frame 1554: 1514 bytes on wire (12112 bits), 1514 bytes captured (12112 bits)
Apple_cc:57:92 (88:03:93:cc:57:92), Dst: OracleCo_f:13:96 (68:00:20:0:13:96)
b Internet Protocol Version 4, Src: 137.38.122.253, Dst:
b Transmission Control Protocol, Src Port: 1657 (1657), Dst Port: 26 (20), Seq: 2921, Ack: 1, Len: 146

FTP Data (1468 bytes data)

8 @ 20 e 13
@5 dc d1 51 48
78 28 86 79 00
fa @ Bb 31 BB
6a 37 9d bb 9d
9 as
6d bb 59 €9 bd
bc b7 48 88 6b
39 b4 @e ae ad
cc 6b 8b 7d fb

Sesdosedea
n
a8
-
2
®
&

96

8B
b9
b1
35
6
99
ff

0 83
88 B6
51 82
b8 cb
bf a5
ad a3
b8 <7
fa 4b
95 31
0 d2

93
le
2e
fd
ee
de
79
36
cd
78

cc
68
d8
2b
cf
71
ad
39
63
bf

57
89
ad
48
fa
dd
96
be
5d
9c

92
le
fb
73
e2
1a
3b
ki
36
8f

28
7a
da
65
a3
96
23
-2
Sb
s

77 @7 a3

Apply as Filter
Prepare a Filter
Conversation Filter
Colorize Conversation
scTP

Follow

Copy

Protocol Preferences
Decode As..

Show Packet in New Window

No. Time Source Destination Protocol Length  Info =
5646 485.713037 137.30.126.48 137.30.122.253 FTP 84 Response: 260 PORT command successful. I
5647 485.713663 137.30.122.253 137.30.120.40 FTR 75 Request: STOR contraband.zip |
5651 485.741255 137.38.120.48 137.30.122.253 FTR 115 Response: 156 Opening BINARY mode data connection for contraband.zip. |
5839 485.918543 137.38.126.48 137.38.122.253 TP 78 Response: 226 Transfer complete. =
5841 487.585054 137.30.122.253 137.30.120.40 FTP 68 Request: QUIT |
5842 487.585467 137.30.126.48 137.30.122.253 FTP 185 Response: 221-You have transferred 238566 bytes in 1 files. =
1551 189.637516 137.30.122.253 137.38.120.40 FTP-DATA 1514 FTP Data: 1460 bytes
1552 189.637663 137.30.122.253 137.30.120.49 FTP-DATA 1514 FTP Data: 1460 bytes

(| 1554 189838191 137.36.122.253 137.38.126.45 ETP-DATA 1514 FTP Data: 1456 hut |
1555 189.38268 137.30.122.253 137.36.120.40 ETP-DATA 1514 FTP Data: Mark/Unmark Packet Ctri+M
1557 189.38368 137.30.122.253 137.30.120.40 FTR-DATA 1514 FTP Data: Ignore/Unignore Packet CtrisD
1558 189.638447 137.30.122.253 137.30.120.48 FTP-DATA 1514 FTP Data:

1566 189.639167 137.38.122.253 137.36.120.48 FTP-DATA 1514 FTP Data: ST e T

1561 189.939248 137.30.122.253 137.30.120.40 FTP-DATA 1514 FTP Data: Time Shift... Ctrl+Shift=T H
1562 189.639328 137.30.122.253 137.30.120.40 FTR-DATA 1514 FTP Data: Packet Comment...

1564 189.846132 137.30.122.253 137.38.120.48 E£TP-DATA 1514 FTP Data: I
1565 189.46215 137.30.122.253 137.30.120.40 FTP-DATA 1514 FTP Data: Edit Resolved Name -

TCP Stream
UDP Stream
SSL Stream

e

5. The raw file recovered—file transferred by FTP-DATA
Note the JFIF file signature from BYTE 6 to BYTE 9

|| Packets: 6557

* Displayed: 6557 (100.0%) * Load time: 0:0.515

|| rofie: Default

‘ Wireshark - Follow TCP Stream (tcp.stream eq 71) - rhino
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6. Save the file to a RAW format



r ~
M Wireshark - Follow TCP Stream (tcp.stream eq 71) - rhino E@ﬂ

-

ffdaffesns: 1828 ffed159858686T746T73686T7828332e3000. d 7oe8e; nl
ee2dsez228ffelffe202f902460347052883 ¢ dae2288ee: leae3e3e. 127efeealeealeeasss |_|
1961 42494d83
1808 18881384 1 2494d27. 1
334 | 1@8@2f 1@8al 188
1885 138424944031 7eeeeef i ffifffFrfffifffirffirffiref
RERER R f iR R AR AR AR R R
iRk

| 13a 138766180001 fdsffeana: 1828 fffeea2
746696CR520777269747465620862792041646T52652850686T 7461736861 70as20342e30001 T 416467626 1ffdbeessaaaceses
BE@9888Cce9R98c118bRaRbl11568TRcRceT1518131315131318118cBCcRCRCcACBCllPchCcBCcRCcBCBCRCRCRCBCBCBCRCRCRCBCBCBCBCRCRCBCBCBCBCRCBCBCl
ledebéb 186eBelal 141 14118c@cBc@cBcllllBcdcBcBoBcBcllBcdr@cBc@cBcBcBcBoBrBcBrBcBcBc@cAc@cBrBCBCBCBCBCB
ecececffceeelleseasbeeseaial22een21101031101ffddesadseeestfcaalifeasenlaselelelelelal 388818 5866 be
leealeselelelelelal 24858608 leae0184810362048205670603056030c33010002116304211231685415161132271

81320651491a1b14223241552c16233347282d14387259253f8el1f163733516a2b283264493546445c2a3743617d255e265T2b384c3d375e313462794a48
5b495c4d4edf4aSb5c5d5e5T55666768696a6b6c6d6e6T637475767778797a7b7c7d7e7T7116002020168264046304050687070605350160021163213112
B8441516171221308532819114a1b14223c152d1T83324621728292435315637334712508616a2b283
B872635c2d2449354a317644555367465e2T2b384c3d375e3134694a485b495c4d4edf4a5b5c5d5e5T55666768696a6b6chd6e6T62737475767778797a7b
7c7ffdaeeece3010002110311063Te0cl1d7atd3681F1239562aebd69001827c610cTa6c4aSad6bec32ef7efeat695619d231ac8355b223409fe@a7fbbe3
fddec7f7c3dffeesceb6Te4689039251c75ab6756883c215dd32bad54ded73dc46b1a@51c2c3aae7bbd4741698899d025F76c7Tballf7bebs9c75abdael
185a7bad?3fTace4c48d@1lTR1ld93d9d2das7ecadc35883e@8c7a2d8658c3ead69%a69c25ec63fdd@athdffeasbfe4adeb791268482873a25Th7721b32792345
69dd@3655eabdc5adlc8dl533834efRdbaecer41247297b18T174287357d58Tedec826@3bfedefebf92cfad87dcBace84TBlee300844b2082142890db69
71beafse6s44a5ec63fTddaicd78ecd6b7ebldd121a3T821ffcelb83988211ade96TR3d22calce@dbicaaaraic3nbaffa371des3c23f77c7Thalifrateb
2cffe@ac2f2e33007820bTatsbcB3fcl56c9c135da2ad@27593a79aaT7235953bdc439a2e23910887dde@3T453F7927149b7675cc9dc@9d2870ab5dde321
e4cBd47eeds
B76397b48ac6T86ee23bc77843b98e67289d56a62883da3T35c97ddelfhalsf7897ef3ffdeecb272cbfe584ef741248d0Ebc2b38dd52bfb336bBb763ebd
T74f27bee54463e45c48a984b9cBb9ad782bb81d2T2bd766T688d4c3beldbf7bdcafs34bd3isatetecs55d61b6bacTeca68Taz393ffenad27atasfa06ed4bb
16cdb5e538875754101dbbe8d6db3e87abffe@R6abdld2c5d96cc7697087dcc79ach48Te?5ac?3f199affe@as5b19bl66T5bedad7e@d1d631clbld4dcdbad
ecf753belacafefbbfa535b2c637dffRRel3fd226ccfBE5461101ededefbacacdd82lceanf3d51l3a7e7beabebi80201b2e7bb86b3T7ac77d1635a8543b0
efdceaac8s967bas73ceadebbdcdfalifedferalese2dbd37@ach32287dT831ead831d82c74bag7d165adbocc759faplsffa3faaac7eeif3a84a4004c71
d9a21dcedbf64eb38e729b638d6d7b98Talc@35c3692c6ef TBB73TTBB476bSbeasS2efcf62daa28c5638d75d3588eTadd2dB67Taf28efSe6fTBBe2c6bead
ceat9cd7b3d3ad4taacid4411b5ec2d796ebT43dce6317a5b5b1fdéecabc893d5798@8ece7752e842ea8bbadcdc77b87d123T447e21becaldfdaffhea72b
938dd638cBaedc2b7d673alaea?86d63ffe2eda®3dae5ddbab7187677d41ee7fT@0395021241151F4de3571874771593a3948d0fa06T@47b3cb7fcddeb3

& client pkes) 26 server pks). & turns.

Entire conversation (55 k&) - Show data as |Raw - Stream 71 %
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7. Save file as rhino.jpg —
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[ride thissream| [ prnt | [ savess.. | [ cose | [ Heb

PAGE4OF4 86 WORDS [[¥

B a @™ el
8. Locate the file rhino.jpg and double click



file = Prnt v Emal  Bum v Open (2]

HTTP Transmitted File Recovery

1. Open rhino2.log file in Wireshark and sort http protocol, and locate rhino4.jpg

thino2
file Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
Admi® LpREB Re==FTaEEBEaaan
W [ koply a display filter ... <Ctrl/> +
No. Time Source Destination Protocol B Length Info ol
4 8.889697 137.38.123.234 64.233.167.184 HTTP 356 GET / HTTP/1.1 |
11 8.774546 137.38.123.234 64.233.167.184 HTTP 484 GET /images/logo.gif HTTP/1.1 :
28 5.287376 137.30.123.234 137.30.120.37 HTTP 437 GET /~gnome HTTP/1.1
30 5.3013%¢ 137.30.120.37 137.30.123.234 HTTP 642 HTTP/1.1 3@l Moved Permanently (text/html)
32 5.554353 137.38.123.234 137.38.128.37 HTTP 438 GET /~gnome/ HTTP/1.1
34 5.638951 137.38.128.37 137.38.123.234 HTTP 1833 HTTP/1.1 288 OK (text/html)
36 5.900207 137.30.123.234 137.30.120.37 HTTP 325 GET /icons/blank.gif HTTP/1.1
37 5.9@5832 137.38.128.37 137.38.123.234 HTTP 484 HTTP/1.1 20@ OK (GIF89a)
39 6.168311 137.38.123.234 137.38.128.37 HTTP 326 GET fi(DHSfimEgEZ.gif HTTP/1.1
43 6.1633831 137.30.123.234 137.30.120.37 HTTP 324 GET /icons/back.gif HTTP/1.1
45 6.166705 137.30.120.37 137.30.123.234 HTTP 646 HTTP/1.1 200 OK (GIFB89a)
46 6.171826 137.38.128.37 137.38.123.234 HTTP 553 HTTP/1.1 200 OK (GIFB9a)
49 7.802558  137.38.123.234 137.30.120.37 HTTP 488 GET /~gnome/rhinod.jpg HTTP/1.1
215 3.894861 137.30.120.37 137.30.123.234 HTTP 273 HTTP/1.1 200 OK (JPEG JFIF image)
217 14.008741 137.30.123.234 137.30.120.37 HTTP 488 GET /~gnome/rhino5.gif HTTP/1.1
312 14.197534 137.38.128.37 137.38.123.234 HTTP 675 HTTP/1.1 288 OK (GIFB89a) |
333 27.886521 137.38.123.234 64.233.167.184 HTTP 356 GET / HTTP/1.1
343 43.918664 137.30.123.234 137.30.120.37 HTTP 439 GET /~venkata HTTP/1.1 -

Frame 49: 488 bytes on wire (3984 bits), 488 bytes captured (3904 bits)

Ethernet II, Src: Apple_cc:57:92 (88:83:93:cc:57:92), Dst: OracleCo_72:6f:8b (88:08:20:72:6f:0b)
Internet Protocol Version 4, Src: 137.30.123.234, Dst: 137.36.120.37

Transmission Control Protocol, Src Port: 2826 (2026), Dst Port: 88 (88), Seq: 1311, Ack: 2599, Len: 434
Hypertext Transfer Protocol

Tvwew

ooo0 88 ee 2@ 72 6F b 88 83 93 cc 57 92 @8 89 45 90 -
2016 1 da ab 89 4B 80 80 B6 47 43 89 le 7b ea 89 le

@020 78 25 @7 ea @@ 50 S5b 35 13 ec 49 29 bb 11 50 18 U
@o30 fe f2 88 19 8@ 8@ 47 45 54 28 2f 7e 67 6e 6f 6d

2042 65 2f 72 68 60 6e 6Ff 34 2e Ga 70 67 20 48 54 54

@56 5@ 2f 31 2e 31 @d Ba 41 63 63 65 78 74 3a 28 69 P/1.1..A ccept: i

2060 6d 61 67 65 2f 67 69 66 2c 20 69 6d 61 67 65 2f  mage/gif , image/

©@@78 78 2d 78 62 69 74 6d 61 7@ 2c 20 69 6d 61 67 65 x-xbitma p, image

o058 2f 6a 78 65 67 2 28 69 6d 61 67 65 2f 78 6a 780  /jpeg, i mage/pjp

2099 65 67 2c 20 61 78 79 6c 69 63 61 74 69 6f 68 2f  eg, appl ication/ A
O 7 rthino2 || Packets: 370 - Displayed: 370 (100.0%) * Load time: 0:0.0 || profile: Defaut

2. Follow TCP stream to recover this file



M rhinc2log
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

AmA® Rez=fFaEEaaan
(M T apply a display fitter ... <Ctri-/> 3 -] Bxpresson..  +
No. Time Source Destination Protocol Length  Info -
4 8.839697 137.38.123.234 64.233.167.1084 HTTP 356 GET / HTTP/1.1 {_
11 6.774546  137.30.123.234 64.233.167.104 HTTP 404 GET /images/logo.gif HTTP/1.1 =
28 5.287376  137.30.123.234 137.30.120.37 HTTP 437 GET /~gnome HTTP/1.1
3@ 5.381396 137.38.128.37 137.38.123.234 HTTP 642 HTTP/1.1 381 Moved Permanently (text/html)
32 5.554353 137.38.123.234 137.38.128.37 HTTP 438 GET /~gnome/ HTTP/1.1
34 5.638951  137.30.120.37 137.30.123.234 HTTP 1033 HTTP/1.1 200 OK (text/html)
36 5.000207  137.30.123.234 137.30.120.37 HTTP 325 GET /icons/blank.gif HTTP/1.1
37 5.985832 137.38.128.37 137.38.123.234 HTTP 484 HTTP/1.1 20@ OK (GIF89a)
39 6.168311 137.38.123.234 137.38.128.37 HTTP 326 GET /icons/image2.gif HTTP/1.1
43 6.163831  137.30.123.234 137.30.120.37 HTTP 324 GET /icons/back.gif HTTP/1.1
45 6.166785 137.38.128.37 137.38.123.234 HTTP 646 HTTP/1.1 200 OK (GIFB9a)
46 6.171326 137.38.128.37 137.38.123.234 HTTP 553 HTTP/1.1 288 OK (GIF89a)
49 7.892558 137.38.123.234 137.38.128.37 HTTP 488 GET /~gnome/rhinod.ine HITP/1.1
215 8.034061  137.30.120.37 137.30.123.234 HTTP Mark/Unmark Packet CrieM
217 14.808741 137.30.123.234 137.38.120.37 HTTP < Ignore/Unignore Packet Ctri+D
312 14.197534 137.38.128.37 137.38.123.234 HTTP .
333 27.586521  137.30.123.234 64.233.167.104 HTTP ilimelEETs Gl
343 43.918664  137.30.123.234 137.30.120.37 HTTP 4 TimeShift.. CtrleShiftsT B

> Frame 49: 488 bytes on wire (3984 bits), 488 bytes captured (3984 bits) Packet Comment...

b Ethernet IT, Src: Apple_cc:57:92 (@@:83:93:cc:57:92), Dst: OracleCo_72:6f:0b (03:00:20
b Internet Protocol Version 4, Src: 137.30.123.234, Dst: 137.30.120.37
b Transmission Control Protocel, Src Port: 2826 (2626), Dst Port: 86 (88), Seq: 1311, Ack

Edit Resolved Name

Apply as Filter r
" Hypertext Transfer Protocol
Prepare a Filter »
C Filter r
G @8 BB 26 72 6f Bb BB B3 93 cc 57 92 68 60 45 00 Colorize Conversation N
2 @l da ab 89 40 00 80 06 47 48 89 le 7b ea 89 le 8. . 1{.
@ 78 25 87 ea 88 58 Sb 35 13 ec 49 29 bb 11 58 18 P[5 ..I)..P. SCTP & ‘ ‘
¢ f6 2 68 19 00 60 47 45 54 20 2f 7= 67 6e 6f 6d GE T /~gnom Follow » TCP Stresm -
o 65 2f 72 6B 69 be 6F 32 2= 63 78 67 20 48 54 54 &/rhinoa .jpg HTT
@ 56 2f 31 2e 31 6d Ba 41 63 63 65 76 74 3a 20 69  P/1.1..A ccept: i . N UDP Stream
2 6d 61 67 65 2f 67 69 66 2c 20 69 6d 61 67 65 2f  mage/gif , image/ SSL Stream
o 78 2d 78 62 69 74 6d 61 70 2c 20 69 6d 61 67 65 x-xbitma p, image Protocol Preferences o
@ 2f 6a 76 65 67 2c 20 63 6d 61 67 65 2f 70 6a 78 /ipeg, i mage/pip
¢ 6567 2c 20 61 70 70 6c 69 63 61 74 69 6Ff 68 2f  eg, appl ication/ Decode As... i
O 7 thinez Sy PR e Ve Packets: 370 * Displayed: 370 (100.0%) * Load time: 0:0.0 || Profile: Default

3. Save the file as raw to rhino4.jpg, compare the raw format and ASCII format (http? Not
JFIF from byte 6 at the beginning)

M rhinc2log = 52

=
| M Wireshark - Follow TCP Stream (tep.stream eq 1) - rhino2 =] e ] |

474554202 7267626 £312e310d0a4163636570743a20696d6167652f 6769662 2060606167652 782d786269746d61702c 20696d616 *
7652f6a7865672c208696d6167652 7806a7865672c286178786c69636174696T6e2f766e64206d732d657863656C2c2086178786c69636174696T6e2f766e
4272 707765 2706 605 742C 2061707 BGC60636 174696 Ge2 6T 37767264 20206170706 69636174696 Ge2 72472686 T526b7761 7565205
66c6173682c282a2f2aBd0ad163636578742d4c616e67756167653a20656e2d75738d0; d2d2d2e2d2d2d
2d2d2d2dedeas57365722d4167656e743a264d6 726966612734 6d70617469626C a=7sssesasf7773294 1)
£5420° e313b202e4e455420434¢ '9312e312234333232290d0a486773743a207777772e63732e756e6T2e6564750d0a436T6e6e656374696T623a20
4b65657082d416c6976658dPaBdBa
1263120333031204d6F 726d616e656746¢ 6564 231323037323
23520474d548dBa5365727665723a2041706163686521312e33223239202855626978298d0adc6T636174696T6e3a20687474783a2F2F7777772e63732e /gif)
756e6226564752172676e67606521000adb6565702d416C6976653a2074696d656175743d31352C206061783d3130300d0ad36 626656374696 T6e3a2
MbBS55762[1415{5975556[16554725155735555722d45EE53ﬁfﬂﬁ?ﬁaﬁ?}EZGE}EB?EEEEbEEWﬂGEQ}5f5€74555€742d547973553310745578741f5874
6d6c3b28636861727365743d69736f d3 144414354595
F2f445444 032263022454 484541 449544 1204d67665642050657 26461626566 746¢79
3c2f5449544c453e@a3c2f484541443¢e 48313e4d67665 726d616e656e746c793c2f48313e8a54686520646T63756d656e7
42063617320606 76556 4203C41 20435 2454630226747 4703021277777 20657 32075505 2063847 52F Te8 76066065 2F 223053657265 30 2 o1 Sedeae =1460 SACK_PERM=1
5@3e@a3c48523e0a3c414444524553533e41706163686521312e3320323920536572766572206174207777772e63732e756e6T2e65647520506F7274203 48 Len=8 MSS=1468 SACK_PERM=1
B83B3c2f 35, =0
474554202 726768 6F6d652f: 312e310d0a4163636570743a20696d6167652f 5769662 20606d6167652782d786269746d61702c 2069646
167652f6a7865672c28696d6167652f 786a7865672c2061787086c69636174696F6e2f7662642e6d732d657863656C2c286178786c69636174696F6e2176
6e642e6d732d706F 7765727061 6966742 206170706c69636174636T 6e2f6d73776F72642C206170706069636174696F6e 2782473686 T636b776176652
d666c6173682c202a2f2a08dBad163636570742d4c616e67756167653a2865622d75738d0; 82d2d2d2d2d2e2d2d L=
2d2d2d2d2dBdPa557365722d4167656743a204d6 726966612734 6d70617469626C 057696e646777732 jo Len-0
04e5420352e313b202e4455420434c522031 22312634 d0a486173743a207777772663732e756e6F206564750d0a436 66 656374696F6e3a 10 Len=o -
I 284b6565782d416c6976658dPaBdBa
50231231 1 6564 i 3a303 365727665723a2
84178616368652131 6eb! 65782d416c69766! 6F 75743!:‘31352(295:‘51783:‘393EBdBEfB5f5€5€555374
696T623a204b65657020416C697665000a5472616e736665 6469626 6e746562742054797065322074657
B742f58745dBIGHGEGHGE333@34@[1@53{21444f4354595045ZMSﬁMd‘I{ZGﬁGﬁ5424[494326222dZf2f5733432f2f4454442348544d4(10331&311@4659
6e616c2f 44d. 2Ba283c434" 4495444 782086662082 7e676e6T6d653c2f54495440453e82283c2 .
484541443008 2030424 44593603489 1304968 4GS T A 2067652027726 7GR 6 BE5 3 2F48 L 30030305245 36 304947 20535243322 2F 696 36673
2fB26c 14c! 4128485245463d f4e3daa. f41:
i 122324C617374206d61 3d223f533d41223e53
597E553{2f413526263{4126485245453[1223f443d4122354455735372597074595f553CfoI]jEGE3543523&333(494!147235351433d111f59535fﬁe732
41208485245463d222223e5086172656274284469726563746T72793c24132202020202028
262032382041 7072203 23030242031 26323039 202022202020242020033 ASCT 52433d222f69636F62732f606d61676532266769662220414¢543
41 42e6a706722 C ArTays 34206278673 241
ax 1: 1 494047205 B0IC  R596361 62732 696d61676532206769662220414c5430225b49404
75d223e283c4120485245463d. e676966! 7268696¢ UTF8 g 63c2fa1: d4178722d32 _

5 chent phefs), 111 server pkafs), 3 rums, L

Show data as Stream 1 (%

Find: [CFindNext_| ts: 370 - Displayed: 188 (51.1%) * Load time: 0:0.31 || Profile: Default

FYEI WAL A I - = :

|B/gif)

en=a
Len=g

[Entire conversation (157 k8)




-
reshark - Follow tream (tcp.stream e - rhino.
Wireshark - Follow TCP (tep q 1) - rhino2 ==

GET /mgnome HTTP/1.1 E
Accept: image/gif, image/x-xbitmap, image/jpeg, image/pjpeg, application/vnd.ms-excel, application/wnd.ms-powerpoint, L
application/msword, application/x-shockwave-flash, */*

User-Agent: Mozilla/4.8 (compatible; MSIE 6.8; Windows NT 5.1; .NET CLR 1.1.4322)
Host: www.cs.uno.edu
Connection: Keep-Alive

HTTP/1.1 381 Moved Permanently
Date: Wed, 28 Apr 2084 21:87:25 GMT
Server: Apache/1.3.29 (Unix) i
Location: http://www.cs.uno.edu/~gnome/
Keep-Alive: timeout=15, max=18@
Connection: Keep-Alive

Transfer-Encoding: chunked

Content-Type: text/html; charset=is0-8859-1

138

<!DOCTYPE HTML PUBLIC "-//IETF//DTD HTML 2.8//EN">
<HTML><HEAD>

<TITLE>381 Moved Permanently</TITLE:>

</HEAD><BODY>

<Hl:Moved Permanently</H1>

The document has moved <A HREF="http://www.cs.uno.edu/~gnome/">here</Ax.<P>
<HR>

<ADDRESS>Apache/1.3.29 Server at www.cs.unc.edu Port 8@</ADDRESS>

</BODY>< /HTML>

2]

GET /~gnome/ HTTP/1.1
Accept: image/gif, image/x-xbitmap, image/jpeg, image/pjpeg, application/vnd.ms-excel, application/vnd.ms-powerpoint,
application/msword, application/x-shockwave-flash, */*

User-Agent: Mozilla/4.8 (compatible; MSIE 6.@; Windows NT 5.1; .MET CLR 1.1.4322)
Host: www.cs.uno.edu |3

P S PP B

Packet 3. 5 chent pt{s). 112 server pktsl 9 tums. Qlick o select

[Enﬁre conversation (157 kB) - ] Show data as | ASCIL hd Stream 1 |5
Find: Find Mext

Blb 9 (Sle o m[d] =~ |

4. Double click on the rhino4.jpg file, you cannot view the file

Eile ~ prnt v Emal  Bum T Open ~ @

Windows Pheto Viewer can't open this picture because the file appears to be damaged, corrupted, or is too large.




5. Open the file in a hex editor, xvi32

MVT - chincdjng
File Edt Search Address Bookmarks Tools Xiscript

RIEE-EE L

Help

Cisver: Mmeamc/i_s-zs (Gmiw)  feeescis
Chardea 71 [Overwnie

6. Search IFIF by using xvi search tab, you locate

XVI32 - rhinod jpg

the JFIF file signature

File Edit Search Address Bookmarks Iools XViscript Help

DEREX & 2EQaddE § 8

olntlelnt-Type: ima 63 76 65 0D OR 43 GF 6E 74 65 62 74 2D 54 73 70|65 34 20 63 6D 6L 67 65 IF GA 70 &5 67 0D 0A 0D 0A FF DB FF 0
1218 , #b {U-Lesd 4346 000100 03,01 20120 00 00 ¥ 72 00 L7/55 2D 4C 65|61 642015373 73 74 65 6D 73 2C 20 43 62 63,22 0075 0B 00| |
1242 5:¢:KCcBOdELA[d 0042 2D 32 3A 32 28 42 3A 3¢ 3A 4B 47 42 4F €4|A7 €C €4 SB 5B 64 CC 92 9A 79 A7 F2 DS FE FA IE DS EA S FF FF FF IT TF
1268 s/ ¢[¢[v[7|v/v]v|v]v/r|7|7 7 o] FF FF £5 EA FF FF FF FF FF F FE FF FF FF FF FF FF FF FF F FF FF TF FF|01 47 4B 4B 64 57 64 G4 6C 6C 4 FF FF EA FF TF
1298 o[ [ #[7|7|v|v]v|v|v|r|7|7 7 o] FF FF ¥ TF FF FF FF FF FF F FE §F FF FF FF FF FF F¥ FF F FF EF FF FF|FF FF TF F¥ §F FF FF FF FF FF F¥ FE §F FF §F TF
123D FER | FF|FF FF TF FF FF FF FF C4 01/A2 00 00 01 05 01|01 01|01 0101 0000 00|00 00 06 00 00 61 0z 03 04 05 04|07 08 03 A 0B
1226 LUl NN 0002 01 01 01 01 01 01 0L 01 01 00 00 00 00 00|00 01 02 02 04 05 08 07 02 03 0A O 10 60 02 01 02 03 02 04 0% 0% 0% 04
1208 |4 DL A= lgas g O a 00/00 017D 0L 02 03|00 04 1105 12 21 31 41 06|13 51 €1 07 22 71 14 32|81 51 A1/08 23 42 B1 C1 15 52 D1 F0 24 33 62|72
1338|[, | ¢4 /1/}~8s" () +ass78]s-:0cD s/Tiolviwxyz 09(02 16|17 18 15 12 25 26 27 28 23 22 34 35 3637 38|35 34|43 44 45 46|47 48 45 42 53 54 55 56 57 58 53 5A 63|64 €868
1361 |g hij|s/t uvwxyzf, ..t |58 . -|—|~m3¢zeu¥ s e3¢ |67 6869 64737475 76 77 78 79 7A 83 84 85 BE 87|88 B9 BA 92|93 94 95 96 97 98 99 9A A2 A3 A4 AS A6 A7 A8 AS AA B2 B3 B4
1sea[ng ||+ o[855 EEe 5/6/6(8/6/x|8|0/ 4|22 & &= ¢ a|a|a & 55/5 5|a + |BS B6|BY Ba|BS BA C2 C3/Ca €5 08 €7 CB 3 CA D2 D3| D& DS|D& D7|D8 D3 DA 1|22 23 24 55 26 27 28 29 EA F1 F2|F3 §4|FS 56 F7
1383 (o064 |1 1L e [ a]w L]l 11| Tialg[s a/a[l " 2| |0)|7e|Fs|7a 11 00 02 01 0z 04 04 03 04 07 05 04 04 00|01 02|77 00|01 0203 11|04 05 21 31 06 12 41 51 07 €1)71|13 22 32 81|08
asoc||s *ij=4 #3ratoxi |vs4dsddl b=z () s/6788: F|[14|42|91 a1[B1|C1 03|23 ¥3 |52 F0 15|62 72 D1 0A 1624 34|E1|25|F1|17|18 19|1A 26 27 28 29|2A|35 36|37 38 33|3A 43|44 95/46
1205 [c Tuvu KT 1|32 5 uvuny 2, £, |t|4 - & & "« |47 28 43 12 53 54 55 56 57 58|59 52 63 €4 €5 66 67|¢8 €3 €A 73|74 75|76 77|78 73 78 82 83 84 85 86 87 88 83 A 2|93 94|95
1022 ||~ -~ =3 s 29 -, * = &A/5l1 £ 2 52866606200 |6 57|98 33 92 a2 23 a4 a5 a6 A7 28 A9 Aa B2 B3 B4 BS B6|B7 B8 B BA|C2 C3|C4 €5 CE C7 €A C9 CA D2 D3 D4 DS|D6 D7 D8 D3 |DA
1457 |2 & ) § [+ L 4 Lq U 0|22 23 £4 25 26 27 2 25 TA FZ F3 F4 FS F6 §7 F2 F9 FA FF €0 00 11 08 08 22 05 FB 03 01 21 00 02 11 01 03 11 01 FF DA 00 0C
1430 [L e/ = /L4 /52| [¥|u|o |03 0100 02|11 03 11 00 5F 00 84 50 4D 48/CS 02 8A 40 2F BD 25|30 13|BD 00 DO 02 €6 93 SA 0O/ 33 45 4C 04 A7 50 20 A5 Ad|30
1489 [~ ]~ -|o e +|*3]a[[]p| |x/|22 93|an 60|25 14 00 B4 86 80 12 95 0 28/10 27 14 94 0c 42 28|10 94|50/ 01 D2 94 50 00 Da 0E|94 86 27 6 4a 60 14|50 01|48
1402 [5]+ il H 3|\[s/|s= 86 20 02|28 00 cp|21 34 00 52 50 01 49 40 05 2D 00 14 EA 00|28 C7|BD 20 0G 52 E7 DE 81 87 7C D1 9E 68 01 39 1F|4A 5C|TA
1458, sk ez &[+|<|ps|10|p3 43|92 62 01 72 b2 50 02 D2 =7 D6 B0/ 0C F1 47 Sa|00 4a 42 D4 00 6235 B0 03 43 3D 78|S0 01 A 4A 43|0C 62|8A 60/3C.
1524 Eb A0 iz @|+|3/|B7 17 52 61|34 80 28(33 4C 03 24 50 01 46|62 00 DC €9 32|68 00|CD 1C|DA|01/CD 2D 00 1D BA DL/CD 00 13 3E A6 8C F1[40 07|6A
154D olojssjmaz;p au oj6|z |sc FL 40 03|DE &2 00/50 4F 42 33 48 €1 9A 3B DO 01 41 EA DO 0L 9F 7A|33 40 0€ 79 AD 50 01 D7 D€ EA 00 38 DL DA 80|AC F3|45
1576 1 =gn sqQilt 2/a/é|[00/0z|ac 72|00 01 cs 14 00 20 73 42 68 01 28 51 Cn|03 0a|as Cs|00|28|E9 42|29 0C 28 0D 00 19 24 A6 02 83 4B|DE 30|08 FC|ES
159F «| |aele|e|5/a/a] || 46| ||28/18/B2 DD AS 28 01 28 A0 41 4B 40 07 & 41CS 00 2D 27 BS 00|28 29|41 A0|04 E7 A8 A3 AD 00 2F 3F 85 28 34|0C 28|FA D2|01
15c8 1e0 ap xi 1 /1)< |73 27|42 28|00 a4 a0 05 07 14 20 Fa D0 01 4B CD 20|00 63 7a 74|a0 04|1Z 94/B4 00 BS CS 13 C3/CD 00 1D A3 47 41 40 €3 18/3C
15F1 E) vEd . 11d - n| |1]|74 Az|30 0B|48 72 DO 01 &2 23 76 BA 04 2E 31|CD 04|F7 A0 00|B3 23 AD $7 &3 EB DA 98 0A 00 58|43 OA 06 33 1C|D1 2E |48 00|13
162 Qe 0wl 7he £|s [as 1|22 4087 52 €3 08 £7 34 00 84 13 48 05 00 37 19 23|12 D4 01 18|28 42|45 59 30 oA 33 48 03 5|36 98 05|26 68|00 CB 26
1643 a1 2k | - |72 20|02 34|02 69 80 B4 B9 =2 51 05 23 A0 61 F5 A4 20 02|93 B5 02 OF €A 52 00 42 SE D4 00 51 40 G2 BA 04 14|34 00 B¢ 0A 06
166C. vite-s¥ L-za £ 91| |25 28 =8 20|05 43 40 07 6a 31 40 06 35 A5 A0 03 B7|5A 4a 00 28 CS 00|14 54|00 62 82 00 43 4B 40 08 29 DD 28|00/ CF 14 B3 AD
1655 sekxddan1 'z H 8+ |2||62 &6 96|80/ 0F C6 &C|Z2 50 OF AS 04 &4 DO 210D 27 72 00 SC 73|45 00|18 AS|02 80 14 S1 DF 8A 00 43 D& 53 14|00 63|33 07|53
1682 slel,| | 11 c¥i v JAT i -enie4 o|oosEDass sl 85 04 73 40 82 BF C6 B1 86 €5 32 22 01 23 A0 00 74 A5|CD 00|14 76 AD 04 C5 18 A0 02 6 80 OE DS A3 34 00|51
1627 z A 2 En| |+/e€ |2/n| |+ U]+ |40 0 12 00|50 a2 s0 01 5 00 14 BD A8 |00 20 D2 1851 Da B0 0A|3B 5001 4€|8 00 T7 Az 80 0A 32 €8 08 F7 A3 85 00|14 B 95
1710 sl3<=02)3) 912w |-ls| | R8Zn/1| 11 1|<||oo/15]z8 zams 00 00 73 4n 7 34 0C 327 29 39 20|00 75|20 D0 02 26|33 80|00 20 25 00 00 52 53 85 €818 3029 €300 83/32 | |

Adr. dec: 4,632 Chardec: 74 |Overwrite

Cut the http header,

by using xvi/edit/delete to cursor (the last menu option)
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|Char dec: 255 |Overwrite Delete from begin until current adress (incl.)

8. Go to the rhino4.jpg file and double click

Ele ~ Pint v Emal Bum v Open ¥ @

thinodjpg.

Assessment Hints

The ASCII view of the data (file) received from the session. Note the file signature GIF89a



‘ Wireshark - Follow TCP Stream (tcp.stream eq 2) - rhino2

HTTP/1.1 288 OK

Date: Wed, 28 Apr 204 21:87:34 GMT

Server: Apache/1.3.29 (Unix)

Last-Modified: Wed, 28 Apr 2004 21:67:34 GMT
ETag: W/"19ble7-14c91-40901d9c"
Accept-Ranges: bytes

Content-Length: 85137

Keep-Alive: timeout=15, max=99

Connection: Keep-Alive

Content-Type: image/gif
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4 client pkts, 63 server pkts, 5 turns.
Entire conversation (86 kB) < Show and save data as ASCIT <
Find: | Find Next
Filter Out This Stream Print Save as... Back Close Help

The picture recovered for assessment (rhino5.gif)




