Module B5: FTK Examine of Windows OS

Pre-requisite Knowledge and Skills:
1.

Learning Objectives

I.
Recommended Running Environment/Tools:

1. Windows OS
2. AccessData FTK Imager
3. Registry Eidtor

Material:
1.

Video Lecture:

1. N/A

Lab Assessment:

Lab Instructions:

1. Open FTK.
2. Navigate in the win100S to:
Users\pcl \AppData\Local\Microsoft\Windows\WebCache
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3. Export the WebCacheV01.dat file to the Desktop
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D List all descendants
T YERE
¥ File Name Ext  File Type Category ™
O [ vo.LoG Destination Path; |C:5\ sers\pwreDesktop LOG  Unknown Fil..  Unknawn
[ 7] ¥0100037.L0G X . LOG  Unknown Fil..  Unknown
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4. In FTK, click on the Index Search tab
5. Type into the Terms box: Washington1
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8. Open ESE Database File and navigate to the WebCacheV01.datfilejustexported from
FTK (it will probably beinamanifest folder on the Desktop with the number 1

% ESED, c acheV01[42].dat_1 - O X
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=2 FF) A
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@2 12 4 i) 1073741824 20 255 MSysObjects
@2 2 1 4 4 1 1252 42 4 ObjidTable
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@2 2 4 4 4 1 1252 42 4 ColtypOrPgnofDP
@2 2 5 4 4 1 1252 42 4 Spacellsage
@2 2 6 4 4 1 1252 42 4 Flags
@2 2 7 4 4 1 1252 42 ) PagesOrlocale
@2 2 8 1 1 0 1252 42 ) RootFlag
@2 2 8 3 2 0 1252 42 ) RecordOffset
@2 2 w4 4 0 1252 42 ) LCMapFlags
@2 R R 2 0 1252 42 ) KeyMost
@2 2 124 4 0 1252 42 ) LVChunkMax
@2 2 122w 255 1 1252 Name
@2 2 s og 255 0 1252 Stats
@2 2 1301 255 0 1252 TemplateTable
@2 2 11 255 0 1252 DefaultValue
@2 2 12 0e 255 0 1252 KeyFldiDs
@2 2 139 255 0 1252 VarSegMac
@2 2 149 255 0 1252 ConditionalColu...
@2 2 159 255 0 1252 TupleLimits
@2 2 1369 255 0 1252 Version
@2 2 1679 255 0 1252 SortiD
@2 2 2 M 0 0 1252 CallbackData
@2 2’1 m 0 0 1252 CallbackDepend..
@2 2 2 M 0 0 1252 SeparatelV/
@2 2 3 M 0 0 1252 SpaceHints
@2 2 %0 M 0 0 1252 SpaceDeferredLV.
@2 2 %1 M 0 0 1252 LocaleName
@2 3 2 4 20 65585 [ 42 10794 197633 Id 000001 v
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2054 record(s) NirSoft Freeware. http:iiwww.nirsoft.net

9. Once the viewer is open, click on the drop down menu just under the menu ribbon
10.3

11.In FTK, go to the Explore tab and navigate to Users\pcl and find the NTUSER.DAT file
for the Student user

‘AccessData Registry Viewer - [NTUSER.DAT] - o %
le Edit Report View Window Help NEIF

& HBm®EEE |®

(=2 TEN Name Type Data

AppEvents 8] (default) REGTYPESZ  (valuenot set)
Console

{23 Control Panel

- Environment

{3 Eude

{1 Keyboard Layout
Network

23 Printers

{2 System

B Key Properties
Last Written Time

|AccessData Registry Viewer [4




12. Export it and open in Registry Viewer

AccessData Registry Viewer - [NTUSER, DAT] - o x
E File Edit Report View Window Help RER
B 2Bm»EEE |2
Name Type Data
(e AppEvents 8] (defautt) REG.TYPESZ  (value notset)

(3 Console

{2 Control Panel
{23 Envirenment.
3 Eunc

(22 Keyboard Layout

B Key Properties
Last Written Time

13. Navigate to the following path:
NTUSER.DAT\SOFTWARE\Microsoft\Windows\CurrentVersion\Explorer\RecentDo
cs\.txt

14. Locate test.txt in this list (value0)

Acces:Dats Registry Viewer - [NTUSERDAT] - o x
File Edit Report View Window Help _ & x
F DB E [B==|®

3 cLsio ~ | Name Type Data

&8 Combig32 MRUListEx  REG_BINARV 000D 0D 00 FF FF FF FF

3 Desktop
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89 FileExts.
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0 dpg

=

(2 Folder
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3 Risbon

88 RunMRU
{2 SearchPlatform
3 Shell Folders

0 REG_BINARY 74006500 73 0D 74 00 2 00 7400 78 00 740000 00 5,

3 shutdown v
< >
B Key Properties 0074 00 65 00 73 00 74 00-2E G0 74 00 78 00 74 00|t -8 T-. TX-C
L3t Wrtten Time 10|00 00 SA 00 32 00 00 00-00 08 00 00 00 00 00 0O
! " 20{74 65 73 74 2E 6C 6E €B-00 00 42 00 09 00 04 00 |test.lnk- B
B Value Properties 30 [EF BE 00 00 00 00 00 00-00 00 2E 00 00 00 00 00 (3% .
Shortcut Target Name 40{00 00 00 00 00 00 00 00-00 08 00 00 00 00 00 0O
50{00 00 00 00 00 00 00 00-74 00 €5 00 73 00 74 00 Test
Shortcut Hame (ASCI) €0|2E 00 6C 00 6E 00 €8 00-00 00 18 00 00 00 10k

|AccessData Registry Viewer Offset: 0




15. Open FTK, navigate to the Recent folder in the winl00S.E01 evidence at:



Users\pc1\AppData\Roaming\Microsoft\Windows\Recent
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File Edit View Tools Help
Overview Explore Graphics E-Mail Search Bookmark
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=0 pa Shortcut File )
-0 AppData
(21 Local
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([ AutomaticDestinations Type
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. ha Volme v
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¥ File Name Full Path RecycleBi.. Ext  File Type Category ™
O D AppData.lnk win10054Part_14M0 NAME-FAT 16\ sers\pelh. Ink  Shortcut File Qther
[ (1 4utomaticDestinations win10054Part_14M0 NAME-FAT 1B\ sers\pelt. Falder Folder
O cookies. Ink win10054Part_14N0 NAME-FAT 1B sershpclh, Ik Shotcut File  Other
O Credential b anager.Ink win10054Pait_14M0 NAME-FAT 16\ sers\pclt. Ik Shortcut File Qther
[ L CustamDestinations win10054Part_14M0 NAME-FAT 16\ sers\pelh. Falder Folder
O [ desktop.ini win10054Part_1WNO NAME-FAT 1B\ sershpeth. ini Unknown Fil..  Unknown
O e hittphittps--we. microsoft. com-en-us-welcomeie 1-welcomeie] 1.Ink. win10054Pait_14M0 NAME-FAT 16\ sers\pclt. Ik Shortcut File Qther
O Locallnk win10054Part_14M0 NAME-FAT 16\ sers\pelh. Ink  Shortcut File Qther
O ms-gamingaverlay--kalcheck- Ink win10054Part_14W0 NAME -FAT 16 sershpelt, Ink  Sharteut File Other
O og-default Ink win10054Part_14N0 NAME-FAT 1B sershpclh, Ik ShortcutFile  Other
O
O test lnk win10054Part_14M0 NAME-FAT 1B\ sers\pelt. Ink  Shortcut File
O The Intemet.Ink win10054Part_14M0 NAME-FAT 1B sershpolt, Ink  Shortcut File Other
O USE Drive (E] [2).Ink, win10054Pait_14M0 NAME-FAT 16\ sers\pclt. Ik Shortcut File Qther
O USE Drive [E)Ink win1 0054Part_14M0 NAME-FAT 1B sers\pelt. Ink. Shortcut File Qther
O User Accourts. Ink win10054Part_14W0 NAME -FAT 16 sershpelt, Ink  Sharteut File Other
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18 Listed 0 Checked Total ‘win1005\Part_1\NO NAME-FAT16\Users\pc1\AppData'Roar g Wnk
16. Note the link files in the Recent folder.
17. Open the AutomaticDestinations folder to view the Jump Lists.
& AccessData FTK version 1.81.6 build 10.04.02 -- C:\Users\pwrs\Desktep\Mew folder\ 1234 - [m] x
File Edit View Tools Help
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[ T V. Y1« B
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[ (5] 28c8b3kdeab543al. automaticDestinations-ms win1D0SAPart_1\ND NAME-FAT1E W sershpett. aut.. OLE Archive  Archive
[ &= 5705 e0Mb83767 automaticDestinations-ms: win1D0SAPart_1\ND NAME-FAT1E W sershpett. aut.. OLE Archive  Archive
[ =] Teddcal0246863e3 automaticDestinations-ms win1D0SAPart_1\ND NAME-FAT1E W sershpett. aut.. OLE Archive  Archive
[ & 9b8edeble c24e2b. automaticDestinations-ms win1D0SAPart_1\ND NAME-FAT1E W sershpett. aut.. OLE Archive  Archive
[ &= 952b0724bdEET4ES. automaticDestinations-ms win1D0SAPart_1\ND NAME-FAT1E W sershpett. aut.. OLE Archive  Archive
[ & dd7c3b1 adbc168b. automaticDestinations-ms: win1D0SAPart_1\ND NAME-FAT1E W sershpett. aut.. OLE Archive  Archive
[ &1 101b4d95c/55d32a automaticDestinations-ms: win1D0SAPart_1\ND NAME-FAT1E W sershpett. aut.. OLE Archive  Archive
< >
7 Listed 0 Checked Total 0 Highlighted

18. Click on the first automatic.destinations-ms file starting with 5f7b5f1e01b83767
19. Click on file 1 and view in the Natural tab. It views like a regular link file, just with less
information.



20.

£, AccessData FTK version 1.81.6 build 10.04.02 -- C:\Users\pwrs\Desktop\New folder\ 125\, — u] X
File Edit View Tools Help
Overview Explore Graphics. E-Mail Search Bookmark
-1 Recent al|.n [N “ﬁ%@@|@@
5.1 AutomaticDestinations
-[=] 28c8b6deab549a1.automaticDestinatio Shorteut File ~
E 5f7b53f1e01b83767.automaticDestination
] 7eddcaB0246863e3.automaticDestinatior
-5 9b%cdcdc] c24e2b.automaticDestinatio Link target information
-[=] a52b0784bd667468.automaticDestinatio
5 dd7e3b1adb1c168b.automaticDestinatic Local Path | C:\Users'pcl'Desktopliest txt
5] 101b4d95cf35d32a.automaticDestinatior
(20 CustomDestinations Vohmme Fixed Disk
[] UnpartSpace Type
v
< > Vohme (V]
[ List all descendants Serial 4A31-C9FC
g EEE“HQ|@D|@DH Unfitered VHW )
T File Name Full Path RecycleBi.. Bt FileType  Category
O File
O]z win10054Part_TANO NAME-FATTE U sershpe T, Shortcut File  Other
O Destlist i D05%Part_15M0 NAME-FAT 1B\ sarshpe1h, OLE Stream Unkrown
O FileSlack winT0054Part_14N0O NAME-FAT 1B\ sershpeTh. . File Slack. Slack/FreeS..
< >
‘4 Listed Flchecked Total |win1005\Parl_1\N0 NAME-FAT16\sersipc1l ing\MicrosoftWindow...\5fTb5f1e01b83767. 1
Click on file 2 and view in the Natural tab.
&. AccessData FTK version 1.81.6 build 10.04.02 - C:\Users\pwrs\Desktop\New folder\ 125\ - [m] X
File Edit View Tools Help
Overview Explore Graphics E-Mail Search Bookmark
&0 Recent A s wgmme g
(£ AutomaticDestinations
L E Zﬂcéhﬂﬁdaab&@ﬂ.autnma.tltDe;.tma.tln Shorteut File ~
E 5f7b5f1e01b83767.automaticDestination
B 7eddcal246863e3 automaticDestinatior
[ 909cdct9c1c24e2b.automaticDestinatio Link target information
5 25260724bd667468 automaticDestinatio
[ dd7c3bladblc168b.automaticDestinatic LocalPath | C:\Userspel'Pictures'og-default jpg
i E f01b4d%5cf55d32a.automaticDestinatior
{21 CustomDestinations Volume Fixed Disk
[ UnpartSpace Type
v
< > Vohime (V]
[ List all descendants Serial 4A31-C9FC
B8 @@ =0 @ or|unitere ~ M oo
¥ File Name Full Path Recycle Bi.. Ext  File Type Category
Ot win10054Part_14N0 NAME-FAT 1B\ sershpcl®, Shortcut File  Other
O 18 win0054Part_T4ND N, B pcl cutFile Other
O 2] DestlList win10054Part_1\ND NAME-FAT 1B\ sershpcl®, OLE Steam Unknown
O ] FileSlack win10054Part_1WN0 NAME-FATTE W sershpctt. File Slack. Slack/Free ...
< >

4 Listed 'ﬂ Checked Total win1005\Part_1\NO NAME-FAT" pcl\A i it i .. \5f7b5T1e01b83767.




21. Click on the DestList. The Natural tab doesn’t work too well with this type of file.

@. AccessData FTK version 1.81.6 build 10.04.02 -- C:\Users\pwrs\Desktop\MNew folder\125% - [m]

File Edit View Tools Help
Overview Explore Graphics E-Mail Search Bookmark

-5 Part_1 ~ |n| Ve w[FiREe o

@1 NO NAME-FAT16

(20 System Volume Information §C\WUsers\pc1\Picturesiog-default.jog
-3 Users windev1911eval
=3 pel C:\Users\pc1\Desktopitest txt

-0 AppData
(23 Locsl
21 LocalLow
[=)-[Z1 Reaming
=1 Microseft
-3 Windows
= [‘_‘l Recent
a [0 AutomaticDestinations
[ 28¢8b86deab349a1 automaticDestinatio
= 5f7b5f1e01b83767.automaticDestination
5] Teddcag0246863e3 automaticDestinatior
FH 9b9cdc69cc24e?b.automaticDestinatio ¥
>

[ List all descendants.

B B3| @ @[22 0 [ o [unmrea “[m om

¥ File Name Full Path RecycleBi.. Ext  File Type Category

O 1 win10054Part_14N0 NaME-FATTE\ sershpeth. Sharteut File  Other

O 2 win10054Part_14N0 NaME-FATTE\ sershpeth. Sharteut File  Other

O E

[0 L FileSlack win10054Part_T\NO NAME-FATTEM sershpeTh. File Slack. Slack/Free 5.

< >
|4 Listed /o Checked Total | win100S\Part_1\NO NAME-FAT ing\Mi b5F 767. i inati ist

22. Click on the DestList in hex. With a small dataset, it’s easy to see the structure of this
file within a file.

4, AccessData FTK version 1.81.6 build 10.04.02 - C:AUsers\pwrs\Desktop\New folder\ 125 - O X

File Edit View Tools Help
Overview Explore. Graphics E-Mail Search Bookmark

= f Cose - v|n*\wv@ 018
58 win100S 00004 00 00 00 0Z 00 00 00-00 00 00 00
=5 Part 1 01002 00 00 00 00 00 0 00-05 00 00 00
@ NO NAME-FAT16 02017 FC AQ 43 BE 80 1% 88-00 00 00 00
{22 System Volume Information 03000 00 00 00 00 00 00 00-00 00 00 00
B'D Users 040 |00 00 00 00 00 00 00 00-00 OO0 00 00
05000 00 00 00 00 00 00 00-00 00 00 00

&0 pel 06000 00 00 00 00 00 0 00-00 00 00 00

£+ AppData 07000 00 00 00 00 00 00 Q0-02 00 00 00
[ Local 080 00 00 80 3F 5D 45 BE 18-62 DL D5 01
-2 LocalLow 090 |FF FF EF FF 01 00 00 00-00 00 00 00

21 Roaming 0a0 |24 00 43 00 3R 00 5C 00-55 00 73 00
Qb0 |73 00 SC 00 70 00 63 00-31 00 S5C 00

-0 Microsoft 0c |63 00 74 00 75 00 72 00-65 00 73 00

-0 Windows 0d0 |67 00 2D 00 64 00 €5 00-66 00 €1 00
&3 Recent 0e0 |74 00 2E 00 €A 00 70 00-67 00 00 00
B {2 AutomaticDestinations 0£0 08 94 ES 87 43 18 OR 02-D7 EL 57 78

100 OC 87 32 €1 8D 45 &2 7F-0% 2B CC 33

749al.automaticl
N 110(00 0C 29 C2 7D F9 OA 02-D7 E1 57 7B
[ 5f7b5¢1e01b83767.automaticDestinations-ms 120|1C 87 32 G1 8D 45 43 Te_06 3B CC 33

[ 7e4dcaB0246852€3 automaticDestinations-ms 13000 OC 25 C2 D F9 77 69-6E &4 €5 76
5 9bscdetctc24e2b, 14065 7€ 61 6C 00 00 01 00-00 00 00 00
R 468, 15000 40 85 FO 00 Al &1 D1-DS 01 FF FF

i [F dd7c3bladbic168b.autematicDestinations-ms igg g gg gi gg gg gg gg gg':g gg 2: gg
[ f01b4d95cf55d322.automaticDestinztions-ms a0 |sC 00 70 00 €3 00 31 00-5C 00 44 00
D CustemDestinations 190 | €B 00 74 00 €F 00 T0 00-5C 00 74 00

-[ UnpartSpace 1a0|74 00 2E 00 74 00 78 00-74 00 00 00

[ List all descendants Cursor posiion = 0
BE|la@mo
File Name Full Path Recycle Bi.. Ext  File Type Category  Subject  CrDate

1 wind 0054Part_15N0 NAME FAT16 I sershpet, Sharteut File  Other N/a
wind 005 4Part_15N0 NAME FAT1 E\Llsevs\pd\ Shullcut File  Other N/a

o | Unfitered <|/ml || o

FileSlack: winl [IEIS\F’&H T\NEI NAME FAT1 E\Llsevs\pcl\ Filz S\ECK Slack/Free 5 N/&

"DDDEI‘ ﬂ

|4 Listed [0 Checked Total | win100S\Part_11NO NAME-FAT 16\ ing\Microsoftivii 1. \5T7D5M 01083767, inati ist

23. Navigate to Users\pc1\AppData\Roaming\Microsoft\Windows\Recent




24.In the File List pane, use the type down feature to locate a file. This should land on a



document called test.txt.Ink



&n AccessData FTK version 1.81.6 build 10.04.02 -- C:\Users\pwrs\Desktop\New folder\125\ - o x
File Edit View Tools Help
Overview Explore Graphics E-Mail Search Bookmark
o Gase =g R e | 5
£ win100S
= Pand Shorteut File A
=] NO NAME-FAT16
(23 System Volume Information
£ [ Users Link target information
=-Qpcl . -
£ [0 AppData Local Path C:\Users'pc]'Desktop'test.txt
(21 Local
2 Locollow Volume Type | Fixed Disk
@2 Roaming . .
Vohume Serial
-2 Microsoft N 4A31-C9FC
&3 Windows mber
-2 Recent - WINDEV191 1EVAL Usersine ! .
- . etwork Path WWINDEV1911EVAL'Users'pc1'Desktop'test txt
[#-[Z0] AutomaticDestinations
*- (13 CustomDestinations ot 4
[ Unpartspace
Creation time v
(] List all descendants i, 1/21/2020 10:55:09 PM
B HEE & @(E D | or unfitered ~|| T v || or
T File Name Full Path RecycleBi.. Ext  File Type Category Subject  CrDate -
O[] AeeDatalnk wirl D054Pan_TANO NAME-FATIEWsers\pch, Ink Shortcut il Other 172272020 2:38:.4¢
O (O AutomaticDestinations winl005'Part_TANO NAME-FAT1E\ sers\poTh. Folder Folder 1/22/2020 2:38:4E
O[] =ockies.Ink winl D055Part_T5HO NAME-FAT1E\Uzers\pch, Ink Shortcut File  Other 1/22/2020 2:38.4¢
[ ] Credential Manager Ink. winl005'Part_TANO NAME-FAT1E\ sers\poTh. Ik ShortcutFile  Other 1/22/2020 2:38:4E
[ (1 CustemDestinations winl00SPart_T4NO NAME-FAT1B sershpcTh, Folder Folder 1/22/2020 2:38:48
O 7] desktopini wind 0054Part_T4NO NAME-FAT1E W sersipeTt ini Urknown Fil. Unknown 1/22/2020 2:38:46
O _] i=httehttps micrgsoft. s 11 -wel 1.0k winl00SPart_T4NO NAME-FAT1B sershpcTh, Ik ShortcutFile  Other 1/22/2020 2:38:48
0O ] Locallnk wind 005Par_TANO NAME-FAT1E W sersipe Tt Ik ShortcutFile  Other 1/22/2020 2:38:4E
[0 _] ms-gamingoverlay-kglcheck- Ink winl 00S'Part_TANO NAME-FAT1E\ sershpoTh. Ik ShortcutFile  Other 1/22/2020 2:38:48
0O | ] og-defaultink wind 005Par_TANO NAME-FAT1E W sersipe Tt Ik ShortcutFile  Other 1/22/2020 2:38:46
O _] Fictuies Ink. win1 005 P ANONAME-FAT1E\ sershpoTh. Ink Shortcut File  Other 1/22/2020 2:38:4F
O
<
18 Listed 0 Checked Total win{005\Part_1INO NAME-FAT- Ink

25. View the link file’s parsed attributes using the Natural View tab.
26. Make note the following attributes:

* a. Local Path: C:\User\pc1\Desktop\test.txt
e b.Vol Type: Fixed Disk
. Volume Type: Fixe 1S
e c. Volume Serial Number: 4A31-C9FC
* d. Network Path: \WINDEV1911EVAL\Users\pc1\Desktop\test.txt
» e¢. File size: 4
» f. Creation time (UTC): 1/21/2020 10:55:09 PM
+ g. Last write time (UTC): 1/21/2020 10:55:14 PM
* h. Last access time (UTC): 1/21/2020 10:55:17 PM
ﬁﬂ AccessData FTK version 1.81.6 build 10.04.02 -- C:\Users\pwrs\Desktop'\New folder\ 125\ - o X
File Edit View Tools Help
Case P i o1&
283 win100s Shorteut File
=3 Part_1 ~
-8 NO NAME-FAT16
(23 System Volume Information Link target information
-1 Users
-3 pel Local Path C:\Users'pc1'Desktoptest.txt
=21 AppData
& tocl Volume Type | Fixed Disk
23 Locallow . .
‘Volume Serial
122 Roaming N" be 2| 4A31-C9FC
-3 Microsoft e
-0 Windows Network Path | WINDEV1911EVAL Users\pc] Desktop'test st
- Recent
(33 AutomaticDestinations File size 4
(3 CustomDestinations
[} Unpartspace Creation time
T
Last write time
uTC)
Last access time p
1/21/2020 10:55:17 PM
- - v
[ist all descendants. File attributes
B BeEe|A@ 3O o Unftered ~||m ~om=
¥ File Name Full Path RecycleBi.. Ext  File Type Category Subject Cr Date
[m} D AppData nk win100S54Part_T5NO NAME FAT16 Usershpcth. Ink. Sharteut File Other 142212020 2:38:46 P
[ _JAutomaticDestinations win100S54Part_T5NO NAME FAT 16 Usershpclh. Folder Folder 142212020 2:38:46 P
[m} cookies.Int win100S4Part_T4NO NAME FAT 16 sershpclh. Ink. Sharteut File Other 1/22/2020 2.3%9:46 P
[m} Credential Manager. Ink win100S4Par_T4\NO NAME FAT 16 WsershpcTh. Ink. Sharteut File Other 142212020 2: P
[m} DEuslanestMal\m\s wirl00S4Part_T4NO NAME FAT16 W sersipelh, Falder Falder 1/22/2020 2:38:46 P
[m} desktop.ini wirl00S4Part_T4\NO NAME FAT16WWsersipel, ini Unknown Fil Unknown 1/22/2020 2:38:46 FI
[m} e hittphttpe--www._microsoft com-en-us-welcomeie 1 -welcomeie 1 Ink. wirl00S4Part_T4\NO NAME FAT1EWWsersipcl, Ik Shorteut File Other 1/22/2020 2:38:46 FI
[m} LocalInk wir1005%Part_Ti\NO NAME FAT16 W sers\pcTh, Ink. Shortcut File Other 1/22/2020 Z:38:46 P
[m] ms-gamingoverap-kglcheck-Ink. win0054Part_1A\NO MAME FAT16 W sershpcth. Ink. Sharteut File Other 142202020 23545 Ph
[m] og-default.Ink win0054Part_14\NO NAME FAT16Wsershpclh. Ink. Sharteut File Other 142212020 23546 P
[m] Pictures.Ink. win0054Part_14\NO NAME FAT16Wsershpclh. Ink. Sharteut File Other 142212020 23546 P
[m} testink win10054Part_T4NO NAME FAT16 sershpcth. Ink. Sharteut File Other 14222020 2:38:46 P
[m} The Intemet Ink. win10054Part_T4NO NAME FAT16 sershpcTh. Ink. Sharteut File Other 14222020 2:38:46 P
[m} USB Drive [E] (2)Ink. win100S54Part_T5NO NAME FAT 16 Usershpclh. Ink. Sharteut File Other 142212020 2:38:46 P
[m} USE Drive (E]Ink. win100S4Part_T5NO NAME FAT 16 sershpclh. Ink. Sharteut File Other 1422/2020 2:3%9:46 P
[m} User Accounts. Ink. win100S4Par_T4\NO NAME FAT 16 WsershpcTh. Ink. Sharteut File Other 142212020 2: P
[m} Userlnk wirl00S4Part_T4NO NAME FAT16 W sersipelh, Ik Shorteut File Other 1/22/2020 2:38:46 P
[m} windows.Ink. wirl00S4Part_T4\NO NAME FAT16WWsersipel, Ik Shorteut File Other 1/22/2020 2:38:46 FI
. ,
18 Listed 10 Checked Total win100S\Part_1\NO NAME-FAT Ink




27. Switch the File Content tab to Hex mode and view the raw data.

28. Offset 0-3 is the link file header of 0x 4C 00 00 00 which equates to decimal
76. The first 76 bytes of a link file are the designated header

&. AccessData FTK version 1.81.6 build 10.04.02 -- C\Users\pwrs\Desktop'\Mew folder 123\ - o X
File Edit View Tools Help
Overview Explore Graphics E-Mail Search Bookmark
& - I mgmnEe o8
B win1005 000 | GIGIEEN 0 01 14 02 00-00 00 00 00 CO 00 ~
ER LA 010 |00 00 00 46 9B 00 20 00-20 00 00 00 19 6E
=-@f1 NO NAME-FAT16 020 |AD DO DS 01 84 85 86 D9-AD DO DS 01 61 DE
{2 System Volume Information 030 |AD DO DS 01 04 00 00 00-00 00 00 00 0L 00
5[ Users 04000 00 00 00 00 00 00 00-00 00 00 00 5C 00
050 (32 00 04 00 00 00 35 S0-E€ B6 20 00 74 &5 7
-8 pe 74 78 74 00 00 42 00-0% 00 04 00 EF BE 35 50| .txr--B ISP
- AppData B 35 50 E8 BE 2E 00-00 00 43 E8 04 00 00
3 Local 00 00 00 00 00 00 00-00 00 00 00 00 00 OO
{1 Locallow 83 E2 00 74 00 €5 00-73 00 74 00 2E 00 74
-1 Reaming 00 74 00 00 00 18 00-00 00 78 00 00 00 1C
[ Micrasoft 00 03 00 00 00 1C 00-00 00 2D 00 00 00 38
: : 00 63 00 00 00 11 00-00 00 03 00 00 00 FC
=03 Windows 4 10 00 00 00 00 43-3R 5C 55 73 65 72 73
=20 Recent 00|00 00 2B 00 00 00 02 00-00 00 14 00 00 00 00
(10 AutomaticDestinations 0£0[00 00 00 00 02 00 5C 5C-57 49 &E 44 45 56 31 39 \\WINDEV1S
[ CustomDestinations 100 |31 31 45 56 41 4C 5C 55-73 65 72 73 00 70 63 31 |11EVAL\Users -pcl
[ UnpartSpace 110|SC 44 65 73 6B 74 6F 70-5C 74 €5 73 T4 2E 74 78 |\Desktop\test.tx
120(74 00 LF 00 2E 00 2E 00-5C 00 2E 00 2E 00 5C 00 |c---.-. R
130 |2E 00 2E 00 5C 00 2E 00-2E 00 5C 00 2E 00 2E 00|+ -2 -\ w0\ ou-w
140 [5C 00 &4 00 65 00 73 00-6B 00 7¢ 00 6F 00 70 00 \-D-e-s-k-Tt-0p
150 |SC 00 74 00 65 00 73 00-74 00 2E 00 74 00 78 00 |\ -G-=-5-G-. L-x-
160(74 00 1& 00 43 00 3R 00-5C 00 55 00 73 00 65 00|t---C-z-\-U-s-e
170(72 00 73 00 5C 00 70 00-63 00 31 00 5C 00 44 00 |r-5-\-p-c-1-%-D-
130 |65 00 73 00 68 00 74 00-6F 00 70 00 60 00 00 00|e-s-k-t-0-p-"
150 (03 00 00 A0 58 00 00 00-00 00 00 00 77 &% 6E &4 b4 wind
120 €5 76 31 39 31 31 65 76-61 6C 00 00 OA 02 D7 El|evlSlleval----xd
[l List al cescendants Selection start = U, length = 3; cluster = 1836; logical sector = 117888; physical seclor = 117351
B BB A E 0O § or Unfitered ~ | M | orz
¥ File Name Full Path RecycleBi.. Ext  File Type Category Subject  CrDate
O[] éeeDataink win D05 Part_T4ND NAME-FAT16\Wsershoct ... Ik ShocutFile  Other 1/22/2020 2:38.46 P
[0 (D utomaticDestinations winl 005 Part_1\ND NAME-FAT 16\ sersipety, Folder Folder 1/22/2020 2:38.46 P!
O ] cookies Ink. winl0054Part_TAND NAME-FAT1 8\ sershpet Ink  ShotcutFile  Other 1/22/2020 2:33: 46 P
O B Credential M anager Ink win10054Part_TAND NAME-FAT1 6\ sershpcl Ink  ShorcutFile  Other 1/22/2020 2:383:46 P
[ 1 CustomDestinations winl0054Part_T4ND NAME-FAT1 6\ sershpet Folder Folder 1/22/2020 2:38:46 P
O [2] desktop.ini win10054Part_T4ND NAME-FAT18\sershpelh... ini Unknawn Fil.. - Unknown 1/22/2020 2:33:46 P
O [ ] ie-httphittps-wmavmicrosoft. com-en-us-welcomeie11-welcomeie 1.Ink. win10054Part_T4ND NAME-FAT18\sershpelh... Ink  ShortcutFile  Other 1/22/2020 2:33:46 P
O [ ] Lecalink win100S4Part_T4ND NAME-FAT18\sershpcth... Ink  ShortcutFile  Other 1/22/2020 2:33:46 P
O [ ms-gamingoverday-kglcheck- Ink. winl 005 Part_1\ND NAME-FAT 16\ sersipety, Ik ShortcutFile  Otker 1/22/2020 2:38.46 P!
O/ ] ogdefaultInk winl0054Part_TAND NAME-FAT1 8\ sershpet Ink  ShotcutFile  Other 1/22/2020 2:33: 46 P
O ] Pictures.Ink win10054Part_T4ND NAME-FAT1 6\ sershpcl Ink  ShocutFile  Other 1/22/2020 2:38:46 P
O ]testink win10054Part_T4ND NAME-FAT1 6\ sershpet Ink  ShortcutFile  Other 1/22/2020 2:38:46 P
0O [ ] The Intemet.Ink win10054Part_T4NO NAME-FAT18\sershpelh... Ink  ShortcutFile  Other 1/22/2020 2:33:46 P
O [ ] USE Drive [E] (2).Ink. win10054Part_T4ND NAME-FAT18\sershpelh... Ink  ShortcutFile  Other 1/22/2020 2:33:46 P
O [ ] USE Diive [ElLInk win100S4Part_T4ND NAME-FAT18\sershpcth.. Ink. Shortcut File  Other 1/22/2020 23346 F
O[] User Accaunts Ik winl 005 Part_1\ND NAME-FAT 16\ sersipety, Ik ShortcutFile  Otker 1/22/2020 2:38.46 P!
O/ ] Userlnk winl0054Part_TAND NAME-FAT1 8\ sershpet Ink  ShotcutFile  Other 1/22/2020 2:33: 46 P
0O ] windows Ink win10054Part_TAND NAME-FAT1 6\ sershpcl Ink  ShorcutFile  Other 1/22/2020 2:383:46 P
< >
18 Listed 0 Checked Total win100S\Part_1INO NAME-FAT* Ink

29. Offsets 28-35 are the Creation date/time




[a

File Edit View Tools Help

| Qverview Explore Graphics. E-Mail Search Bookmark
=0 Case J\‘ 4@\53@@@ o1 &)
=8B win1003 000[4C 00 00 00 01 14 02 00-00 00 00 00 C 0 ~
gE_b Part_1 010|00 00 00 46 9B 00 20 00-20 00 00 00
-8 NO NAME-FAT16 020 [(RIEIRENING4 85 8¢ D$-AD DO D5 01 €1 DE C3 D7 - =08 -abhx
"2 System Volume Information 030 |2D DO D5 OL 04 00 00 00-00 00 00 0 01 00 00 00
(1 Users 04000 00 00 00 00 00 00 00-00 00 00 00 SC 00 52 00 --v+--:---\ 2
- 05032 00 04 00 00 00 35 50-E8 B& 20 00 74 &5 73 742 5pRq -test
a8 pel 060 |2E 74 78 74 00 00 42 00-0% 00 04 00 EF BE 35 50 .txt--B---- -I4SE
i =1 AppData 070|E5 B6 35 50 E8 B& 2E 00-00 00 43 E2 04 00 00 00 95PRQ. - C2
: 080 |[OF 00 00 00 00 00 00 00-00 00 00 00 00 00 00 00 <+ =-=-w-w=-+
Hex Interpreter [~ | 050 |SF 3 E2 00 74 00 65 00-73 00 74 00 2E 00 74 00| --At-est-. -t
- 0a0 |78 00 74 00 00 00 18 00-00 00 78 00 00 00 1C 00 | X-t------ X+~
Tupe Sizz  Walue 0b0 |00 00 03 00 04 00 1C 00-00 00 2D 00 40 00 38 00 -8
0c0 |00 00 63 00 00 00 11 00-00 00 03 00 Q0 00 FC €8 | --G---- -+« -iE
Unsignedinteger 18 132241208091714555 0d0 |31 42 10 00 00 00 00 43-33 5C 55 73 €5 72 73 5C 17 C:\Usersy
PLETMEQTC) 8 17212020 105505 P 523(35 35 53 55 02 50 5¢ sC-97 44 4z 44 45 22 31 58| \wwEvie
FILETIME flocal] & 1217200 45503 P 10031 31 45 56 41 4C SC 55-73 65 72 73 00 70 63 31| 11EVAL\Users -pcl
| DS date 2 - 110|5C 44 65 73 €B 74 6F 70-5C 74 65 73 74 2E 74 76 \Deskrop\test.tx
DOS time 2 120|74 00 IF 00 2E 00 ZE 00-5C 00 2E 00 2E 00 5C 00 [t -0 -\ -won -\ -
time_t (UTC) 4 130 |2E 00 2E 00 5C 00 2E 00-2E 00 5C 00 2E 00 2E 00|.-.-% AR
time_t (local) 4 140[5C 00 44 00 €5 00 73 00-6B 00 74 00 €F 00 70 00|\-D-e-s-k-t-0p-
150(5C 00 74 00 €5 00 73 00-74 00 2E 00 74 00 78 00|\ -t-2-5t-. tx
| 16074 00 14 00 43 00 3A 00-5C 00 55 00 73 00 65 00|t---C-: -\ U-s-e-
17072 00 73 00 5C 00 70 00-€3 00 31 0 5C 00 44 00|r-s-\-pc-1\ D
180 €5 00 73 00 €B 00 74 00-6F 00 70 00 €0 00 00 00|e-s-k-t-op- -
150 (03 00 00 A0 58 00 00 00-00 00 00 00 77 6% 6E &4 b wind
12065 76 31 39 31 31 €5 76-61 €C 00 00 OA 02 D7 El|evlslleval.---xé
] [ [5election start = 28, length = 8; cluster = 1835; logical sector = 117858; physical sector = 117351
2 nz
Ll Byteorder (@ Little endian (O Big endian
¥ Ficwame Tun e Recycle B Ext  File Type Category Subject Cr Date
[m] DADDDeIa Ink. w1 005 5Part_TAND NAME-FAT164Usershpett.. Ik Shorteut File  Other 1/22/2020 2:38:46 P
O 1 AutomaticDestinations i1 005 5Pant_TWND NAME-FAT16 Usershpeth.. Folder Falder 1/22/2020 2:35:46 P
[0 [ cookieslnk. il D0SYPar_1AN NAME FAT1E\Users\peTt Wk ShoteutFile  Other 142242020 2:36:45 P
[ ] Credential Manager Ink winlD0S4Par_1ANO NAME FAT18\Users\peTt Ik ShotcutFile  Oiher 1/22/2020 2:38:46 FY
[ () CustomD estinalions win| D054 Par_1ANO NAME FAT18\Users\peTs Folder Folder 1/22/2020 2:38:46 FY
[ [7] desktopini winl D054 Parl_TANO NAME FAT16\Users\peT i UnknownFil. Unknown 1/22/2020 2:38:46 P
[ ] iehiphitp: microsoft lcomeie 1wl 11k winl D054 Parl_1ANO NAME-FAT164Users\peT, Ik ShortcutFile  Diher 1/22/2020 2:38:46 P!
O | ]localink w1 005 5Part_T4NO NAME-FAT164Usershpett.. Ik Shorteut File  Other 1/22/2020 2:38:46 P
O |1 me-gamingawerlay-kalcheck- Ink i1 005 5Pan_TWND NAME-FAT16 Usershpett.. Ik Shortcut File  Other 1/22/2020 2:35:46 P
O |1 wg-default Ink i1 005 5Pant_TWND NAME-FAT16 Usershpeth.. Ik Shortcut File  Other 1/22/2020 2:35:46 P
[ [ Pictues.Ink win1D0SYPart_TANO NAME FAT16\Users\peTt Wk ShoteutFile  Other 1/22/2020 2:36:46 P
[ Jtestink winl00S4Parl_TANO NAME FAT18\Users\peTt bk ShortcutFile  Oiher 1/22/2020 2:38:46 P
[ [ The Intemet nk winl D054 Par_1ANO NAME FAT18\Users\peTs Ik ShotoutFile  Diher 1/22/2020 2:38:46 FY
[ ] USE Drive [E] (21 bk winl D054 Parl_1ANO NAME FAT16\Users\peT Ik ShortoutFile  Diher 1/22/2020 2:38:46 P
[ [ USE Diive [E)nk il D054 Par_TAND NAMEFAT 18\ sershpcT .. Ik ShortcutFile  Other 1/22/2020 2:38:46 P
O | ] Yser dccounts.Ink. i1 005 5Pan_TWND NAME-FAT16 Usershpett.. Ik Shortcut File  Other 1/22/2020 2:35:46 P
O ] Yserink i1 005 5Pant_TWND NAME-FAT16 Usershpeth.. Ik Shortcut File  Other 1/22/2020 2:35:46 P
[ [ windows.Ink win1D0SYPart_TANO NAME FAT16\Users\peTt bk ShoteutFile  Dther 1/22/2020 2:36:46 P
< >
|[18 Listed 0 Checked Total win100SIPart_1INO NAME-FAT161U Ink
30. Offsets 36-43 are the Last Accessed date/time
T
| &
File Edit View Tools Help |
| overview Explore Graphics E-Mail Search Bookmark |
ER = & VB, e R @ €] |
=8B win1005 000 |4C 00 00 00 01 14 02 00-00 00 00 00 €0 00 00 B A
55 Part 1 01000 00 00 4¢ 9B 00 20 00-20 00 00 00 19 €E 94
@ NO NAME-FAT16 020 |2D Do DS E c3
{2 System Volume Information 030 2D DO DS 01 04 00 00 00-00 00 00 00 01 00 Q0 -
& 03 Users 04000 00 00 00 00 00 0O 00-00 00 QO 00 5C 00 5A 00 Sz
050 |32 00 04 00 00 00 35 S0-E8 B6 20 00 74 €5 73 74 |2 S5péy -test
-8 pet 060 |2E 74 78 74 00 00 42 00-0% 00 04 00 EF BE 35 50 | .txt--B P
(3 AppData 070 ES BE 35 50 E8 B& 2E 00-00 00 43 £5 04 00 00 00 &§5Bed. - C2
080 |OF 00 00 00 00 00 00 00-00 00 00 00 00 00 00 00
Hex Interpreter n 090 |9F 83 E2 00 74 00 &5 00-73 00 74 00 2E 00 74 00| --4-T-2-8-T-. T
02078 00 74 00 00 00 18 00-00 00 78 00 00 00 1C 00 |x-t-- x
Tupe Size | Value b0 |00 00 03 00 0 00 1€ 00-00 00 2D 00 00 00 35 00 .
OcO |00 00 €3 00 00 00 11 00-00 00 03 aE
unsigned inleger 18 1322412091 74689156 0d0 |31 42 10 00 00 Q0 00 43-3& 5C 55 “Ci\Usezs\,
FILETIME (UTC) 8 1/21/2020 10:8517 PN o s N JRp——
FILETIME (local) - & 142172020 45517 P 10031 31 45 56 41 4C SC 55-73 €5 72 LIEVAL\Users -pel
| Do date 2 i 110 5C &4 €5 73 €B 74 6F 70-5C 74 €5 \Desktop\test. tx
D05 time 2 120 74 00 1F 00 2E 00 2E 00-5C 00 2E * A A
time_t (UTC) 4 130|2E 00 2E 00 5C 00 2E 00-2E 00 SC 00 2E 00 2E 00 |. - -\ -u-u-\-u-s
time_t [local) 4 1405C 00 44 00 €5 Q0 73 00-6B 00 74 00 6F 00 70 00 \-D-e-s-k't-o-p-
150 |5C 00 74 00 €5 00 73 00-74 00 2E 00 74 00 78 00|\ T-e-8 T TX
| 16074 00 14 00 43 00 3A 00-5C 00 55 00 73 00 €5 00|t---C-: -\ -U-5-2
17072 00 73 00 SC 00 70 00-63 00 31 00 SC 00 44 00 |z-s-\-p-c-Ll-\-D-
180 |65 00 73 00 €B 00 74 00-€F 00 70 00 60 00 00 00|e-s k- t-op-
150 03 00 00 RO 58 00 00 00-00 00 00 00 77 &5 6E &4 b wind
120(€5 7€ 31 39 31 31 65 76-61 6C 00 00 A 02 D7 El|evislleval.----xd
st [ |5election start = 36, length = &; chster = 1936: logical seclor = 117888; physical sector = 117951
2 1z
LA Byleorder (@ Litle endian O Big endian
[ — — RecycleBi.. Ext FileType  Category  Subject  CrDate
[ [] ApeDatalrk winl00S\Part_1\ND NAME FAT18%Users\peT\ Ik ShortcutFle  Other 1/22/2020 2.38:46 Pt
O AutematicDestinations vl 00 54Part_15N0 NAME-FAT1E Users\pcit.. Folder Folder 1/22/2020 2.39:46 Pt
[ [ cookies Ink Wil 00S\Part_T\ND HAME FAT16\sers\peTt Ik ShortcutFle  Other 1/22/2020 23846 P
[ [ Credential Manager Ink winil 00S\Pait_1\ND NAME FAT18%Users\peT\ Ik ShortcutFle  Other 1/22/2020 2.38:46 P
O 1 CustomDestinations win] 00 54Part_1\N0 NAME-FAT1E Users\pcit.. Folder Folder 1/22/2020 2:38:46 Pt
[ [7] desktop.ini winl00S\Part_T\ND HAME FAT184Users\peTt i Urknown Fil.. Unknown 1/22/2020 2 3846 Pt
[ [] iehtiphtp: microsolt Icomeie1-welcomeie 1.Ink winil005\Part_1\ND NAME-FAT16%Users\peT, Ik ShortcutFle  Other 1/22/2020 2.38:46 P
O/ ] Locallnk win] 00 54Part_1\N0 NAME FAT1E Users\pcit.. Ink  ShortcutFile  Other 142242020 2:38:46 Pt
[ [ ms-gamingoverlay-kgicheck- Ik winl00S\Part_1\ND NAME FAT18%Users\peT\ Ik ShortcutFle  Other 1/22/2020 2.38:46 Pt
[ [] og-defautlnk winl005\Part_1\ND NAME-FAT 185 Users\peTh... Ik ShortcutFle  Other 1/22/2020 2.39:46 P
O[] Pitures nk. wiril 005\Part_1\ND HAME FAT184Users\peTt Ik ShortcutFle  Other 1/22/2020 2. 38:45 P
[0 [ testink winl 00S\Pait_1\ND NAME FAT18%Users\peT\ Ik ShotcutFle  Other 1/22/2020 2.38:46 Pt
[ [ The Intemet Ink winl 005 Part_1\ND NAME-FAT 185 Users\pcTh... Ik ShorcutFle  Other 1/22/2020 2.35:46 P
[ [ USE Drive (E) {2k wiril 005\Part_1\ND HAME FAT184Users\peTt Ik ShortcutFle  Other 1/22/2020 2. 38:45 P
[ [ USE Diive [ELInk winil 00E\Part_1\ND HAME FAT184sers\peTs Ik ShortcutFle  Other 1/22/2020 2. 3846 Pt
O [ User Accounts.nk winl005\Part_1\ND NAME-FAT185Users\pcTh... Ik ShortcutFle  Other 1/22/2020 2.39:46 P
0 [ Userlk wiril 005\Part_1\ND HAME FAT184Users\peTt Ik ShortcutFle  Other 1/22/2020 2. 38:45 P
[ [ Windows k. winl 00S\Pait_1\ND NAME FAT18%Users\peT\ Ik ShotcutFle  Other 1/22/2020 2.38:46 Pt
< >
|18 Listed © Checked Total win100SIPart_1INO NAME-FAT: p Ink




31. Offsets 44-51 are the Last Written date/time

&
File Edit View Tools Help |
| overview Explore Graphics E-Mail Search Bookmark |
o0 Case e mgmEe e |
-8 win1005 000 |4C 00 00 00 0L 14 02 00-00 00 00 00 CO 00 00 00T 5 -
-5 Part_1 01000 00 00 46 9B 00 20 00-20 00 00 5 GE 94 D4
@1 NO NAME-FAT16 020 |AD DO D5 01 84 85 86 DS-AD DO DS C3 D7)
(23 System Volume Information 030 00-00 00 00 00 01 00 00 00
=-0 Users 040 |00 00 00 00 OO0 0O 00 00-00 00 00 00 SC 00 SA 00
050 |32 00 04 00 00 00 35 SO-E8 B& 20 00 74 65 73 74
=3 CI pel 0€0 |2E 74 72 74 00 00 42 00-0% 00 04 00 EF BE 35 50
£ AppData 070 |ES B6 35 50 ES BE 2E 00-00 00 43 ES 04 00 00 00
080 |OF 00 00 00 00 00 00 00-00 00 00 00 00 00 00 00
Hex Interpreter n 0%0|SF 83 E2 00 74 00 5 00-T3 00 74 00 2E 00 T4 00
020|798 00 74 00 00 00 18 00-00 00 76 00 00 00 1C 00
Typ= Velue 05000 00 03 00 00 00 1C 00-00 00 2D 00 00 00 3% 00
3 0c0{00 00 €3 00 00 00 11 00-00 00 03 00 00 00 FC C3 |- ¢ BE
wnsigned integet 132241209145155169 0d0 |31 4A 10 00 00 00 00 43-3A 5C 55 73 €5 72 73 5C|17 Ci\Usezs\
FILETIME [UTC) 1/21/2020 105514 PM ifi ii ii §§ 00 14 00 00 00 00 Q0| -+ R
FILETIME flocall 172172020 45514 PM 50 |31 21 48 L1EvAL\Uaers pel
DOS date 110 |5C 44 €5 \Desktop\test.tx
DOS time 120{74 00 1F L
time_t(UTC) 130|2E 00 2E P SR
time_t (lacal] 140(5C 00 44 \D-e-5kt-0op
150|5C 00 T4 \t-e-sto.tox |
1€0 |74 00 14 t C \U-s-e
| 17072 00 73 r-s\-pc-l-\-D
180 |65 00 73 es-k-top-”
| 150 |03 00 00 X wind
1a0 |65 7€ 31 €C 00 00 OA 02 D7 El |evl9lleval ----xa ~
Clomt S clection start = 4. length = 8; cluster = 1836: logical sector = 117888; physical sector = 117351
| BE oz
. | Byte order: @) Little endian () Big endian
| | ™ Ficmame [ Recycle B FileType  Category  Subject  CrDate
|| O [ AmDatalnk win? 005Par_1\ND NAME-FAT1EWsers\pe1, Ik ShomcutFie  Other 172202020 2:36:46 P
[ ClAtemalicDestinations winl 0054Part_1\ND NAME-FAT1EWserstpeTt, Folder Folder 1/22/2020 2. 38.46 P
[ [ coakies Ink win 005Par_1\ND NAME-FAT 1B JsersipeT', Ik ShottcutFle  Other 1/22/2020 2:35:46 P
[ [ Credential Managetnk win! 005 Par_1\N0 NAME-FAT1EWsers\pet, Ink  ShomcutFie  Other 172202020 2. 3646 P
[ 1 CustomDestinations winl 0054Part_1\ND NAME-FAT1BWserstpeTt, Folder Folder 1/22/2020 2. 38.46 P
[0 7] deskiopini win 005Par_1\ND NAME-FAT1B\IsersipeT', i Urknown il Unknonn 1/22/2020 2:35:46 P
0O [ i htephitps microsolt. Ieomeiet 1-welcomeiz11Ink win 005 Far_1\ND NAME-FAT1EWsers\po1, Ik ShomcutFie  Other 172242020 2:35:46 P
[ [ Lecaink. winl 0054Part_1\ND NAME-FAT1BWserstpeTt, Ik ShottcutFie  Other 1/22/2020 2. 38.46 P
[ [7] me-gamingaveriay-kgicheck- Ink win 005\Part_1\ND NAME-FAT1EWserstpeT, Ik ShottcutFie  Other 1/22/2020 2.38.46 P
0O [ oodefaulrk win 005 Par_1\ND NAME-FAT1EWsers\po1, Ik ShomcutFie  Other 172242020 2:35:46 P
[ [ Pictures.nk. winl 005\Par_1\ND NAME-FAT1EWsers\pe, Ik ShomcutFie  Other 1/22/2020 2:38:46 P
0 [ testink win] 0054Part_1\ND NAME-FAT1BWserstpel, Ik ShottcutFie  Other 1/22/2020 2.36:46 P
0 [ The Intemetnk. win 005 Par_1\ND NAME-FAT1E sers\pol', Ink  ShomcutFie  Other 1/22/2020 2:35:46 P
[ [ USB Diive (£ 121 nk. winl 005\Par_1\ND NAME-FAT1EWsers\pe, Ik ShomcutFie  Other 1/22/2020 2:38:46 P
0[] USE Diive [E Lk win 005\Part_1\N0 NAME-FAT1B\serstpeT, Ink  ShottcutFie  Other 1/22/2020 2. 38.46 P
[0 [ User decaurts bk win 005 Par_1\ND NAME-FAT1E sers\polt, Ink  ShomcutFie  Other 172202020 2:35:46 P
[0 [ Usernk win 005\Par_1\ND NAME-FAT1EWsersipe1, Ik ShomcutFie  Other 1/22/2020 2:38:96 P
0 ] Windows Ink. winl 0054Part_1ND NAME-FAT1EWserstpeTt, Ik ShottcutFie  Other 1/22/2020 2. 38:46 P
< >
\j Listed 0 Checked Total ‘win1005\Part_1\NO NAME-FAT" Ink
32.File size is offset 52-55
4, AccessData FTK version 1.81.6 build 10,0402 -- C:\Users\pwrs\Desktop\New folder 125, - u} X
File Edit View Tools Help
Overview Explore Graphics E-Mail Search Bookmark
=@ Case ] Ve R E@mEe oe)
8 winl003 000 |4C 00 00 00 0L 14 02 00-00 00 00 00 CO ¢ 00T 7 ~
-5 Part | 01000 00 00 46 9B 00 20 00-20 00 00 00 19 6E & F -6
-8 NO NAME-FAT16 020 XD DO DS 01 84 &5 &6 D9-AD DO DS 01 61 DE -p8 - 1-00 -aphx
* [ System Volume Information 030 |20 D0 D5 01 [FNEIIGIENO 00 00 00 01 00 -8
é CI Users. 040 |00 00 00 00 00 00 00 00-00 00 00 00 5C 00 \-Z
050(32 00 04 00 00 00 35 50-E8 B& 20 00 74 &5 2 5p&q -test
= CI pel 0&0 |2E 74 78 74 00 00 04 00 EF BE txt- B IWSP
= AppData 070 ES B6 35 50 E8 86 43 E2 04 ct
- 080 |QF 00 00 00 00 00 00 00 00 EEREE
080 |$F 83 E2 00 74 00 74 00 2E sesete.te
020 |78 00 74 00 00 00 78 00 00 com
Type See | Vale 050 |00 00 03 00 00 00 1C 00-00 00 2D 00 00 - 8-
signedinteger 18 4 0c0 |00 00 63 00 00 00 11 00-00 00 03 00 00 ok
unsigned integer 18 4 0d0 |31 4A 10 00 00 00 00 43-3A 5C 55 73 65 Ci\Users\
FILETME UTC) 8 020 |00 00 28 00 00 00 14 00 00
00 00 00 02 49 4 44 45 5 \\WINDEV1S
FILETIME (ocal) & 31 45 56 41 €5 72 73 00 70 €3 31|11EVAL\Users -pel
DOS date 2 24 65 73 6B 74 65 73 T4 2E 74 78|\Desktop\test.tx
DO time 2 00 1F 00 2E 00 2E 00 2E 00 5C 00t \ !
time_t IUTC) 4 Thu Jan 01 00:00:04 1870 00 2E 00 5C 00 5C 00 2E 00 2E 00 . - \vvve A-woe-
time_t local) 4 ‘wed Dec 31 18:00:04 1963 00 44 00 &5 00 74 00 6F 00 70 00|\ D-e-s-kt-op-
00 74 00 &5 00 2E 00 74 00 78 00|\ t-e-s-C-. T ox-
00 14 00 43 00 55 00 73 00 €5 00 |t -Cos-\ Toswe-
00 73 00 5C 00 31 00 5C 00 44 00|r-s-\p-c-1-\D
00 73 00 6B 00 70 00 60 00 00 00|e sk t-0p
5 00 00 A0 53 00 00 00 77 €3 €E €4 b3 wind
1a0|65 76 31 39 31 6C 00 00 OA 02 D7 El|evlSlleval--- =&
Dt [ [Selection start = 62. length = 4: cluster = 1836 lagical sector = 117888: physical sector = 117951
B 1z
| C]C Byte crder. (@ Litle endian O Big endian
¥ Fierame Ve RecycleBi.. Ext  File Type Category  Subject  CrDate
[ (] 4ppDatalnk win1 005 4Part 1SN0 NAME FAT18serstpelt Ik ShorcutFile  Dther 1/22/2000 2.38:46: P
O CJAutematicDestinations win10054Part_14NO NAME-FAT1E\WsershpcTh, Folder Folder 172202020 2.38:46 P
[ [ cookies Ik win10054Part 1SN0 NAME FATT8serstpelt Ik ShorcutFile  Dther 1/22/2000 2.38:46: P
[ [ Credertial Managerink winl D015 4Part_15N0 NAME FAT1E\serstpelt Ik ShoncutFile  Other 112202000 2 3545 P
O (O CustomDestinations i1 005 Part 1SN0 NAME FAT16%sers\ocT, Folder Folder 1/22/2020 23546 P)
[ [2) desktop.ini win1 D015 4Part_1N0 NAME FAT1E\serstpelt i Unknown Fil.. Unknown 112202000 2 3545 P
O[] imhtiohtip microsoft I 11wk 1.0k i1 005 Part 1SN0 NAME FAT16%sers\ocT, Ik ShorcutFile  Dther 1/22/2020 23546 P)
[0 [ Localink win10054Part 1SN0 NAME FATT8serstpelt Ik ShorcutFile  Dther 1/22/2000 2.38:46: P
O |_] ms-gamingoverlay-kalcheck-lnk. win10054Par_14NO NAME-FATTEWsershpcy, Ink  ShoncutFile  Other 1/22/2020 2.33:46 P
[0 [ og-defaulnk win10054Part 1SN0 NAME FATT8serstpelt Ik ShorcutFile  Dther 1/22/2000 2.38:46: P
[ [ Pictures.nk. win1 D015 4Part_1N0 NAME FAT1E\serstpelt Ik ShoncutFile  Other 112202000 2 3546 P
O[] testirk 1005 4Part 1SN0 NAME FAT16sers\ocT, Ik ShorcutFile  Other 1/22/2020 238:46 P
[ [ The Intemet Ik win1 D015 4Part_15N0 NAME FAT1E\serstpelt Ik ShoncutFile  Other 112202000 2 35046 P
[0 ] UsB Drive (E] 2Lk i1 005 Part 1SN0 NAME FAT16sers\ocT, Ik ShorcutFile  Dther 1/22/2020 23546 P)
0 [ Us8 Drive [ELInk i1 005 4Part_15H0 NAME FATTE\serstpeTt Ik ShoroutFile  Dther 1/22/2000 2.38:46 P
O[] User dccounts.nk win10054Par_14NO NAME-FATTEWsersh\pc Ty, Ink  ShoncutFile  Other 1/22/2020 2:33:46 P
O [ Userkik win10054Part 1SN0 NAME FATT8serstpelt Ik ShorcutFile  Dther 1/22/2000 2.38:46: P
[0 [ Windaws.Ink winl D015 4Part_15N0 NAME FAT1E\serstpelt Ik ShoncutFile  Other 112202000 2 3545 P
< >
18 Listed 0 Checked Total win100SiPart_1INO NAME-FAT Ink




Note: The header of the link file is fixed data using the same offsets for each file
recorded. After the header come the variable objects, so their offsets will not be the same

from file to file.

33. The full path for this document begins at offset 215 for this document.

4> AccessData FTK version 1,816 build 10.04.02 -- C:\Usersh pwrs\ Desktop\New folder 125\ - O X
File Edit View Tools Help
Overview Explore Graphics. E-Mail Search Bookmark
) Case c R EE B 08
8 win1003 000 [4C 00 00 14 02 00-00 00 00 00 CO 00 00 00 Y -
o Part 1 00 20 00-20
51y NO NAME-FATI6 35 86 DI-1D
(2 System Volume Information 00 00-00
00-00
= Users 50-E8
-3 pet 00-09
-2 AppData
(3 Local
3 Locallow
£-E3 Roaming
- Microsoft
=0 Windows
- [] Recent
(22 AutematicDestinatiens
- CustomDestinations
[ UnpartSpace
00
1la0|&5 7€ 31 65 7 €C 00 00 OA 02 DT W
] Uit al descendants Selection sttt = 215, length = 74; cluster = 1836 bgical sector = 117888 physical sector = 117951
2 08 &R0 P o |unmeren <lm oo
File Name Full Path RecycleBi.. B4 FileType  Category  Subject  CrDate Mod
[] AppData Ik wirl00S\Part_1\N0 NAME-FAT 18\ serspct', Ik Shortcut File  Other 1/22/2020 23846 PM 1219
[ AutomaticD estinations winl00S\Parl_1\ND NAMEFAT 18\ sershpcT', Folder Folder 1/22/2020 23846 PM 1722/
cookies. Ik winl00SParl_1\N0 NAMEFAT 18\ sershpcT', Ik Shortcut File  Other 1/22/2020 23846 PM 1715/
Credenial Manager Ink winl0DSPar_1\N0 NAMEFAT 1B\ sershpeT®, Ik ShorcutFile  Other 1/22/2020 23846 PM 1715/,
() CustomDestinatians winl0DSVPar_1\ND NAME FAT 18\UsersipeT®, Folder Falder 1/22/2020 23846 P 1422/
2| desktap.ini wirl003Par_1\ND HAME FAT168\Userspet®, i Unknown FiL.. Unknown 1/22/2020 23846 P 1022/
ie hitphiips microsoft comen-uswelcomeiel T-welcomeiel1. Ik winl00S\Par_1\ND NAME-FAT 18\ serspct', Ik Shortcut File  Other 1/22/2020 23848 PM 1710/
Local k. winl00S\Parl_1\ND NAMEFAT 18\ sershpet'. Ik Shotcut File  Other 1/22/2020 2:3848 PM 1219
ms-gamingoverlay-kgicheck-Jnk winl00S\Parl_1\N0 NAMEFAT18\WsershpeT', Ik Shortcut File  Other 1/22/2020 23846 P 1/9/21
og-defaul ik winl0DSPar_1\N0 NAMEFAT 1B\ sershpeT®, Ik ShorcutFile  Other 1/22/2020 23846 PM 1422/
Fictures Ink. winl0DSYPar_1\ND NAMEFAT 18\Wsers\peT®, Ik SharcutFile  Other 1/22/2020 23846 PM 1722/
testlnk. wirl003Part_1\ND HAMEFAT18\Userspel®, Ik SharcutFile  Other 1/22/2020 23846 P 1022/
The IntemetInk winl00S\Par_1\N0 NAME-FAT 18\ serspct', Ik Shortcut File  Other 1/22/2020 23848 PM 1710/
USB Diive [E) (2} Ik winl00S\Par_1\N0 NAME-FAT 18\ serspet', Ik Shortcut File  Other 1/22/2020 23848 PM 1151
USE Diive [E )k wirl00SParl_1\ND NAMEFAT 1B\ serspeT', Ik Shotcut File  Other 1/22/2020 23846 PM 1/15/]
User Accourts.nk winl0DSPar_1\N0 NAME-FAT 1B\ sershpeT®, Ik ShorcutFile  Other 1/22/2020 23846 PM 1715/,
User k. winl0DSPar_1\ND NAME FAT 1B\ sershpeT®, Ik ShorcutFile  Other 1/22/2020 23846 PM. 12719
windowsInk wirl003Pan_1\ND HAME-FAT18\Userspel®, Ik SharcutFile  Other 1/22/2020 23846 P 1219
< >

18 Listed 0 Checked Total

win100$IPart_1\NO NAME_FAT'




