Module B4: Firefox Browser Forensics Analysis

Pre-requisite Knowledge and Skills:
1. Understand the basic of NTFS File Systems

Learning Objectives

1. Be familiar to

Recommended Running Environment/Tools:
1. Windows OS
2. AccessData FTK Imager
3. Forensic Toolkit 1.8.6.exe

Material:
1. ADS Image.EO1

Video Lecture:
1. N/A

Lab Assessment:
1. N/A

Lab Instructions:

1. Using the firefox case

2. On the Explore Tab, Navigate to:
a. ProgramFiles(x86)\Mozilla Firefox\ and click on Install.log
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=120 Program Files (x26) ‘_ﬂ ‘ - N+ -] @ f,‘?_,ﬁi IEI =] @ @
(0 Application Verifier Mozilla Firefox Installation Started: 20191216 16:33:39 P
..[Z7] Common Files
[ dotnet
[ Google
(L1 Internet Explorer Installation Details
s
[ 1S Express Install Dir: C:\Program Files (x86)\Mozilla Firefox
(L] Microsoft SQL Server Locale - ern_US
.| Microsoft Visual Studio App VE[SIE-IH' o
. GRE Version: 71.0
~[Z1 Microsoft Web Tools 0S Name - Windows 10
-.[Z] Mogilla Firefox Target CPU : 86
[ Scripts W [
D List all descendants
B B AR EDO|§ o Unftered || [T | &t colurmns || orz
¥ File Name Full Path Recycle Bi.. Ext  File Type Category Subject Cr Date Mod Date
O [ api-ms-win-cit-time-1-1-0.dl firefaxsPart_1'N0 MAME-FAT16%Program Files [«... dll Executable File Executable 14942020 30212 PM - 12/2/2019 40312
O [ api-ms-win-cit-tility-1-1-0.dll firefowPart_14M0 NAME-FAT1E%Program Files [«... dil Executable File Executable 1/9/2020 30212 P 12/2/2019 40312
O % application.ini firefowhPart_1\M0 MNAME-FAT16\Program Filzs [=... ini Unknown Fil..  Unknown 1/9/2020 30212 P 12/2/2019 40312
O breakpadinjector.dil firefowhPart_1WMN 0O MNAME-FAT16%Program Files [= dil Executable File Ewecutable 1/9/2020 30212 P 12/2/2019 40312
O % chrome.manifest firefashPart_T\N0 NAME-FAT1EWProgram Files .. ma... Urnknown Fil..  Unknown 149/2020 30212 P 12/2/2019 40312
O crashreporter. exe firgfaxhPart_T\NO NAME-FAT1E%Program Files .. exe  Executable File Executable 14942020 30212 PM - 127272019 40312
0 E crashreporter.ini firefaxsPart_1'N0 MAME-FAT16%Program Files [«... ini Unknawn Fil..  Unknown 14942020 30212 PM - 12/2/2019 40312
O d3dcompiler_47.dll firefowPart_14M0 NAME-FAT1E%Program Files [«... dil Executable File Executable 1/9/2020 30212 P 12/2/2019 40312
O @ dependentlibz list firefowhPart_1\M0 MNAME-FAT16%Program Files [=... list Unknown Fil..  Unknown 1/9/2020 30212 P 127272019 40312
O firefo. exe firefowhPart_14N0 MNAME-FAT1EProgram Files [= exe  Ewecutable File Executable 1/9/2020 30212 P 1242/2019 40312
O firefox.exe. sig firefaxhPart_T\N0 NAME-FAT1EMProgram Files [«.. sig Urnknown Fil..  Unknown 149/2020 30214 PM - 12/2/2019 40312
O ‘% firefox MisualElementsManifest....  firefox\Part_1%N0 NAME-FAT1E\Pragran Files [=... aml Unknawn Fil.. Unknown 14942020 30214 PM - 127272019 40312
0 freebl3.dll firefaxsPart_1'N0 MAME-FAT16%Program Files [«... dll Executable File Executable 14942020 30214 PM 12/2/2019 40312
O [ 1828 arshal. dil firefowhPart_1\M0 MNAME-FAT16\Program Files [=... dil Executable File Executable 1/9/2020 14 P 12/2/2013 40312
O ag f : ent M
O =1 lgplibs.dil firsfowhPart_14MO MAME-FAT1EProgram Files (= Executable File Ewecutable 1/9/2020 1242/2019 40312
OB ikEGL.dI firefaxhPart_T\N0 NAME-FAT1EMProgram Files [«.. dll Executable File Executable 149/2020 30214 PM - 12/2/2019 40312
< >
17 Listed 0 Checked Total firefox\Part_1\NO NAME-FAT16\Program Files (x86)\Mozilla Firefoxlinstall.log

b. Note install data and time

3. Navigate to

\Users\pc1\AppData\Roaming\Mozilla\Firefox\Profiles\Default

a. Click

on file Prefs.js

Note within this file

Homepag

e of www.google.com



http://www.google.com/
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53 Remaing AllaoEEE Vs =ERme e
~0 Ac_lObe user_pref{"browser_safebrowsing.provider google4 lastupdatetime”, "1678592433682"); ~
3 Microsoft user_pref{"browser.safebrowsing.provider.googled nextupdatetime”, "1578594250682");
user_pref{"browser.safebrowsing.provider. mozilla.lastupdatetime”, "1578592434502");
(20 Extensions user_pref{"browser. safebrowsing. provider mozilla_nextupdatetime”, "1578596034502");
user_pref{"browser.search.cohort”, "nov17-2");
(23 Crash Repo user_pref{"browser.search.region”, "US");
{22 Pending Pit user_pref("browser.sessionstore.upgradeBackup_latestBuildID", "20200103162918");
-] Profiles user_pref{"browser_shell.checkDefaultBrowser”, false);
3 2mipgh: user_pref{"browser_shell didSkipDefaultBrowserCheckOnFirstRun”, true);
7mjxg . user_pref{"browser_slowStartup.averageTime", 0);
*"DJ'W”"E_S user_pref{"browser.slowStartup.samples”, 0);
[ SystemExtensic ¥ | | yser_pref{"browser.startup.homepage”, "https-/fwww RIS com/"}:
< ks user prefi"browser_startup.homepage override buildiD”, "20200103162918"); hd
[T List all descendants

2 B8 @ Q E:NK| f'i ofF | Unfitered ~ m] All Columns w || b1z
¥ File Name Full Path Recycle Bi.. Ext  File Type Category Subject Cr Date Mod Date 0
[ be] content-prefs. sglite firefoxsPart_14MN0O MAME-FATTE W zershpcl \app. . sglite 50Lite Data.. Database 1/9/2020 30216 P 1/7/2020 930
[ og] cookies. sqlite firefoxsPart_14MN0O MAME-FATTE W zershpcl \app. . sglite 50Lite Data.. Database 1/9/2020 30216 P 1/9/2020 357
O extension-preferences. jzon firefowsPart_14N0 MAME-FAT1E \Usershpo] \app.. jzon Unknown Fil.. Unknown 1/9/2020 30216 PM - 1/9/2020 356,
O extensions. json firefousPart_14MN0 MAKME-FAT1E\Usershpe] Wapp. jzon Unknown Fil Unknown 1/9/2020 30216 PM 1/3/2020 356
[ pg] favicons. sqlite firefowsPart_T4MNO MAKME-FATTE\Usershpe] Wapp. sqlite SOLite Data Databaze 1/9/2020 30216 P 1/3/2020 357
[ pg] farmbistary. solite: firefowsPart_T4MNO MAKME-FATTE\Usershpe] Wapp. sqlite SOLite Data Databaze 1/9/2020 30218 PM 1/3/2020 355
O handlers.jzon firefoxsPart_1%MNO MAME-FATTE W sershpol Wapp. jzon Unknown Fil Unknown 1/9/2020 30218 P 1/7/2020 330
[ pg] kepd.db firefowsPart_T4MNO MAKME-FATTE\Usershpe] Wapp. db SOLite Data Databaze 1/9/2020 30218 PM 1/3/2020 355
O logins.jzan firetox\Part_1%N0 MAME-FAT1E W sershpel Mypp. . jgon  Unknown Fil.. Unknown 1/9/2020 30218 P 1/9/2020 955
O parent lock firetox\Part_1%N0 MAME-FAT1E W sershpel Mypp. . lock.  Unknown Fil.. Unknown 1/9/2020 30218 P 1/9/2020 953!
[ bg] permiszions. sqlite firetox\Part_1%N0 MAME-FAT1E W sershpel Mypp. . zqlite  S0Lite Data.. Database 1/9/2020 30218 P 1/9/2020 956!
[ g places. sqlite firetox\Part_1%N0 MAME-FAT1E W sershpel Mypp. . zqlite  S0Lite Data.. Database 1/9/20201:2916 P 1/9/2020 957
O pluginreg.dat firgtox\Part_1%N0 MAME-FAT1E W sershpcl Mapp... dat  Unknown Fil..  Unknown 1/9/20201:2816 P 1/7/2020 9:30:;
O A prefs.js firgtox\Part_1%N0 MAME-FAT1E W sershpel Mapp... is Unknown Fil...  Unknown 1/9/20201:2316 P 1/9/2020 957
[ bg] protections. zqlite firgtox\Part_14N0 MAME-FAT1E W sershpel Mapp... zqlite  S0Lite Data.. Database 1/9/20201:2916 PM - 1/9/2020 2:53!
O % revacations. bt firgtox\Part_1%N0 MAME-FAT1E W sershpcl Mapp... tut Plain TextD... Document 1/9/20201:2316 P 1/9/2020 9.561
O ﬁ search.jzon.mozlz4 firgtox\Part_1%N0 MAME-FAT1E W sershpcl Mapp... mo... Unknown Fil.. Unknown 1/9/20201:2316 P 1/9/2020 9.53!
O (Qweave firgtoxsPart_1%N0O MAME-FAT1E W sershpel Mapp... Folder Folder 1/9/2020 20220 PM 1/3/2020 25110,
< >

27 Listed 0 Checked Total firefox\Part_1\NO NAME-FAT16Users\pc1iAppDataliRomaing\Mozilla\Firefox\Profiles\jTwmaboz.default-release\prefs.js

Username

user_pref{"senices_ sync_tabs. lastSync”, "0");
user_pref{"senices.sync.username”, ' B02704@0qgg.com”);
user_pref{"signon.importedFromSglita”, true);

a. Click on file Logins.json
1. Note presence encrypt password.
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=00 Mezilla Al v e mme e
8 E?‘tans'cms {"nextld":3."logins":[{"id":1,"hostname":"chrome://FirefoxAccounts”. "httpRealm": "Firefox Accounts ~
(7 Firefox credentials”,"formSubmitURL":null,"usemameField":"","passwordField":"™" "encryptedUsemame”:"MFIEEP gAAA
P Ty g
[ Crash Reports AAAAAALAAMAAAAMAEWEAYIKoZIhveNAWCECLIXUkbyoY zvBChSWnwO4 ObRI27zGORUY ItXvmyhEFJM2bXB
([ Pending Pings LsRICrOrpKJPDAIVHKG" " (" -"MIHzBBD4AAAAAAAAAALAAAAAAAABMBQGCCqGSIb3D
[ Profiles QMHBAhh/Pitp+YM7wSByPxLbgOITricTLY55bPTMBPKEY junl6ABtWmWFItdkWRalommkYnY QEDXwX4mjnY ¢
i--[10 2mijxgh30.default P7eabEdZLngL3XnPOLWT6J2axxaBLoUurch3Y GY4NE+c)Winu+7biwDyF SX/BAZIKT353LpbulkTBng9Ps GAKX
oy e WOTNm+KATIFWMNRX252tE6XBhgWp7DEBmmTJXiNwMyZRz)yP+
H o) +zzXPwT 06thjg+VCYnXnQpyN2kFEzumpib3 3fc0jg//D2iyviL GxnnbTsfCa¥e/", "guid":"{c07c67a1-2c9d-4 7b4-9d9b-
L[] SystemExtensionsDev i9 Ay P! 19 A g
’ v 13d58f4d1c6f", "encType"1,"timeCreated": 1578592508541 "timeLastUsed": 1578592508541 "timePasswordChan
(23 Public ye -
ged": 1578592508541 "timesUsed":1}.{"id":2,"hostname":"https://accounts firefox.com”, "httpRealm”:null,"formSub
D User mitURL":"https:/faccounts firsfox com”,"usernameField":"","passwordField":"" "encryptedUsamame":"MEIEEPg
{23 Windows v AAAAAAAAAMNAAAANAAAEWEAY K oZ IhveNAwe ECMK JOHWH19BB gtpowdnfyR56moY 0ExQ3cenhWTZBRL
< > ZAA= v
|:| List all descendants
B 000 E# @ F 0O | o Unfitersd ~|| [T Al Columns ~ || oz
¥ FileName Full Path Recycle Bi.. Ext  File Type Category Subject Cr Date Mod Date
[ [ bookmarkbackups firefowhPart_TWM0O MAKME-FATTE\Uzers\polhWApp. Folder Folder 1/9/2020 20220 P 1/8/2020 2611
O @ broadcast-listeners. jzon firefowhPart_TWM0O MAKME-FATTE\Uzers\polhWApp. jzon Unknown Fil Unknown 1/9/2020 20216 P 1/5/2020 9:66.
[ [ browszer-extension-data firefowhPart_TWM0O MAKME-FATTE\Uzers\polhWApp. Folder Folder 1/9/2020 20220 P 1/8/2020 251
O certd.db firefoxtPart_T%M0 MAME-FATT1E ] zershpelibpp... db SOLite Data.. Database 149/2020 20216 PM 1/7/2020 .31
[ 7] compatibility. ini firefowhPart_TWM0 MAME-FAT 16 \Usershpcliapp... ini Unknown Fil...  Unknown 1/9/2020 20216 P 1/7/2020 9:32:
[ ] containers. jzon firefowhPart_TWM0 MAME-FAT 16 \Usershpcliapp... jzon Unknown Fil. Unknown 1/9/2020 20216 P 1/7/2020 9:30:
O content-prefs. sglite firefoxsPart_1%W0 MAME-FAT1E W zershpelibpp... sqlite  S0Lite Data.. Database 149/2020 20216 PM 1/742020 3:30;
O cookiez. sqlite firefowtPart_TWM0 MAME-FAT 16 \Usershpcliapp... sgite SCGLite Data.. Databaze 1/9/2020 20216 P 1/9/2020 9.57
[ 7] extension-preferences.json firefowhPart_TWN0O MAME-FAT1E \Usershpc1vapp... jzon Unknown Fil. Unknown 1/9/2020 20216 P 1/9/2020 9:56:
[ 7] extensions.json firefowhPart_TWN0O MAME-FAT1E \Usershpc1vapp... jzon Unknown Fil. Unknown 1/9/2020 20216 P 1/9/2020 9:56:
O favicons. zglite firefowhPart_TWN0O MAME-FAT1E \Usershpc1vapp... sgite SCGLite Data.. Databaze 1/9/2020 20216 P 17972020 9.57
O formhiztory. glite firefowhPart_TWN0O MAME-FAT1E \Usershpc1vapp... sgite SCGLite Data.. Databaze 1/9/2020 20218 P 1/9/2020 9.55:
1 7] handlers.json firefoxsPart_1%M0 MAME-FAT1E W zershpeibpp... json  Unknown Fil.. Unknown 149/2020 30218 PM 1/722020 3:30:
0 kepd.db firefoxsPart_1%M0 MAME-FAT1E W zershpeibpp... db SGLite Data.. Database 149/2020 320218 PM 1/9/2020 3:55.
1 |7 loginz.json firefoxsPart_1%M0 MAME-FAT1E W zershpeibpp... json  Unknown Fil.. Unknown 149/2020 320218 PM 14972020 3:55;
1 ¥ parent.lock firefoxsPart_1%M0 MAME-FAT1E W zershpeibpp... lock.  Unknown Fil.. Unknown 149/2020 320218 PM - 1/9/2020 3:53!
DE] permissions. sqlte irefoshPart_ | sershpolhApp... sqlite ite Data... atabase 3 156!
issi i firefoxsPart_14M0 MAME-FAT1EN sershpoT vy lite  SGLite D [Dratah. 1/9/2020 30218 PM - 1/3/2020 956!
weave irefoxtPart_ - zershpclbApp... older older : 251
firefoxsPart_14M0 MAME-FAT16\ sershpe vy Fold Fold 1/9/2020 30220 PM - 1/9/2020 2
< >
21 Listed 0 Checked Total firefox\Part_1\NO NAME-FAT16\Users\pcl\AppData\Romaing\Mozilla\Firefox\Profiles\jTwmaboz.default-releasellogins.json

ii. Alsonote dates and times for created, lastused and changed
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_D Mozilla . 4—”‘ V“?-» w $|m|ﬁ @@
(0 Edensions wOTHNm+KATIFWMNRX2S2tEEXBhqWp7 DEBmmTIXiNwMyZRz JyP+ -
[ Firefox +zzXPw706fhjg+VCYnXnQjky W2kFEzumpib33fc0jq/D2iil GxnnbTsfCaTc/","guid":"{c07c67a1-2c9d-47b4-9d9b-
(11 Crash Reports 13d58f4d1c6f}" "encType":1,"timeCreated": 1578592508541 "timeLastUsed": 1578592508541, "timePas swordChan
[ZJ Pending Pings ged": 1678592508541, "timesUsed":1}.{"id":2,"hostname":"https-//accounts firefox_com”,"httpRealm":null,"formSub
Profiles mitURL":"https://accounts firefox_com”."usernameField":"","passwordField":"", "encryptedUsername":"MEIEEPg
(23 2mijxgh30.default AAAAAAAAAAAAAAAAAAAEWFAYIKoZ Ihve NAWCECMKIJOHWHY19BBgt powdnfyR56moY 0ExQ3cenhWTZBRL
423 jiwmaioz.default-release ZAA=
[ SystemBxtensionsDev "."encryptedPassword":"MDoEEPg AAAAAAAANAAANAANAANEWEAY K oZIhve NAWCECFbTorlLkXvUBBADaew!
" KTrAKINWDtLeHRH", "guid":"{Tb3a2cfa-47d5-4992-6f96-
-0 Public cldbdadccdB9)" "encType":1,"timeCreated": 1578592509748, " 1578592509748 "timePasswordCha
[:IIC_“;I L;SE' nged":1578592509748, "timesUsed":1}],"potentialyWulnerablePasswords":[], "dismissedBreachAlertsByLoginGUI
- indows ¥ 1| D"-{."version".3}
€ > v
D List all dezcendants
2 000 A @ E 0O o Uniilered ~ || TN | ANl columns w || D1z
¥ File Name Full Path RecycleBi.. Ext  File Type Category Subject Cr Date Mod Date 2
[ (£ bookmarkbackups firefouPart_1"H0 NAME-FAT1E U sershpclbpp.. Folder Folder 1/9/2020 30220 P 14942020 2512
O @ broadcast-listeners. json firefoutPart_1\M0 NAME-FAT1E\U sershpclvdpp... jzon  Unknown Fil..  Unknown 1/9/2020 20216 PM 14942020 .56
[ (L] browser-sxtension-data firefoutPart_14WM0 NAME-FAT 16\ sershpe] Wapp. Folder Folder 1/9/2020 302220 P 14942020 251
O cert9.db firefaxhPart_1AH0 MAME-FAT 1BV sershpethdpp... db SOLite Data.. Database 1/9/2020 30216 PM  1./7/2020 9:31:.
O campatibility. ini firefaxsPart_15H0 NAME-FAT 1B\ sershpotidpp... ini Unknown Fil..  Unknown 1/9/2020 30216 PM 1./7/2020 9:32:
O cantainers. jzan firefaxsPart_15H0 NAME-FAT 1B\ sershpotidpp... jzon  Unknown Fil..  Unknown 1/8/2020 30216 PM 1./7/2020 9:30:
O cantent-prefs.sqlite firefaxsPart_14H0 HAME-FAT 164 sershpctidpp... sglite SOLite Data.. Database 1/9/2020 30216 PM 1./7/2020 9:30:;
O cookies. sglie firefouPart_1"H0 NAME-FAT1E U sershpclbpp.. sqlite  SCGLite Data.. Database 1/9/2020 30216 P 1/9/2020 3.57:;
[ [ extersion-preferences.json firefoutPart_1\M0 NAME-FAT1E\U sershpclvdpp... jzon  Unknown Fil..  Unknown 1/9/2020 320216 PM 14942020 3.56:;
O extenzions. jzon firefoutPart_14WM0 NAME-FAT 16\ sershpe] Wapp. jzon  Unknown Fil Unknaown 1/9/2020 30216 P 14942020 3.56::
O favicons. sqlite firefaxhPart_1AH0 MAME-FAT 1BV sershpethdpp... zglite S0Lite Data.. Databasze 1/9/2020 30216 PM 1/9/2020 .57
O farmbistary. sqlite firefaxsPart_15H0 NAME-FAT 1B\ sershpotidpp... zglite  S0Lite Data.. Databasze 1/9/2020 30218 PM  1/9/2020 9:55..
O handlers.jzon firefaxsPart_15H0 NAME-FAT 1B\ sershpotidpp... jzon  Unknown Fil..  Unknown 1/8/2020 30218 PM 1./7/2020 9:30:
O keyd.db firefaxsPart_14H0 HAME-FAT 164 sershpctidpp... db SGLite Data.. Database 1/9/2020 30218 PM  1/9/2020 .55
[ [A legins.json firefouPart_1"H0 NAME-FAT1E U sershpclbpp... jzon  Unknown Fil..  Unknown 1/9/2020 30218 P 1/9/2020 3.55°
O [ parert.lock firefoutPart_1\M0 NAME-FAT1E\U sershpclvdpp... lock  Unknown Fil.. Unknown 1/9/2020 320218 PM 14972020 9:53:!
[ [pg] permissiors. sqlite firefoutPart_14WM0 NAME-FAT 16\ sershpe] Wapp. zqlite  S0Lite Data. Databaze 1/9/2020 30218 P 14942020 3.56:!
O [Qweave firefoutPart_14M0 MNAME-FATTE U cershpo]vopp... Folder Folder 1/9/2020 30220PM 14942020 25000,
€ >
21 Listed 0 Checked Total firefox\Part_1\NO NAME-FAT16\WUsers\pct\AppDatalRomaing'Mozilla\Firefox\Profiles\jTwmaboz.default-releasellogins.json

iii. Decryption steps:

Using Imager export the itser’s logins.json and key4.db files to a folder

called Firefox on Desktop

Install and run Firefox Password by

vi. Select Open Profile Select Search for Profiles
Selectthe folder where you exported thelogins.json and key3.db files and
click OK

ix. Review the Profile Data

x. Click View Selected Data

xi. Click Save as .csv file

4. Navigate to
\Users\Everett\AppData\local\Mozilla\Firefoa\Profiles\Default\ Cache2\Entices
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o o
Proflles. AL |12 v, v B @ | €] &)
) 2rjxgh30.defauft 0000 | 2E 20 20 20 20 20 20 20-20 20 20 10 00 BC 47 78 . Jpeven -
(1 jTwmaSozdefault-release 0010 |25 50 2% 50 00 00 48 78-29 50 DS 00 OO0 00 00 00 |)B)P- -Hx)BU-- - --
0020 [2E 2E 20 20 20 20 20 20-20 20 20 10 00 BC 47 78 .. - aGx
(22 doomed 0030 |29 50 29 50 00 00 48 78-29 50 D5 00 00 00 00 00 |)B)P- -He)Bf-- .- -

0040 |44 45 00 00 Q0 FF FF FF-FF FF FF OF 00 95 FF FF |DE--

- Q050 |EF FF FF FF FF FF FF FF-FF FF 00 00 FF FF FF FF |§¥
DAF1AE202731ADBICF2614A208438R433C 0060 |03 35 00 37 00 34 OO0 30-00 44 00 OF OO0 55 30 00| -5-7-4-0-D----0-

/] 0B561407C4308CCS0F1BAOFETGBBEAS3B 007036 00 35 00 42 00 44 00-37 00 00 00 44 00 37 00 [6-5-
[] 0D202ESEFESFEBDAD2FBEDIOFDA60472C, | | 0080 |02 37 00 45 00 34 00 37-00 36 00 OF 00 55 3% 00 -
/] ODBCEBIIDEFADIIAI10471EGIE5272FA | | 0090 |42 00 43 00 45 00 32 00-46 00 00 00 39 00 39 0O

g
M ODDETEBD2F3ADIDSE4DBFEADI] CITABE 00a0 |01 30 00 45 00 33 00 34-00 43 00 OF 00 95 41 00 L
@&j ListCach -v 00RO |33 00 39 00 42 00 31 00-32 00 00 00 31 00 31 00 |3-9-B-1-2---1-1-

jumplistCache i

2 = 00c0 |30 45 33 34 43 41 7E 31-20 20 20 20 00 A3 C4 €B|0E34CR~1 25k
[ List all descendants Cursor position = 0; cluster = 217 logical sector = 14272; physical sector = 14335

2 0 oo @@ E O G o Unfiersd ~|| T Al columns v | b1z
¥ File Name Full Path Recycle Bi.. Ext  File Type Category Subject Cr Date Mod Date
[ 0491DESPO4BF1AB2ER 30411, firefoxsPart_14ND NAME-FAT B4 sershpclSApp... Unknown Fil.. Unknown 1/9/2020 1:30:10 PW - 1/9/2020 3:57:00
[ B MACE26F 2558 0 BCFCASZFE.  frefoxhPart_1ANO NAME-FAT1EN Jsershpolhapp.. FiNG File [Po... Graphic 1/9/2020 13010 P 14772020 3:32:28
O B WeF1AE 2027 1 ADESCF2E1 44 . frefoxhPart_1ANO NAME-FAT1EN Jsershpolhapp.. JPEG/Ex file  Graphic 1/9/2020 13010 PM - 1/3/2020 3:56:40
[ [ 0B 561407C4308C050ETBADF. . firefashPart_1AMO NAME-FAT 164 sershpel App.. GZIP &rchive  Archive 1/9/2020 1:30:10PM 1/9/2020 3:56:16
[ [?) 0B5780 2DAZTFACTIB4E0563... frefoxsPart_14ND NAME-FAT1E4 sershpclSApp... Unknown Fil.. Unknown 1/9/2020 13010 PM 1/7/2020 3:30:48
[ ] OBB71CIFFETAEETAEII2ABF .. firefoxsPart_14ND NAME-FAT1E4 sershpclSApp... Unknown Fil.. Unknown 1/9/2020 13010 PM 1/7/2020 3:30:48
[ [4f] D 2585E SEFBSFEBDA0ZFEED. . frefastPart_1\M0 NAME-FAT1E\UsershpeThapp. . GZIP &rchive  Archive 1/9/2020 1:30:10PM 1/9/2020 3:56:16
[ B 1D 3465966 333561 41844ED0..  frefoxhPart_1AHO NAME-FAT1EN Jsershpolhapp.. JPEGAIFIF File  Graphic: 1/9/2020 13000 PM 14772020 3:32:56
[ [if] "DBCERA9DBFADIIATIN047. . frefashPart_TAMD NAME-FAT 18\ sershpcl App, GZIP drchive  Archive 1/9/2020 1:30:10 PW - 1/9/2020 9:56:38
[ [if] "DDEPERDEF3ADA05EADEF..  firefashPart_TAMD NAME-FAT 18\ sershpcl App, GZIP drchive  Archive 1/9/2020 1:30:10 PW 1472020 9:30:32
O B 0DDFERDETCFOCEBOTRBAETA. . firefoxtPart_1WMO NAME-FAT 1B sershpelpp, FiNG File [Po.. Graphic 1/9/2020 1:30:710 P 1/7/2020 9:32:28
[ [7] DE34CA39B12117E47EIBCEZ . firefoxiPart_1WNO NAME-FAT 1B\ sers\pel'épp, Unknown Fil..  Unknown 1/9/2020 1:30:08 PW - 1/9/2020 9:56:58
[ [7] DES48540 436D 5FFFEZF1124.. firefoxtPart_TANO NAME-FAT1EM sershpolhépp. Unknawn Fil..  Unknown 1/9/2020 1:30:10 PW - 1/9/2020 9:56:34
£ >

13 Listed 0 Checked Total 0 Highlighted

Firefox Temporary Internet Files (TIF) are here
File names are SHA 1 hash of URL and are recorded in the index file.

5. Click the Search tab
An indexed search uses the index file to find search terms. FTK uses the search engine, dtSearch,
to perform indexed searches.




4. AccessData FTK 1.81.6 DEMO VERSION -- C:\Users\pwrs\Desktop\Practical\ 123\ - a >
File Edit View Tools Help
Overview Explore Graphics E-Mail Search Bookmark
Indexed Search  Live Search = 918 Hits in 21 Files - QUERY: (username) A
Gearch Term: A T Options #)- 212 Hits - [DriveFreeSpaceld] firefox\Part_1WNO NAME-FAT16\DriveFreeSpace(d
#)- 183 Hits - [DriveFreeSpacelf] firefox\Part_1"NO NAME-FAT16\DriveFreeSpace2f
Indexed Words ~ Co... || Search ltems Hits  Files il- 181 Hits - [DriveFreeSpace21] firefox\Part_1\NO NAME-FAT16"\DriveFreeSpace21
username 318 N #- 131 Hits - [DriveFreeSpace2?] firefox\Part TWNO NAME-FAT16\DriveFreeSpace22
il- 48 Hits - [DriveFreeSpacel3] firefo\Part_1"NO NAME-FAT16\DriveFreeSpacel3
il- 27 Hits - [DriveFreeSpace0l] firefox\Part_1'\NO NAME-FAT18\DriveFreeSpacell
£)- 23 Hits - [DriveFreeSpace0s] firefox\Part_1\NO NAME-FAT16\DriveFreeSpacels
i)- 22 Hits - [DriveFreeSpace02] firefox\Part_1\NO NAME-FAT16\DriveFreeSpacel2
Edittem | Remove ftem | RemoveAl | View ftem Results » i 20 Hits - [DriveFreeSpacel4] firefox\Part_1"NO NAME-FAT16\DriveFreeSpacel4
Cumulative operator: [ AND || oOR i1 18 Hits - INriveFreeSnace15] firsfodPart 1WN0O NAMF-FAT1E\DriveFreeSnace1s &
iew Cumulative Results » R
S| 2 V|, v P i @ 0 &)
2 000 & | Unfitered MMM | A1 colums ~ || orz
¥ File Name Full Path Recycle Bi... Ext  File Type Category Subject CrDate Mod Date 2
[ & DiiveFreeSpaceli firefaxsPart_1%M0 MAME-FAT16\DriveFreeSpac. . Drive Free 5. Slack/Free S.. Mk MAa
[ & DiveFreeSpace02 firefoxsPart_1%W0O MAME-FAT1E\DriveFreeSpac. . Dirive Free 5. Slack/Free S.. N4 MNAa
[ & DiveFreeSpaced firefoxsPart_1%W0O MAME-FAT1E\DriveFresSpac. . Drive Free 5. Slack/Free S.. Mk MAa
0 & DiiveFreeSpacels firefaxhPart_1%M0 MAME -FAT1E\DriveFreeSpac Dirive Free 5 Slack/Free 5 Mk M
[ & DiiveFreeSpacels firefoutPart_14M0 MAME-FAT1ENDriveFreeSpac. . Diive Free 5. Slack/Free 5. A8 Mt W
< >
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6. Bookmark part

Right-Click the graphics and select Create Bookmark

In the Create New Bookmark menu, name the bookmark

Highlighted Graphics. Then select All highlighted items and click OK

Add a comment in the Bookmark Comment field. Then click Save Changes




&

File Edit View Tools Help

Overview Explore Graphics E-Mail Search Bookmark
Evidence ltems File Status File Category Jg 1124 — ’-!-» R 3 IE Iﬁ @ @
Evidence ftems: 2| KFF Alert Files: 0| Documents: 4
File tems Bookmarked tems: 0| Spreadsheets: 0
Total File tems: 245 Bad Extension: 5| Databases: 9
Checked tems: 0| Encrypted Files: 0| Graphics: 5
Unchecked tems: 245 | From E-mail: 0 S o
Flagged Ti i 0| Deleted Fies: g | Create Mew Bookmark
Cttexl] 51] fEromitecydic . g Bookmark narne: Bookmark comment:
Fitered In 245 | Duplicate tems: 2 - this s at d
Fitered Out 0| oLE subi of e [fissates
| Unfitered Fittered Flagged lgnore: 0
| Alltems  Actual Files | KFF Ignorable: 0 Apply bookmark to
Data Carved Files: g All highlighted itemz All checked items Al currently listed items

File: N ame File Path

brawser-extension-data firgfaxsPart_1%WO0 MAME-FATTEN. .

cache2 firefaxsPart_1%M0 MAME-FAT16N. ..

cetd.db firefoxsPart_1%M0 MAME-FATTEN. .

= - Remember file position/selection —
B 000 @@ E 0O | o unfitered |
¥ File Name Full Path Rieport options File Segment E xport Options Subject Cr Date Mod Date &
[ ([ bookmarkbackups firgtox\Part_14N [ Irclude in report Export files File Segment ‘wihale File 1/9/2020 30220 PM 14942020 251:
[ 3 breakpadinjectar.di firefossPart_15N 1/9/2020 20212 P 12/2/2M9 4
O @ braadcast-isteners.jsan firgtox\Part_14N . 5 1/9/2020 30216 PM 14942020 9:56:
(wl frreereiemtmdE e fefosPat 1] | !meuce paient of email dtachments Eancel 1/9/2020 30220 PM 1/9/2020 251
[ (O cache2 firetoryPart_ 14N b TP T T 1/9/2020 30214 PM - 1/9/2020 3:01:
[ [og] certd.db firgtoxiPart_1%NO MAME-FAT 164 sershpclApp.. db SOLite Data...  Dratabase 1/9/2020 30216 PM - 1/7/2020 9.3
[ [#] chrome. manifest firgtoxsPart_1%NO MAME-FAT16%Program Files [x.. ma... UnknownFil..  Unknown 1/9/2020 30212 PM 12422019 4:07
[ () Common Files firgtoxsPart_1%NO MAME-FAT16%Program Files [x.. Falder Falder 1/9/2020 20210 PM - 1/9/2020 2:321
[ (2 Comms firgtoxsPart_1%NO MAME-FAT 164 sershpelApp.. Falder Falder 1/9/2020 30214 PM - 1/9/2020 2:46:;
O @ compatibility.ini firgtoxsPart_1%NO MAME-FAT 164 sershpelApp.. ini Unknown Fil..  Unknown 1/9/2020 20216 PM - 1/7/2020 9:32:
[ () ConnectedDevicesPlatfarm firgtoxsPart_1%NO MAME-FAT 164 sershpelApp.. Falder Falder 1/9/2020 30214 PM 1/9/2020 2:46:
O @ containers.jsan firgtoxsPart_1%NO MAME-FAT 164 sershpelApp.. json  Unknown Fil..  Unknown 1/9/2020 30216 PM 1/7/2020 9:30: »
< >
245 Listed 0 Checked Total 3 Highlighted
- = e L

Go to the Bookmark tab.




ﬁn AccessData FTK 1.81.6 DEMO VERSION -- ChUsers\pwrs\Desktop\Practical\ 1234 - [m| X
File Edit View Tools Help
Overview Explore Graphics E-Mail Search Bookmark
E - Bookmarks Bookmark Name: Bookmark Comment:
5 E| 1= - test! thiz iz a test
o - browser-extension-data Bookmarked Files: 3
- cache2 File Name File Path Q
- centd.db browser-extension-data firefox\Part_T\NO NAME-FAT16...
cachez firefox\Part_1\NO NAME-FATI6\.. .,
Remember file position/selection Update to current position/selection
[Jinclude in Report Export fles Export Segments Whole Files
Save Changes Clear Changes
o
[ 1124 “a g mime o
0000 |2E 20 20 20 20 20 20 20-20 20 20 10 00 05 4R 78/|. - -Jx -~
00L0 (2% 50 29 S0 00 00 4B 78-29 50 CE 01 00 00 00 OC|)B)P- -Kx)PI - -
0020 |2E 2E 20 20 20 20 20 20-20 20 20 10 00 05 4R 78/|.. - -Jx
0030|2% 50 2% 50 00 00 4B 78-29 50 F1 00 00 00 00 00 |)B)E--Ex)BiA-----
0040 |00 00 00 00 QOO0 00 Q0 O0-00 OO0 OO0 00 00 00 Q00 Q0| ----vrvmvernnnn
0050 |00 00 00 00 OO0 00 Q0 00-00 00 OO0 00 00 00 00 Q0| ----vrvmvernnnnn
00&0 |00 00 00 00 00 00 Q0 00-00 00 OO0 00 00 00 00 Q0| ----vrvmvennnnn
0070 |00 00 00 00 OO0 00 Q0 00-00 00 OO0 00 00 00 Q00 Q0| ----vrvmvenennn
0080 |00 00 00 00 OO0 00 Q0 00-00 OO0 OO0 00 00 00 00 00| ----vrvmvenennn hd
Cursor position = 0; cluster = 462; logical sector = 29952 physical sector = 30015
E E 88 | & Q H@ O |6 oFf | Unfittered ~ |ﬂ All Columns w || D12
¥ File Name Full Path RecycleBi.. Ext  File Type Category Subject Cr Date Mod Date
[ (L2 browser-extension-data firefoutPart_14M0 NAME-FAT 1B sers\pcl \vdpp. Folder Folder 1/9/2020 3:02:20 PM 1/9/2020 2:51:40
0O (3 cache2 firefaxhPart_TAMO MAME-FAT1E\Uzers\pel\App... Folder Falder 14942020 30214 P 1/9/2020 3:01:32
O @ certd.db firefaxtsPart_TAMO MAME -FAT1E\Users\pel\App... db S0Lite Data.. Database 1492020 30216 P 1/7/2020 9:31:46
< >
|3 Listed P.'iCheckedTotal |ﬁrefmﬂParl_1\N0 NAME-FAT16\Users\pc1\AppDatalR: illa\Firefox\Profile s\i7 default: iy dat

Go to the Bookmark tab to verify that you have the files in the bookmark




