Module B10: Windows Registry Forensics Analysis

Pre-requisite Knowledge and Skills:
1.

Learning Objectives

I. .
Recommended Running Environment/Tools:

1. Windows OS
2. AccessData FTK Imager
3. Registry Eidtor

Material:
1.

Video Lecture:

1. N/A

Lab Assessment:

Lab Instructions:

Part 1



1. In Windows File Explorer, navigate to the following path:



C:\Windows\System32\config



= | config
Home Share View
oh cut & x _ﬁ I New item ~ i Open - FHsetectan
Wl Copy path - <] Easy access - 1 Edit 24 Select none
PintoQuick Copy Paste Move Copy  Delete Rename  New Properties -
[#] Paste shorteut | 4o = = i = @History G invert selection
Clipboard Organize Mew Open Select
« « 4 | > ThisPC > Windows (G} > Windows » System32 > config
Name Date modified Type Size
s Quick aceess
= Dt . bbimigrate 6/9/2013526PM  Filefolder
esktol
° Journal 4/11/2018 6:38 PM File folder
¥ Downloses 4 RegBack 6/9/2018227PM  Filefolder
Documents 4 systemprofile 41172018638 PM Filefolder
=] Pictures * TR 12/19/2019542PM  Filefolder
Homework [ 88l 1/14/2020 556 P File 1,280 KB
e [7] BCD-Template 6/9/2013526PM  File 28 KB
Labs [] COMPONENTS 1/23/2020 541 PM File 49,920 kB
[7] peFAULT 1/14/2020 556 M File 1,024 KB
o5
D DRIVERS 1/23/2020 5:40 PM File 5,156 KB
! This PC D ELAM 7/9/2018 3:17 PM File 32Ke
B8 30 Objects [] netlogon.ftl 1/24/20201224PM  FTL File 1K8
B Deskop [] sam 1/14/2020 556 P File 72KB
Documents [] SECURITY 1/14/2020 556 P File 12K8
Downlond [ soFTware 1/15/2020 126 PM File 145,664 KB
¥ Downloads [7] svsTEM 1/14/2020 556 PM  Fille 26,112 KB
b Music 7] userdiff File 3K8
[&] Pictures
B Videos
., Windows (C)
o Network
17 items

v O

Search config




2. View the registry files of SAM, SECURITY, SYSTEM, and SOFTWARE. This is
where they are traditionally stored in Windows operating systems

< | config - m] =
Home Share View ~ @

L'I o Cut % x IEE 53 New item - (3| Open = Hselectan

wel Copy path £ Easy access ~ Edit Select none

Ci Paste  _ M, Ci Delete R N P rti
oy : iﬂ Paste shortcut ts\iﬁ t‘:,p-y Eve & fename fmedv:, ropf e ) History Dﬂ\nvert selection
Clipboard Organize New Open Select
« v 4 > ThisPC » Windows (C) » Windows » System32 » config v & | Search config ¥
Name Date modified Type Size
# Quick access
B Desitop . bbimigrate File folder
Journal File folder
‘ Downloads ” RegBack File folder
Documents 4 systemprofile File folder
[&] Pictures + TR File folder
Homework [ eei File
e | ] BCD-Template File
Lab6 [7] COMPONENTS File
[ pEFAULT File
os
| DRIVERS M File
[ This PC [ eLam f2018317PM  File
8 30 Objects [ netlogen.ftl )12:24PM  FTLFile
I Deskiop [ sam 1/14/20205:56 PM File
[ sECURITY 1/14/20205:56 PM File
Decuments
Dowmlond [ SOFTWARE 1/15/2020 1:26PM File 145,664 KB
¥ Dovnloads [ svsTEM 1/14/2020 5:56 PM File 26,112 KB
b Music 7 userdiff 524PM  File 8KB
=] Pictures
B videos
., Windows (C:)
e Network

17 items 4 items selected 167 MB El




3. Navigate to C:\Users\username. View the associated NTUSER.DAT file for this user
|

= | shao106 - [m] X
Home Share View ~ @

oh Cut 4 x IEII T New item -

w.] Copy path ﬂ Easy access ™

|+ open~  FHselectan
Edit -5 Select none

Pinto Quick Copy Paste _ Move Co Delete Rename  New Properties
e o [7] Paste shortcut | g~ mp.y > et Pe @ History 2 Invert selection
Clipboard Organize New Open Select
<« v 4 > ThisPC » Windows (C) > Users » shao106 ~ @ | Search shaol0§ »
Name Date modified Type Size

3+ Quick access

B Cesttop L B objes /2020 253 PM  File folder
AppDate 6/9/20185:26PM  Filefolder
F Downloads g s 1713/2020 258 PM  File folder
Documents B Desktop 1/13/2020 258 PM  Filefolder
=] Pictures #* Documents 1/13/2020 258 PM  Filefolder
Homewark ¥ Downloads File folder
s Favorites File folder
Links File folder
Lab &
B Music File folder
os
OneDrive File folder
& This PC [=] Pictures File folder
_J 3D Objects # Saved Games File folder
[ Desktop ,‘:‘ Searches File folder
ocuments B Videos 1/13/2020 258 PM  Filefolder
NTUSER.DAT 1/23/2020 358 PM DA File 1,792 KB
< Downloads
D Music
[&] Pictures
B Videos

‘i Windows (C:)

¥ Network

15items  1item selected 1.75 MB =




4. Navigate to: C:\Users\username\AppData\Local\Microsoft\Windows. View the



associated UsrClass.dat file for this user



= | Windows
Home Share

View
U o Cut x IEII T New item - |+ Open~  FHselectan
w3 Copy path + ] Easy access ~ Edit Select none
Copy Paste _ Move Copy Delete Rename  New Properties
[#] Paste shortcut | o~ | to- > S eLiE > g History o Invert selection
Clipboard Organize New Open Select
&« - A4 > ThisPC » Windows (C) » Users > shao106 > AppDats > Local > Microsoft > Windows v o
Name - Date modified Type Size
3 Quick access . .
B Desicop ’ 1033 File folder
¥ Downloads ActionCenterCache File folder
Documents  # Application Shortcuts File folder
] Pictures + Burn File folder
Homewerk Caches File folder
I CloudStore File folder
Labs Explorer File folder
GameExplorer File folder
o ) History File folder
[ This PC Notifications File folder
_J 3D Objects PPBCompatCache File folder
I Desktop PPBCompatUaCache File folder
Documents PRICache File folder
Ringtones File folder
¥ Downloads RoamingTiles File folder
b Music Safety File folder
=] Pictures SchCache File folder
& Videos Shell File folder
&, Windows (C) UPPS File folder
WER File folder
o Network WinX File folder
UsrClass.dat DAT File 3,072 KB
23items  1item selected 3.00 MB

Search Windows

[E=

Navigate to: C:\Windows\appcompat\Programs. View the Amcache.hve file for this
operating system. This is not an official registry file, but is created using the registry




format to track data.



I [4] || = | Programs - m] X
Home Share View

% u & cut < x IEE T Mew item -

W Copy path fj Easy access =

#| Open ~ Hﬂ Select all

C Select none
g SR E]P:\:t': shortcut ’\:vag Ctzpvy DEI-EtE Rename f:?:, Pmpfmﬁ ) History D‘:‘Invertse\ection
Clipboard Organize Mew Open Select
« v A > ThisPC » Windows (C:) » Windows » appcompat » Programs v &) | Search Programs £
Name - Date modified Type Size
# Quick access
B Desktop . Install 9/20/2019 1:18 PM F\Iefc.lder i
[ Amcachehve 1/14/20205:56 PM HVE File 7,168 KB
¥ Downloads  # || Amcachehvetmp LOG1 3/29/201811:27 AM  LOG1 File 0kB
[ Documents  # [ AmcachehvetmplOG2 3/29/2018 11:27 AM  LOG2 File 0 KB
&= Pictures *
Homework
IE
Lab 6
os
& This PC
¥ 20 Objects
[ Deskiop
Documents
< Downloads
D Music
&=/ Pictures
8 Videos

‘i Windows (C)

& Netwaork

4items 3 items selected 7.00 MB

6. Navigate to:
C:\Users\username\AppData\Local\Packages\Microsoft. WindowsStore_8wekyb3d8bbw




e\Settings. View the associated settings.dat for this application. This is not a registry file



| = | Settings

Home

* B
Pin to Quick Copy
aggess

Clipboard QOrganize

« o v

# Quick access
[ Desktop
- Downloads
Documents
&=/ Pictures
Homewerk
IE
Lab &

os

[ This PC
8 3D Objects
[ Deskiop
Documents
- Downloads
D Music
&=/ Pictures
B videos

i Windows (C)

= Network

2items

Share View

[ -
D % cut + B x _L 7 New item
% Copy path £ Easy access ~
Paste _ Move Copy  Delete Rename = Mew

[7] Paste shortcut to to folder

£ Open

[ Edit
@ History
New Open

Properties

<« AppData » Local » Packages » Microsoft. WindowsStore_8wekyb3d@bbwe » Settings ~ O

~

Name Date modified Type Size

D roaming.lock 6/6/2018 1:10 PM LOCK File
D settings.dat 1/23/2020 3:57 PM DAT File

LR Y

FH setectan

oo
54 Select none
28 invert selection

Select

Search Settings

0KB
8KB




Part 2 Viewing the Registry Structure in Regedit

1. Open Regedit. Click on the Ask Me Anything box (Circle next to the Start button).
Type in Regedit

D @

Best match

2 regedit

Run command
Search the web

L regedit - See web results >

L regedit

3. The HKEY CLASSES ROOT data is stored in the SOFTWARE file. The
HKEY CURRENT USER is the NTUSER.DAT file information.
HKEY LOCAL MACHINE stores the SAM, SECURITY, SOFTWARE and



SYSTEM registry files. See below capture.



B Registry Editor - a X
File Edit View Favorites Help
ComputeHKEY_LOCAL MACHINE\SAM

I Computer Name Type Data
HKEY_CLASSES_ROOT a5) (Defaul) REG.SZ (value not set)

HKEY_CURRENT_USER
~ || HKEY_LOCAL MACHINE
BCDOCO0DO0D
HARDWARE
SAM
SECURITY
SOFTWARE
SYSTEM
HKEY_USERS
HKEY_CURRENT_CONFIG

4. Click on the SOFTWARE root key under HKEY LOCAL MACHINE and navigate to
the flowing path: HKLM_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows
NT\CurrentVersion

B Registry Editor — o x
File Edit View Favorites Help
ComputerHKEY_LOCAL MACHINE\SOFTWARE\Microsoft\Windows NT\CurrentVersion
> was ~ || Name Type Data
m"“ 3] (Default) REG_SZ (value not set)
W E”; 25| BuildBranch REG_SZ 14 release
cmove 25| BuildGUID REG_SZ SRFHEFE-FEFE-F1F-FF-FRFARFRFAEEE
WiMMoeunt
Windows fﬂ BuildLab REG_SZ 17134.rs4_release.180410-1804
Wi 25 BuildLabbx REG_SZ 17134.1.amd4fre.rs4_release. 1804101804
indows Advanc
Windows Defend || 2 CompositionEditionID REG_SZ Enterprise
Windows Defend || %) CurrentBuild REG_SZ 17134
Windows Desktop || 22 CurrentBuildNumber REG_SZ 7134
Windows Embed: || 4 CurrentMajorVersionNumber ~REG_DWORD 0x0000000a (10)
Windows Mail 3 CurrentMinorVersionNumber - REG_DWORD £x00000000 (0)
Windows Medial || 25| CurrentType REG_SZ Multiprocessor Free
‘Windows Media fﬂ CurrentVersion REG_SZ 63
Windows Mediat || %4 DigitalProductid REG_BINARY 4000000030000 0030 30 333238 24 31 30 303.
Windows Messag || & DigitalProductidd REG_BINARY £804 00 0 04 00 00 00 35 00 35 00 30 00 34.00 31 00.
v || Windows NT b Editionl D REG_SZ Education
: CurrentVersior b EditionSubManufacturer REG_SZ
Windows Phone || aF] EditionSubstring REG_SZ
Windows Photo\ | 31 EgitionSublersion REG_SZ
a‘”:”"“s Z‘"‘“L 8] InstallationType REG_SZ Client
W‘”d”"“ S‘”P‘M 34 InstallDate REG_DWORD 0x5b3a4e09 (1530547721)
W‘”;WS :E"_ ) InstallTime REG_QWORD 0x1dd121€f1d649c4 (131750213216258500)
indows Secur
" 2] PathName. REG_SZ CAWindows
Windows10Upgre
35| Productid REG_SZ 00328-10000-00001-AAE54
WindowsRuntime
WindowsSelftiost || 2% ProductName REG_SZ Windows 10 Education
0 t REG_SZ
WindowsUpdate || 2| RegisteredOwner REG_SZ Windows User
Wisp 2| Releaseld REG_SZ 1603
WianSve 28] SoftwareType REG_SZ System
Wipasve ab] SystemRoot REG_SZ CAWINDOWS
Wowt4 #UBR REG_DWORD 0x000004de (1246)
WSDAPI
‘WwanSve
XAML
Mnsill e
>

This location tracks the registered owner of the system, the operating system name
and version, and the installation time.
5. Note the value called InstallDate. This is a 32-bit Unix date and time stamp.

7 InstallDate | REG_DWORD 0w5b3ade00 (1530547721)

.?5'5] InstallTime REG_CQWORD Celdd121ef1de4%ed (131750213216258500)



Part 3 View the Registry Structure in Registry Viewer

1.

2.
3.
4

A S

11.

Capture the standard registry files on the local machine.

Right click on the Desktop and create a new folder called MyRegFiles
Open FTK Imager

Click on the Obtain Protected Files button to capture the following:

1. NTUSER.DAT

il. SAM

iil. SECURITY

iv. SOFTWARE

V. SYSTEM

Select the MyRegFiles folder as the Destination for Obtained Files and select the
Password Recovery and All Registry Files radio button.

=
N

File View Mode Hep

RS - B
Evidence Tree w ||File List x
Name [ Size | Type Date Modified
Obtain System Files x
Source for obtaining fles:
Warning: Please be aware that FTK Imager is obtaining the
ystem fles from the ive system and not the acauired image.
Destination for obtained files: Browse...
‘c‘u_- er ktop\MyRegFiles
Custom Content Sources = Options
" Minimum files for login password recovery
Evidence:File System |Path|File Options
@ Password recovery and all registry fles

| Custom Conte...

For User Guide, press F1 . HUM

Capture the Non-Standard Registry files in FTK Imager

In Imager, select File > Add Evidence Item.

Use the default Physical Drive radio button selection and hit Next.

Wait for the physical drives to draw up in the selection drop down menu.

. When open, select the System drive which in most labs is the Toshiba or M4

device.
Hit finish.



12

O AccessData FTK Imager 3.0.1,1467 - m] *
File View Mode Help
adsag dd =m B Q CIEEE- I
Evidence Tree | Fite List x
B "WAPHYSICALDRIVED Name | Size | Type | Date Modified
Partition 1 [453MB]
Partition 2 [235534MB]
i Partition 3 [2380MB]
T8 Unpartitioned Space [basic disk]
0000000000 |33 €0 SE DO BC 00 7C GE-CO SE D3 BE 00 7C BE 00 3A-Bh-| A-GH-lg- ~
0000000010 0 BS 00 02 FC F3 A4 50-€2 1C 06 CB FB BS 04 B
Custom Content Sources % || 0000000020 |BD BE 07 80 7E 00 00 7C-0B OF 85 OE 01 83 C5 Sl
0000000030 E2 F1 €D 18 88 56 00 55-C€ 46 11 05 Cé 46 10 00 aAf V UEF - EF
Ex e e A A 2ot 0000000040 B4 41 BB A 55 CD 13 5D-72 OF 81 F8 55 AR 75 05 “A»<Ul-]r- -G0%u-
0000000050 |F7 €1 01 00 74 03 FE 46-10 66 €0 30 7E 10 00 74 |+A- T BF £ -n-
0000000060 26 €€ €8 00 00 00 00 €6-FF 76 05 65 00 00 63 00 sfh - f§vh-h-
0000000070 | 7C 68 01 00 €8 10 00 B4-42 2A 56 00 8B F4 €D 13 |h--h--"B-V--61-
0000000030 SF 83 C4 10 9E EB 14 B3-01 02 BE 00 7C 8A 56 00 - Lowel V-
0000000090 |82 76 0L S 4E 02 6A €E-03 CD 13 66 61 73 1C FE| -v--N--n-I-fasp
0000000020 |4E 11 75 0C 80 7E 00 S0-0F 34 2A 00 B2 50 EB 84 N-u--m------%-&-
00000000b0 55 32 E4 8 56 00 CD 13-5D EB SE 81 3E FE 7D 55 U2& VI -]2- >pjU
000000000 | AR 75 6E FF 76 00 ES 8D-00 75 17 FA BO Dl E6 64 *unjv-&--u-d
0000000040 ES 83 00 BO DF E€ €0 E3-7C 00 BO FF E6 64 Ef 75 & "Bz -°§
00000000=0 |00 FB BS 00 BR CD 12 €6-23 €O 75 3B 66 51 FB 54| -4, -» -f#hu
0000000050 |43 50 41 75 32 81 F9 02-01 72 2C 66 68 07 BB 00 CPAu2-4--r,fh-=»-
0000000100 00 6 €8 00 02 00 00 €6-€3 03 00 00 00 &6 53 - £38
0000000110 |53 66 55 66 €8 00 00 00-00 €6 €8 00 7C 00 00 e
2 » |o0o00000120 61 68 00 00 07 CD 1R SA-32 F€ ER 00 7C 00 00 R
0000000130 18 A0 BT 07 E3 03 A0 B&-07 EB 03 A0 BS 07 32 B-23
Mewl Edit gemnvel Remﬂva&HI Create Imaga| 0000000140 |05 00 07 88 FO AC 3C 00-74 09 BB 07 00 B4 0E St
L4
P ert| ‘He X Custom Conte... hursor pos = 0; phy sec =0
\\.\PHYSICALDRIVED NUM A
Open that and navigate to the UsrClass.dat file for student at
. .
C:\Users\Student\AppData\Local\Microsoft\Windows
g sData FTK Imager 3.0.1.1 - O x
Fle View Mode Hebp
aasca dUEs - 4O wEe T
Evidence Tree ® | File Li
) Office A Name | size | Type | Date Modified | -
%g“&"“; Shell 1KE Directory 4711/2018 1
@PI"'"R:E;"“ Temporary Intemnet Files 1KB ReparsePoint  7/2/2018 417:
@v::n upPs 1KB Directory 9/13/2019
) Windows WebCache 1KB Directory 1/24/2020 6:
- ; WebCache.old
10 Windows Live WER Browse For Folder x
125 Windows Med by
{2 Windows Side " Select the destination folder
{0 WindowsApps ] si30
{2 Microsct Help [ UsrClass.dat
-5 MicrosoftEdge | ] UstClass.dat.LOG1
Desktop -
B2 Mozila | 7 UsrClass.dat.LOG2
2D Notepad++ |7 UsrClass.dat.L OGZ File... > B pwrs
-3) OfficeBSCache-My || UsrClass.dat{3c5eeds6.., > [ This PC
-0 Packages [ UsrClass.dat{3c5eed58... > 'm Libraries
= 9 PeerDistRzpub [ LseC lass dat 3 SeedA. > @ Network ©
< > firefox
Custom Content Sources x| > [ Labos
Evidence:File System|Path|File Options v MyRegFiles
v Users
All Users ©
Folder: | MyRegFies
Make New Folder Cancel
< >
New| | Edit | Remove| Remowe all| create Image
P |He Val £... Custom Conte...
For User Guide, press F1 MUM 4




13. Navigate to the Amcache.hve file at: C:\Windows\appcompat\Programs and



export that to the MyRegFiles folder.



O\ AccessData FTK Imager 3.0.1.1467

File View Mode Help

R S = =) -

Evidence Tree

B Windows
-I7) addins
) AdminArsenal
B2 appeompat
F-C) appraiser
=) Programs
i 03 Instal
L ua
B+{2) apppatch
-{7) AppReadiness
) assembly
- beastdvr
-{2) BitLockerDiscoveryVolumeCor
-0 Boot
{2 Branding
{5 CbsTemp

[H-{C3) Containers
m = rer
< >

Custom Content Sources

Evidence:File System |Path|File Options

<

Mew| Edit &emnvel Remaove gl\l Create Imagal

o Ginde eI

Custom Conte...

— O #
@ %0 B P
< | %
~ Name I S\ze' Type | Date Modified |
Install 1KB Directory 1/17/2020 11:4... |
[7si30 4KB MTFSIndex All..  9/10/2018 4:01:...
[ Amcache.hve 4608KB Regular File 1/17/2020 11:4...
b bus OB £4ND_Domlae Bl 6/10/2018 10:4...
[] Browse For Folder ped 6/10/2018 10:4... |
1 3/28/2018 4:27....
|| select the destination folder 3/29/2018 4:27:... |
0 T272018 4184, |
1 7/2/2018 4:18:4... |
0 1 Desktop ) 7/2/2018 4:18:4...
> a pwrs.
> O This PC
> 'mq Libraries :
> ¥ Metwork
¥ firefox
> Lab09
< | v MyRegFiles
v Users
All Users v
Folder: | MyRegFiles |
Make New Folder Cancel I
>
[ Imuw] ] 4

Users\Student\AppData\Local\Packages\
Microsoft.MicrosoftEdge _8wekyb3d8bbwe\settings
Export that to the MyRegFiles folder

14. Navigate to the settings.dat file for the Edge Browser at: C:\



& A
Fle Wiew Mode Help

aaesca GHE s RGO REE T

Evidence Tree

sData FTK Imager

({2 MicroscftEdge A Name Size | Type | Date Mod
B E mﬂ"ﬂd L] s130 4KB NTFS IndexAll..  6/11/2018
epac+ [ ] roaming.lock OKB  Regular File 3/27/2018
~{[7) OfficeBSCache-MyComputer -
e ottt STl
7-103) 1527c 705-839a-4832 " egular e
Browse For Folder X yE2 16KE Regular File 3/27/2018

) ActiveSync

I cBe2524a-eadb-4i6T-
|3 E2A4F912-2574-4A7
{3 F46D4000-FD22-4DB|
{3 InputApp_cw5nThZhey
() Microsot 3DBuider 4 B Desktop ~
IC3) Microsoft AAD Broker| |3 3 pwrs

{3 Microsoft AccountsC » [ This PC

1L2) Microsoft Advertising . o
I2) Microsoft Async TextS)
{C3) Microsoft BingWeathe | * ¥ Network >
{3 Microsaft. BioEnrollmen firefox

) Microsaft CredDislogh Lab0s

2 roee JesoB ol |+ | MyRegfiles
IC3) Microsaft GetHelp_8w v Users

12) Microsoft Getstarted_| All Users v
{3 Microsoft.Lock App_ci
{3 Microsoft. Messaging_|
{2 Microsoft Microsaft3D)
% m:x:g ::$:$: Make Mew Folder Cancel
1) AC

{2 AppData

{3 LocalCache
) LocalState

22) RoamingState
|) Settings

1) SystemAppData
2) TempState

{C3) Microsoft. MicrosoftOfficeHub_Bwekyb3dBbbwe

{3 Microsoft. Microsoft SolitaireCollection_8wekybdBbbwe v

€ >

For User Guide, press F1 [ Ijnum A

15. Open Registr};ViéWerﬁar?ld do a File > Open and select the SOFTWARE registry
file in the MyRegFiles folder.

Select the destination folder

> Libraries

v

Folder: | MyRegFiles




BB AccessData Registry Viewer
File View Help

EEECI TR

|AccessData Registry Viewer

[ open

4 [ > ThisPC » Desktop » MyRegFiles

Organize v

& Quick access
1B Deskiop
& Downloads

Documents
Pictures
|| Homework
[ Newfolder

| Program Files (x86)

| seperate
[ This PC

& Network

File name:

New folder

Name

|| Users

[ Amcachehve
1] default

[7] sam

[ sECURITY.

[ settings.dat

Date modified

1/24/20203:11PM
1/17/2020 545 PM
/1720205145 PM
1/17/20205:45PM
1/17/2020 545 PM
1/22/20206:18 PM

v|@| | Search MyRegFiles

:5
Type
File folder
HVE File
File
File
File
DAT File

[ ] software

1/17/2020 5:46 PM

File

[ system
1] serdiff
|| UsrClassdat

1/17/20205:45PM
6/10/20188:42 PM
1/22/20206:18 PM

File
File
DAT File

software

| [auies

W& AccessData Registry Viewer - [software]
[ File Edit Report View Window Help

B 2B EBEFEE =57

-4 software

-2 7-Zip
-0 AccessData
-0 Adobe
-0 Autodesk
- Classes
- Clients

-0 Google

- Hewlett-Packard
- Intel

-0 AT

-0 JavaSoft

{2 JreMetrics

+-(1 Khronos

7 Macromedia

21 Microsoft

7 Mozilla

0] mezilla.org

5 MozillaPlugins
7-[3 Nuance

o1 NVIDIA Corporation
7-(3 ODBC

o1 0EM

0] Oracle

o[ Partner

~

MName
[aB) (default)

Type Data

REG_SZ (value not sef)

B Key Properties

Last Written Time 9/9/2019 16:41:52 UTC

aloo 00

AccessData Registry Viewer

Offset: 0

16. When open, navigate to the same location we were in for Regedit at:
SOFTWARE\Microsoft\Windows NT\CurrentVersion



17. Click on InstallDate value.

AccessData Registry Viewer - [software] - o X
File Edit Report View Window Help _alx
S oBRmBERE|[-m T

{3 Visual JSharp Setup ~ [ Name Type Data ~
{1 Visualstudic s :
ystemRoot REG_SZ CAWINDOWS
g ﬁA‘L [aB) BuildBranch REG_SZ rsd_release
o WZEM 28] BuilaGuiD REG_SZ FEFFEFE-FFF-FFFF-TFFF- AT
23 Wemsve a8 BuildLab REG_SZ 17134.r4_release,180410-1804
1 WIMMount [a8) BuildLabEx REG_SZ 17134.1.amd64fre.rs4_release.130410-1804
£ Windows [aB) CompositionEdition|D REG_SZ Enterprise
1 Windows Advanced Threat Protection | 2] CurrentBuild REG 52 7134
£ Windows Defender 28] CurrentBuildNumber REG_SZ 17134
{1 Windows Defender Security Center & CurrentMajorVersionNumber REG_DWORD ~ CxD0ODOODA (10)
{1 Windows Desktop Search % CurrentMinorVersionNumber REG_DWORD ~ (xD0CDO0DD (0)
{3 Windows Embedded [aB) CurrentType Multiprocessor Free
£ Windows Mail CurrentVersion 63
23 Windows Media Device Manager [aB) EditionID Education
{2 Windows Media Foundation [a) EditionSubManufacturer (value not set)
{21 Windows Media Player NSS [aB] EditionSubstring (value not set)
{0 Windows Messaging Subsystem [a8) EdfitionSubVersion (value not set)
89 Windows NT [38] InstallationType Client
‘o4 CurrentVersion
&0 Windows Phone [a8] ProductName Windows 10 Education
{21 Windows Photo Viewer 55 Refeaseld 1203
{21 Windows Portable Devices
£ Windows Script Host [ scftwareType - System
% uBr REG_DWORD  Cx00C004DE (1246)
{1 Windows Search = it . v
B Key Properties 009 &E 3k 5B [t
Last Written Time 1/22/2020 23:49:46 UTC
05 Install Date (UTC)  Mon Jul 02 16:08:41 2018
05 Install Date (Local) Mon Jul 02 11:08:41 2018
rosoft\Windows NT\C C Offset: 0

Note that in Key Properties there is a Last Written Time which references when
the subkey you are in was last updated.

18. Right click on the four byte value and select the Show Hex Value Interpreter link

B Key Properties
Last Written Time 1/22/2020 23:49:46 UTC
08 Install Date (UTC)  Mon Jul 02 16:08:41 2018
05 Install Date (Local) Mon Jul 02 11:08:41 2018

software\Microsoft\Windows NT\CurrentVersion

B . are] o x
File Edit Report View Window Help -8 x|
HEELIEEETIEIE] |
(30 Visual JSharp Setup ~ [Name Trpe Data ~
@ Visuaistudio 3] systemRoot REG_SZ CAWINDOWS
g x‘:ﬁﬂ [aB)BuildBranch REG_SZ rsA_release
22 Whem 28] BuildGUID REG_SZ SRS AR
B WemsSuc Eu\\dLah REG_SZ 17134.rs4_release.180410-1804
Hex nterpretsr uiu\\dLabEx REG_SZ 17134.1.amd64fre.rs4_release. 180410-1804
“ompositionEditionID REG_SZ Enterprise
Type Sie  Value urrentBuild REG_SZ 17134
signed integer 18 1530547721 urrentBuildNumber REG_SZ 7134
unsigned rteger 18 1630547721 urrentMajorVersionhumber REG.DWORD  0x0000000A (10)
FILETIME [Stored] & urrentMinorVersionNumber REG.DWORD  0:000D0DOD (0)
FILETIME [4s Local) 8 urrentType REG_SZ Multiprocessor Free
DOS date 2 urrentversion REG_SZ 63 |
Bgi :jlmtE i i QIZE/ZDZEBJBTEAM fitionlD REG 52 Education
it Efm;m; Y Mo 02 16,0841 2018 ditionSubManufacturer REG_SZ (value not set)
tie_tisLocal 4 Mo Jul 02 11:08:41 2016 ditionSubstring REG_SZ (value not set)
Uriads sting PO ditionSubVersion REG_SZ (valu not set) |
nstallation Type REG_SZ Client
hstallDate REG.DWORD  0x5B3A4E0S (1530547721)
roductName REG_SZ ‘Windows 10 Education
cleaseld REG_SZ 1803
oftwareType REG_SZ System
Byte order: @) Little endian () Big endian JBR REG_DWORD 0xDD0D04DE (1246) .
P ———

[

| C Start: 0 Selected: 4



19. View the date/time of installation and compare it to the Key Properties

ccessData Registry Viewer - [software] - O X
le Edit Report View Window Help REET
DB EEE |- ?

{0 Visual JSharp Setup ~ [ Name Type Data ~
8 m“;'s“‘d'“ 8] CurrentBuildNumber REG_SZ 17134
2 Walket (28 CurrentMajorVersionNumber REG_DWORD ~ 0xD0D0000A (10)
a WZ B CurrentMinorVersionNumber REG_DWORD ~ 0:x00000000 (0)
em
& Wemsve [aB] CurrentType REG_SZ Multiprocessor Free
23 WiMMount [a] CurrentVersion REG_SZ 63
- EditionID REG_SZ Education
2 Windows = -
23 Windows Advanced Threat Protection | 22 EditionSubManufacturer REG_SZ (value not set)
{2 Windows Defender [38) EditionSubstring REG_SZ (value not set)
{23 Windows Defender Security Center 28] EditionSubVersion REG_SZ (value not set)
{2 Windows Desktop Search [38]InstallationType REG_SZ Client
{1 Windows Embedded [ InstaliDate REG_DWORD  OxSB3AEO9 (1530347721)
£ Windows Mail 38 ProductName REG_SZ Windows 10 Education
22 Windows Media Device Manager [aB]Releaseld REG_SZ 1803
{23 Windows Media Foundation [3B] SoftwareType REG_SZ System
{3 Windows Media Player NSS 2 uBr REG_DWORD  0:x00D00ADE (1246)
{10 Windows Messaging Subsystem [#]PathMame REG_SZ C:\Windows.
&3 Windows NT [38)Productld REG_SZ 00328-10000-00001-AABS4
B_ CurrentVersion [#% DigitalProductld REG_BINARY 'AA100 00 00 03 00 00 0030 30 33323820 31303030 ...
40 Windows Phone % DigitalProductid4 REG_BINARY F2 04 00 00 04 00 0000 35 00 35 00 30 00 34 00 3100 2...
{21 Windows Photo Viewer
[aB] RegisteredOrganization . (value not set)
{2 Windows Portable Devices
N [3B]RegisteredOwner Windows User
{23 Windows Script Host [ il Timne
22 Windows Search v g v
B Key Properties 0|ca 49 D& F1 1E 12 D4 01- E166- -0
Last Written Time 1/22/2020 23:49:46 UTC
05 Install Date (UTC)  Mon Jul 02 16:08:41 2018
05 Install Date (Local) Mon Jul 02 11:08:41 2018
NT\C C Offset:0

20. Windows 10 has added a new time stamp called InstallTime. This is a 64-bit
Windows FILE TIME date and time stamp.

21. Select the InstallTime value, highlight the 8 byte set of data and right click for the
Hex Interpreter to see this date and time stamp translated.

[EA File Edit Report View Window Help

P [e®? |
{1 Visual JSharp Setup A I Name Type Data ~|
Hex Interpreter [ rrentBuiidhiumber REG_SZ 17134
j REG.DWORD  0x0000000A (10)
Tyee See | Velue rrentMinerVersionNumber REG_DWORD  0xDDO00000 (0)
signed inleger 18 131750213216258500 rrentType REG.SZ Multiprocessor Fres
unsigned integer 18 131750213216258500 rrentVersion REG.SZ 63
FILETIME (Stored] 8 7/2/2018 16:08:41 =
itionlD REG_SZ Education
FILETIME (As Local) 8 7/2/2018 10:08:41 "
PLeme fotonall 8 itionSubManufacturer REG_SZ value not set)
DOS time 5 itionSubstring REG_SZ (value not set)
DOS datetime 4 - itionSubVersion REG_SZ (value not set) |
tine_t (Stored) 4 tallationType REG_SZ Client
time_t(AcLocal] 4 StallDate REG.DWORD  (xSB3AMEDQ (1530547721)
Uricode string 2+ oductMame REG_SZ Windows 10 Education
Jaseld REG_SZ 1803
frwareType REG_SZ System
R REG.DWORD  0x0000D4DE (1246)
thName REG_SZ C\Windows
Byteorder  (© Litle endian O Bigendian petuctid REG.5Z 00228-10000-L0001-AAE34
| ) xe-italProductld REG_BINARY ~ A40000000300000030303232382D31303030.0.
| g x'”:”ws E:Tev 8 DigitalProductld4 REG_BINARY F2 0400 00 04 00 0 00 35 00 35 00 2000 34003100 2...
| tndews Finoto Viewer [a8] RegisteredOrganization REG_SZ (value not set)
(L3 Windows Portable Devices
| 21 Windows et Host [ab] RegisteredOwner REG_SZ Windows User
‘ 3 Windows Search . | EinstaiTime REG.OWORD  (Ox  FID649C4 (17426196914349806110) .
B Key Properties 0 49 D6 F1 1E 12 D4 01
Last Written Time 1/22/2020 23:49:46 UTC
0S Install Date (UTC)  Mon Jul 02 16:08:41 2018
05 Install Date (Local) Mon Jul 02 11:08:41 2018

| T NT\C C Start: O Selected: 8




Part 3 NTUSER.DAT Information

The objective of this lab is to familiarize the student with the Windows registry user
profile; NTUSER.DAT.

This lab uses Windows 10, File Explorer, Regedit, and Registry Viewer
Section 1 — Internet Explorer

1. Open Regedit and navigate to the HKCU root key. This is the same as navigating to

the NTUSER.DAT file.

[ Registry Editor

- o x
File Edit View Favorites Help
Computer\HKEY_CURRENT_USER.
~ [ Computer Name Type Data
HKEY_CLASSES ROOT a8 Defaulty REG_SZ (value not set)
~ | HKEY_CURRENT_USER

HKEY_USERS
HKEY_CURRENT_CONFIG

To see the Internet Explorer artifacts, navigate to:

HKCU\SOFTWARE\Microsoft\Internet Expolrer .Open the TypedURLS subkey
and view the recent browsing activity

B Registry Editor

- o X
Flle Edit View Favorites Help
Compi /_CURRENT | TypedURLS

Help_ Menu U A || Name Type Data

Historydoumal || <) 5 gy REG_SZ (value not sef)

ETId Blurt REG_SZ hitps/go.microsoft.com/fwlink/p/TLinkid=255141

IntelliForms

Inte ional

InternetRegisti

TypedURLs

TypedURLsTin

URLSearchHos
fersionMar

Also note the associated TypedURLsTime below TypedURLs



3. 5. NOTE: If no TypedURLs subkey is present, it likely hasn’t been used yet. To
create a series of Typed URL entries:

1. Inthe Start / Ask Me Anything box, type in Internet Explorer.
2. Select IE when the choice is displayed at the top of the list.
3. Enter www.google.com into the browser address bar and hit enter

— o x
e G hitps://ww google.com/ 2quis_rd=ssl#spf=1580250536323 - @0 Search... o~ A 0
G Google L1
] A
About  Store Gmail Images I

Switch to Chrome for Windows

Built for Windows. Hide annoying ads

and protect against malware on the
oogle .

No thanks Yes

Google Search I'm Feeling Lucky

& Its Data Privacy Day. Take a quick Checkup to review your setlings

Advertising ~ Business  How Search works Privacy ~ Temms  Settings W

4. Return to Regedit and click View > Refresh or use the F5 key to refresh the screen.
This should cause the TypedURLs subkey to appear and have the entries loaded.

B Registy Editor

[= IS
File Edit View Favorites Help

Comp

Explorer\TypedURLs.

Type
REG_SZ
REG_SZ
REG_SZ

TypedURLs
TypedURL:Tim

5. To view the user favorites for IE navigate to:

NTUSER.DAT\SOFTWARE\Microsoft\Windows\CurrentVersion\Explorer\MenuOrder\F
avorites/Order



B Regity Edtor
Fie Edt_View Favorites Help

Comp  CURRENT
BannerStore A || Name Type Data
BitBucket 25) Default) REG_SZ (value ot set)
CabinetState ) REG_BINARY 0800 G0 0D 02 00 00 00 84 01 00 00 01 00 00 00 03 0.
CD Burning
CIpOpen
CIpsave
CLsio

StreamMRU

Streams.
StuckRects3

Taskband

TWinUl

< R >

6. If no favorites are available other than the default root entries, add a folder to the IE
favorites and browse to the pages entered above in the TypedURLSs section. Add them

to the Favorites folder.
7. Return to Regedit and refresh the screen to view the added favorites

- o x
B hitps:/ /. prvweedu ~ @ C || Search.. P~ 0

[ PNW - Purdue University N...

] Addtofavorites |~

l Fl ' myPNW Registration Directory Calendar Maps cCatalog
- = = Favorites | Feeds History
UNIVERSITY | Wrovoresear ]
N ™

E
NORTHWEST. ing

G Google

Students  Parents & Supporters  Alumni  Faculty & (EE-c i vy
[ PNW - Purdue University Northwest

Comm

HOMECOMING

Turn on Suggested Sites...

AL

Admissions Paying for College Academics Research Life at PNW About Us  Athletics




Edit Binary Value X

Value name:

Order |

Value data:

Bl2e e @8 BA @8 o8 @8 8z a8 PR IR -~

8128 3] a8 5C a8 32 a8 8a a8 P -

el3e ee e 3C 58 F3 B3 28 e L. <P

8133 47 6F BF 67 6C 65 2 75 Google u

8148 72 6C 88 a8 42 a8 88 a8 rl..B.

8143 84 =] EF BE ee =] ee @8 LI KL

8158 88 a8 88 a8 L a8 88 a8 Ce e

©158 ) @e ) @e ) @e ) a0

8168 88 @8 88 @8 88 @8 88 @8 e e e e e e

©le8 ) @e ) @e ) @e 47 a0 P

B17a 6F a8 6F a8 67 a8 6C a8 o.0.g.1

178 A5 an 2F an 75 an 72 an - T e
Cancel

Edit Binary Value X

Value name:

Order

Value data:

8190 84 o8 @8 2g Dz @8 ) ee - -

B198 aa 88 @8 aa 3C 58 76 B4 e e e . PV

BLAD 28 ) 50 28 4E @e 57 1) P LN LWL

BLAB 28 88 13 28 28 @8 58 @ . . P

©1B@ 73 ) 72 28 64 @e 73 1) u.r.d.u.

B1EE B5 88 28 aa 55 @8 6E @ e . U

BlCe B9 ) 76 28 B85 @e 72 1) i.v.e.r.

B1CE 73 88 69 aa 74 @8 79 @ s.i.t.y.

©1De 28 ) 4E 28 6F @e 72 1) N .o ..

@108 74 ea 68 ee 77 ae 85 e t.h.w.e.

©lE@ 73 ) 74 28 2E @e 73 1) s .t LU

B1ER 72 ) ar an ) an kL] a6 E. v hd
Carcel

8. To view the History, navigate to:
NTUSER.DAT\SOFTWARE\Microsoft\Windows\CurrentVersion\Internet
Settings\URLHistory\DaysToKeep

B Registry Editor - o x

File Edit View Favorites Help
Comp. /_CURRENT History.

Controls Folder Name. Type Dats
Control Folder Wonet) || 48] 0.fauy REGSZ (value not set)
CuratedTileCollections tilayeTekees] REG_DWORD 000000016 (22)

DeviceAccess
DeviceCapabilties
Diagnostics
Explorer

Ext

Extensions
FileAssociations.
FileHistory
GameDVR
Group Policy
Group Policy Editor
Holographic
Immersiveshel
InstallService

v || Internet Settings

50
Cache
Connections
Hitp Filters
Lockdown Zones
£
Passport
Ut History
Wpad
ZoneMap
Zones
Live
Lock Screen
Mobilty
Notifications
OnDemandinterfaceCache

PenWorkspace

The setting by default is 0x 16 or decimal 22 days

Section 2 Microsoft Office



1. In Registry Viewer and the NTUSER.DAT, navigate to:



NTUSER.DAT\SOFTWARE\Microsoft\Office



[ Registry Editor - o X
File Edit View Favorites Help

Computer\HKEY_CURRENT_USER\Software\Microsoft\Office

Internet Connection Wizard A || Name Type Data

Internet Explorer (28] (Default) REG_SZ (value not set)
Keyboard
MediaPlayer
Messaging

Microsoft Management Console
MicrosoftEdge
MS Design Toals
MSDAIPP
MSF
Multimedia
Marrator
- Notepad
v Office
15.0
16.0
Common
Exccel
Outlook
PowerPeint
Werd
OneDrive
Osk
Payment
PeerMet
Personalization
Phaone
Pim
Poom
RAS AutoDial
RAS Phenebook
Remote Assistance
ScreenMagnifier

Sencnre

Note the version number present where Version 12 = Office 2007, Version 14 =
Office 2010 and Version 15 = Office 2013

Open the version number available in the lab machine

The common Office utilities are here; Access, Excel, PowerPoint, Word; along with
their accompanying artifacts.

Open the Word subkey.

Note the File MRU where standard logon accounts (non-live account) store their most
recently used information

Click to open the File MRU subkey and note any entries.

B Registry Editor - m} X
File Edit View Favorites Help
Computer\HKEY_CURRENT_USER\Software\Microsoft\ Officel 16.0\Word\File MRU
MediaPlayer A1 Name Type Data ~
M_e““‘”g ab] (Default) REG_SZ (value not set)
Microsoft Management Console || 4 REG_SZ [FODDODO0O][TO1D5DE2CEABDC340][CODODOODO]*C:
mlg:;:::ii;; a8]1tem 10 REG_SZ I TO1D5D 1 7TEEEBE2CE2][C
MDAIRP 2b]ltem 11 REG_SZ [FODDDO0OO][TO1DSC737E7AS52A0][O000D00C0]"CA...
eF 2b]item 12 REG_SZ [FODDDOCOO][ TO1DSC7368523BAF0][O000DDDO0T"CA...
Multimedia 2b]ltem 13 REG_SZ [FO0D00000][TO1D5C73149607200][000000000] CA\...
Narrator ab]ltem 14 REG_SZ [FO0D000OO][ TO1D5B52491853AC0][O00000000]*CA...
Notepad ab]item 15 REG_SZ [FODD00COO]{ TO1D5B51AB30EECEO][000000000]™
v | Office 2b]ltem 16 REG_SZ [FO0D0D00O] TO1D3B51AZEF37AFD][000000000]*
150 V] tem 17 REG_SZ [FO0D0000D] [ TO1D5A0CEDE4EI2A0][000000000]
v 160 ab]item 18 REG_SZ [FO0D000OO]{ TO1DSAOCEB1CSB2B0][000000000]*C
Access 2b]ltem 19 REG_SZ [FO0D00000] TO1D5A0CE3A5845D0][000000000] C:...
Common a5)ltem 2 REG_SZ [FO0D00000] TO1D5D6235FDOS340][000000000]
Bxcel ab]item 20 REG_SZ [FODD000OO]{ TO1DSAOCSATB4BAAD][O0000000D]*C
Groove 2b]ltem 21 REG_SZ IF TO1D5A0CADD I ]
PowerPoint 2b]ltem 22 REG_SZ [FO0D00000] [ TO1D5A0CAADETCCE0][O00000D00] C:...
Registration 2b]Item 23 REG_SZ [FO0D00COO] TO1DSAOC3DFB314E0][O00000000]*C:...
SyncProc ab]item 24 REG_SZ [F T01D5A0C3 i I
User Settings ab)ltem 25 REG_SZ [FOODD0000][T01D5A0C2ABE3IDCO][C00000000]*C.
WEF 2b]ltem 26 REG_SZ [FO0D0D0O0][ TO1D5AOC2304CEB40][000000000]™
e W”:: InLosdTimes ab]item 27 REG_SZ [FO0D000OO]{ TO1DSAOBFAB2173E0][000DOD0DT]"CA,.
Doto 2b]ltem 28 REG_SZ [FO0D00000][TO1D591 CBCEFCO8TO][000000000]*C:...
D 2b]ltem 29 REG_SZ [FO0D0D0OO][TO1D591 CECFTSESAD][O00000000]*CA\...
Options 2b]item 3 REG_SZ [FO0D000OO] TO1D5D30973157490][000D0D00D]"CA.
Place MRU 2b]Item 30 REG SZ [FODD000OO][TO1DATACS606ECADO][000000000]C:...
Reading Locations 2b]ltem 31 REG_SZ [FO0D0D00D][TO1D4TAC52C2D9DC0][O00000000] E:
Recent Templates ab]item 32 REG_SZ [FODDO0COO][ TO1D476E4507F0631][00DODODO0]E:
Resiliency 2b]Item 33 REG_SZ [F TO1DA76E434628580][¢ Ch
Security 2b]ltem 34 REG_SZ [FO0D00000]TO1D4755004B50C 20][000D00000]*CA\...
Wizards ab]item 35 REG_SZ [FODD000OO]{ TO1D475415D244890][000DOD00C]
o Cammon 5 ¥ .:.] ltem 36 REG_SZ [FO0D000OO]{ TO1D4749C TEOD2DE0][0DODOD00T] " .
T e ew i O —— .




If no one exist, open Microsoft Word and create/save a new document to the Desktop,
return to Regedit and refresh the view
Note within these MRUs are a 64-bit Windows FILE TIME date and time stamp,

however it is stored in big endian / Unicode format rather than the traditional little
endian / ASCII format.

Section 3 Explorer Subkey

In Registry Viewer and the NTUSER.DAT, navigate to:
NTUSER.DAT\SOFTWARE\Microsoft\Windows\CurrentVersion\Explorer

B Registry Editor
File Edit View Favorites Help

[m] x

Computer\HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Explorer

Explorer
Accent
Advanced
AppContract
AutoComplete
AutoplayHandlers
BamThrottling
BannerStare
BitBucket
CabinetState
€D Burning
CIDOpen
CIDSave
CLSID
ComDIg32
Desktop
Discardable
Filebxts
FolderTypes
HideDesktoplcans
LogonStats
LowRegistry
MenuOrder
Modules
MeuntPeints2
OperationStatusManac
Package Installation
RecentDocs
Ribbon
RunMRU
SearchPlatform
Sessioninfo
Shell Folders
Shutdown
StartPage
StartupApproved
StreamMRU
Streams
StuckRects3
Taskband

< T >

~

v

Name
5] (Default)

4| AppReadinessLagonCompl...
4 Browse For Folder Height

4| Browse For Folder Width

4| BxplorerStartupTraceRecorded
34| FirstRunTelemetryComplete
4] GlobalAssocChangedCounter
%4 LocalknewnFoldersMigrated
4| PostApplinstali TasksComple...
%4 Reason Setting

4] ShellState
4)SIDUpdatedOnLibraries

4| SlowContextMenuEntries

2] TelemetrySatt

4| UserSignedin

Type

REG_SZ
REG_DWORD
REG_DWORD
REG_DWORD
REG_DWORD
REG_DWORD
REG_DWORD
REG_DWORD
REG_DWORD
REG_DWORD
REG_BINARY
REG_DWORD
REG_BINARY
REG_DWORD
REG_DWORD

Data

(value not set)
0x00000001 (1)
0x0000013a (346)
0x0000013e (318)
0x00000001 (1)
0x00000001 (1)
0x0000006e (110)
0x00000001 (1)
0x00000001 (1)
0x00DD0OfF (255)

24.00 0D 00 3d 28 00 00 00 00 DD 00 00 00 00 00 00 0...

000000001 (1)

60 24 b2 21 ea 3a 69 10 a2 dc 08 00 2b 30 30 9d 9d 0...

000000002 (2)
0x00000001 (1)

2. View the contents of the RecentDocs. This is storing references to documents

accessed by extension. We can see the order opened through the MRULIistEXx;
however dates and times are not available for each access. The last one on top is
presumed to be the last modification of the subkey; hence that date/time can be read



from Key Properties



Registry Editor - m] g
File Edit View Favorites Help
Computer\HKEY_CURRENT_USER\Software\Microsoft\Windaws\CurrentVersion\Explarer\ RecentDacs
CIDSave ~ || Mame Type Data @
cLsip w67 REG_BINARY 66,00 69 00 72 00 65 0D 2e 00 64 00 & 00 63 00 78 00...
Comblg32 wd 68 REG_BINARY 4¢ 00 6100 62 00 20 00 31 0D 2e 00 64 00 6F DD 63 00...
gi‘:ﬁme )69 REG_BINARY 46,00 69 00 72 00 65 0 66 00 6f 00 78 00 20 00 46 00...
i w7 REG_BINARY 5300 59,00 30 00 2d 00 34 00 30 00 31 00 20,00 43 0.
FolderTypes w70 REG_BINARY £2 00 & 00 6¢ D0 6b 00 20 00 6d 00 61 00 72 00 6 D0..
HideDesktoplcons W REG_BINARY 60069 00 72 00 65 00 66 00 5F 00 73 00 0D 00 Ge 00...
Logenstats REG_BINARY 44,0065 00 72 00 6b 00 74 00 6F 00 70.00.00 00 62
LowRegistry REG_BINARY 4 0061 00 62 00 20 00 30 00 00 00 68 00 32 00 0D 00...
MenuOrder w7 REG_BINARY 40,00 54 00 53 00 34 00 37 00 32 00 2d 00 ¢ 00 61 0..
Modules w75 REG_BINARY 3100 3200 33 00 00 00 56 00 32 00 00 00 00 00 00 00...
MountPaints2 w76 REG_BINARY 3100 3200 33 00 2¢ 00 66 00 74 00 6b 00 00 00 620...
OperationStatusMana; || 477 REG_BINARY 6c 00 6100 62 00 20 00 33 00 2e 00 64 00 6F 00 63 00...
Package Instsllstion wW7s REG_BINARY 520065 00 67 00 60 00 73 00 74 00 72 00 79 00 2 00...
RecentDocs w70 REG_BINARY 7300 6 00 66 00 74 00 77 00 61 00 72 00 65 00 00 00...
Ribbon 1 REG_BINARY 43007200 6100 73 00 63 00 20 00 52 00 65 00 70.00...
RunMRU )80 REG_BINARY 4c 00 6100 62 00 20 00 34 00 20 00 45 00 74 00 62 00...
SearchPlatform g REG_BINARY 3300 2e 00 70 00 e 00 67 00 00 00 50 00 32 00 00 00...
Sessioninfo 82 REG_BINARY 4c 006100 62 00 20 00 36,00 2000 53 00 79 00 73 00...
Shell Folders we3 REG_BINARY 34,00 2e 00 70 00 6 00 67 00 00 00 50 00 32 DD 00 00...
Shutdown wies REG_BINARY 4c 006100 62 00 20 00 37 00 20 00 50 00 6100 73 00...
:t::::g:ppmvad )85 REG_BINARY 4c 00 6100 62 00 20 00 38 00 20 00 57 00 65 00 62 00...
P )26 REG_BINARY 3500 2 00 70 00 62 00 67 0 00 00 50 00 32 00 00 00...
P 257 REG_BINARY 310 2 00 70 00 62 00 67 0 00 00 50 00 32 00 00 00...
SuckRects3 )88 REG_BINARY 70,00 69 00 &3 00 00 0D 56.00 32 00 00 00 00 00 00 00...
Taskband )50 REG_BINARY 4100 52 00 50 00 20 DD 50 00 6 00 69 DO 73 0D 6F 00 ...
— o REG_BINARY 74,00 68 00 75 D0 6 00 62 D0 6e DD 61 0D 69 00 e ...
TypedPaths oo REG_BINARY 32 0D 2 00 70 00 6e 00 67 0D 00 00 50 00 32 00 0D 00.
User Shell Folders o REG_BINARY 4100 52 00 50 00 20 DD 50 00 6 00 69 DO 73 0D 6F 00 ...
Userhssist o2 REG_BINARY 360D 2 00 50 00 4¢ 00 47 0D 00 00 50 00 32 00 0D 00...
VirtusIDesktops o3 REG_BINARY 4 00 61 00 62 00 20 DD 35 00 20 00 45 D0 74 0D 68 00...
VisualEffects EE REG_BINARY 42,0061 00 73 0 68 DD 63 0D 20 00 43 D0 50 DD 55 00...
Wallpapers o5 REG_BINARY 370D 2 00 70 00 6e 00 67 0D 00 00 50 00 32 00 0D 00...
WordWheelQuery 496 REG_BINARY 42006100 73 00 69 00 63 00 20 00 43 00 50 00 55 00...
Bt o REG_BINARY 5300 63 00 72 00 69 00 70 0 74 00 73 00 DD 00 62 00...
Extensions w98 REG_BINARY 390D 2 00 70 00 6e 00 67 0D 00 00 50 00 32 00 0D 00...
FileAssociations REG_BINARY 400 65 00 74 00 77 00 6f 00 72 00 6b 00 20 00 43 0.
FileHistory v REG_BINARY 400 00 00 79 00 00 DD 4F DD 00 0 76 00 00 D 69 00...
< 3> .

3. View the contents of the ComD1g32. It is similar to RecentDocs in that it tracks the
data in the same manner; however the data itself is not pulled from accessing
documents. It is archived through the use of the Microsoft Common Save-As dialog

box.
Registry Editor - o X
File Edit View Favorites Help
Computer HKEY_CURRENT L : wslC ploren\ComDIg32\CIDSizeMRU
Control: Folder | Name Type Data
Controls Folder (Wow4) | [.u) etaulr) REG_SZ (value ot set)

CuratedTileCollections

b REG_BINARY 3 0D 68 00 72 00 6 00 6 OD 5 00 2¢ 00 65 00 78 00...
- REG_BINARY 52,00 65 00/67 00 69 00 73 00 74 00 72 00 73 00 56 00.
eviceCapabilities
P, REG_BINARY 2410042 00.20 00 42 00 72 00 6f 00 77 00 73.00 65 00...
o &pim REG_BINARY 7b 0030 00 45 0046 0D 43 00 39 00 41 00 36 0041 0...
Accent REG_BINARY 7b 00 34 00 35 00 35 0D 44 00 34 00 35 00 34 00 300...
Advanced REG_BINARY 7b 00 42 00 31 0042 0D 31 00 41 00 44 00 42 00 36 0.
AppContract REG_BINARY 70,00 64 00 66 00 43 00 67 0D 6e 00 76 00 65 00 72 00.
AutoComplete REG_BINARY 410070 00 6700 77 0065 0D 72 00 73 00 6F 0066 00 ...
AutoplayHandlers REG_BINARY 50 0D 69,0063 00 66 00 65 00 72.00 48 00 6 00 73 00.
BamThrottiing REG_BINARY 52,00 65 0073 00 70 00 61 00 6e 00 64 00 2¢.00 65 00...
Bannerstore REG_BINARY 46,00 54 00 4b 00.20 0D 43 00 6d 00 61 00 67 00 650...
BitBucket REG_BINARY 53,00 6 0063 00 70 00 70.00 69 00 e 00 67 00 54 00.
CabinetState REG_BINARY 76 00 6d 00 77 00 61 00 72 00 65 00 2e 00 65 00 78.0.
CD Burning REG_BINARY 7b 00 30 00 43 00 34 0D 38 00 36 00 46 00 46 0046 0...
CIDOpen REG_BINARY 66 00 74 00 6b 00 2¢ 0D 65 00 78 00 65 00 00 00 00 0.
CibSave REG_BINARY 7b.00 36 0D 44 00 30 00 43 00 30,00 34 00 34 00 46 0.
CLsio REG_BINARY G OD 6 00 74 00 65 00 70 00 61 00 64 00 26 00 63 00...
Y CDSEISQSZMRU REG_BINARY 6 00 69 0 72 00 65 00 66 00 6 00 73,0 2 00 65 00...
| S‘F‘z; REG_BINARY 450053 0045 0D 44 00 61 00 74 00 61.00.62 00 61 0.
PRy REG_BINARY 4007000 65 00 6¢ 00 57 0D 69 00 74 00 G 00 2¢ 00...
LMY REG_BINARY 4500 73 00 65 00 44 00 62 00 56 00 69 0065 0D 77 00...
OpensavebidMRy || FIMRUListEx REG_BINARY 01100 00 00.00 00 00 00 14.00 00 00 13 00.00 00 04l 0.
Desktop
Discardable
FileEts

FolderTypes
HideDesktoplcons
LogonStats
LowRegistry
MenuOrder

Modules
MountPoints2
OperationStatushana
Package Installation
RecentDocs




4. Open the FileExts subkey. This shows file extension associations for applications. In



Windows 10 it is also used for storing user searches in Cortana.



B Registry Editor

File Edit View Favorites Help

Computer HKEY_CURRENT_USER\Software\Micr

urrent!

p

omDIg32

~

FileExts

392
3gp
3gp2
3gpp
3mf
aac
ac3
accdb
.acrobatsecuritysett
ad
adt
adts
aif
aife

Name
ak) {Default)

Type
REG_SZ

Data

(value not set)




Part 4 UsrClass.dat Information

The objective of this lab is to familiarize the student with the Windows registry user profile;
UsrClass. dat.

This lab uses Windows 10, File Explorer, Regedit, Registry Viewer, and the Lab Files folder;
WinlO Reg Files.

Section 1 UsrClass.dat

1. Open Regedit and navigate to the HKCR root key. Navigate to:
HKEY_CLASSES_ROOT\Local Settings\Software
NOTE: There is a type down feature in Regedit. Place the cursor anywhere in the key
navigation pane under the HKCR and type in “LO” quickly. This will take you to the
Local Settings subkey which is in a rather large list of subkeys in the root of HKCR

ﬁ’ Registry Editer
File Edit View Favorites Help

Computer\HKEY_CLASSES_ROOT\Local Settings\Software
, LicLua.LicLuaObject.13 ~ || Name Type Data
LicLua.LicLuaObject.16
LISTMET. Listnet
LISTMET. Listnet.11
LISTMET. Listnet.12
LISTMET. Listnet.15
LISTMET. Listnet. 16
ListPad.ListPad
ListPad.ListPad.1
LiveScript
LiveScript Author
Inkfile
v Local Settings
i ImmutableMuiCache
MrtCache
MuiCache
Software
LocalPathSearchProvider
LocationApi

ab] {Default) REG_SZ (value not set)

LocationApi.1

LocationDisp. CivicAddressReportFact
LocationDisp.CivicAddressReportFact
LocationDisp.DispCivicAddressReport
LocationDisp.DispCivicAddressReport
LocationDisp.DisplatLongReport
LocationDisp DisplatLongReport.1
LocationDisp LatlongReportFactory
LocationDisp LatLongReportFactory.1
Legagent Logagent
Legagent.Logagent.1
Legging.Logger

Legging.Logger.2

LpkSetup.1
LR.LexRefBilingualService.1.0
LR.LexRefBilingualService.1.0.1
LR.LexRefBilingualServiceAttribute. 1.0
LR.LexRefBilingualServiceAttribute, 1.0
LR.LexRefBilingualTextContext. 1.0
LR.LexRefBilingualTextContext.1.0.1
LR.LexRefEnglishStemmer. 1.0

< R Lo 5

w

2. This is the same as navigating to the UsrClass.DAT file.

3. Note the AppX entries in the root of the Local Settings subkey. These are identifiers
for Windows Apps.

4. Navigate to:



HKCR\Local Setting\Software\Microsoft\Windows\CurrentVersion
Note, both of these hold information regarding the Windows Apps.

Registry Editor - [m] x

File Edit View Faverites Help

ComputerHKEY_CLASSES_ROOT\Local Settings'Software\Microsoft\Windows CurrentVersion

» . LicLualicLuaObject.15 A || Name Type Data
LicLuaLiclusObject.16 5] (Defautt) REG 57 (value not set]
LISTMET Listnet
LISTNET Listnet. 11
LISTNET Listnet.12
LISTNET Listnet.15
LISTMET Listnet. 16
ListPad.ListPad
ListPad.ListPad.1
LiveScript
LiveScript Author
Inkfile

v | Local Settings

> | ImmutableMuiCache
MrtCache
MuiCache

v | | Software

~ Microsoft

~ || Windows
v | CurrentVersion
: AppCaontainer
AppModel
SyncMgr
TrayNotify
WorkFolders
Shell
LocalPathSearchProvider
LocationApi
LocationApi.1

LocationDisp CivicAddressReportFact
LocationDisp CivicAddressReportFact
LocationDisp DispCivicAddressReport
LocationDisp DispCivicAddressReport
LocationDisp DispLatLongReport
LocationDisp DispLatLongReport.1
LocationDisp.LatLongReportFactory
LocationDisp LatLongReportFactory.1
Logagent Logagent

Logagent Logagent.1

LoggingLogger .

Navigate to: HKEY CURRENT_USER\Software\Classes\Local
Settings\Software\Microsoft\Windows\CurrentVersion\AppContainer\Storage\micr
osoft.microsoftedge 8wekyb3d8bbwe\Children\001\Internet
Explorer\DOMStorage

This is the TypedURLs for the new Edge browser
Open the UsrClass.dat file located in the Lab Files folder called Win10 Reg Files
11. Note the difference between navigating in Regedit and Registry Viewer. In the
actual registry being viewed by Regedit, the UsrClass. dat file data is stored as an
alias in the HKCR subkey under Local Settings.
SlsBrcmEs|re t
B <= ~ e e b

a- 28] (defaulty REG_SZ 5636b142

@ 3q2
0 3gp
3 3gp2
3 3gpp
@3 3mf
3 .aac
3 .adt
3 .adts
3 amr
03 arw
0 .asf
0 avi
3 bmp
03 w2
23 cw
@ dib
3 divx
0 erf
3 fac
£ gif
3 htm
3 html w

< >
B Kev Properties [00]35 00 36 00 33 00 36 00-62 00 31 00 34 00 32 00[5-€-3-6-b-1-4-2




9. View the TypedURLs subkey here which has more data in it.

-1 Internet Settings A | Name Type Data
Q0 IntemetRegistry B urlt REG_SZ hittp:/fwww. otmail com/
-E3 LowRegistry [aB] url2 REG_SZ hitp://www.google.com/
5 Mo A cfFanew, . com/
g N::Windows [a8]uri2 REG_SZ https/ fwww. audubon.cam/
[a8) uria REG_SZ http://www.sharks.arg/
{2 OnlineHistory
Do [a8uris REG_SZ http://www.beallsoutlet.com/
penSearch
21 PageSetup [a8]uri6 REG_SZ http://www.weather.com/
{2 PhishingFilter 28] ur? REG_SZ http:fwaw divessi.com/
.2 Pivotindex [a8urie REG_SZ https/ /www.scubadiving.com/
23 Privacy [a8)uria REG_SZ http:/ fwww.bigfishex peditions.com/
(2 Protected - Itis a violation of Windows Polii | [2B]url10 REG_SZ hitps/ /www.whatcomcounty.us/200/Sheriff
-3 Recovery [a8urit1 REG_SZ htps//www.alympus.com/
2 Servicell [a8uri12 REG_SZ http:/ fwww.nikon.com/
-2 TabbedBrowsing Eh]um} REG_SZ http://www.canon.com/
-] Toolbar [aB]uria REG_SZ http://www.bhphotovides.com/
a [aBurlts REG_SZ hitp://www.adorama.com/
- TypedURLsTime [aB]url16 REG_SZ http://www.scuba.com/
03 TypedURLsVisitCount [aBurl17 REG_SZ hitp:/fwww.dan.org/
-0 UrBlock [aB]urls REG SZ httpsfwwbp.com/
-0 UserStateMigration [aBurl19 REG_SZ hitp:/fwww.arco.com/
(& Zoom [aB] url20 REG_SZ http://www.shelloil.com/
2 software [aB]urlz1 REG SZ httpsf i /
ur /fwsoews.genius.com/
microsoft.microsoftofficehub_Swekyb3dsbbwe - pirsunneg ’
= [aB) uriz2 REG 57 http://www.timhortans.com/




Part 5 SAM File Information
The objective of this lab is to familiarize the student with the Windows registry SAM file.

This lab uses Windows 10, File Explorer, Regedit, Registry Viewer, and the Lab Files folder;
Winl0 Reg Files.

Section 1— SAM File

1. Open Regedit.
2. Open the SAM file located in the Lab Files10 Reg Files folder.

3. Navigate to:
SAM\SAM\Domains\Account\Users

AccessData Registry Viewer - [SAM]
[ File Edit Report View Window Help
E LB FREE (P
=8 SAM Name Type Data
&8 sam @l (@efouk)  REGOWORD_.. (value not set)

8%

=0 Account
O Aliases
2 Groups
RS ueer: |
£ 0000014
2 0000015
-3 000001F7
2 0000018
{2 000003EA
(2 000003EC
83 Names
2 Buitin
2 LastSkuUpgrade
£ raact

B Key Properties
Last Written Time 5/24/2018 17:17:51 UTC

[samsAmnE Offset: 0

4. Click on the 000001F7 account

5. Click on the V value and scroll towards the bottom of the data. This is a new account
setting in Windows 10 called the Default Account and is described as an account
managed by the system

AccessData Registry Viewer - [SAM]
[ File Edit Report View Window Help
S2Bowm B [Ba =2
=8 SAM Name Type Data
=0 sam BEF REG_BINARY 030001 00 00 00 00 00100 00 00 00 0000.00 0000 000..
£ gomas
20 Account
@0 Aliases
| @3 Groups
£ Users
23 000001F4
{22 0000015
/23 000001F7
{22 0000018
{1 000003EA
{2 000003EC
& Names
{2 Buitin
100 LestSkuUpgrade:
23 RaacT

& x

El Key Properties | [ooc
Last Wiritten Time  3/20/2018 15:58:40 UTC
SID unique identfier 503
User Name DefauttAccount
Description A user account managed
Logon Count [

Lest Logon Time  Never “

SAM\SAM\Domains L Offset: 0




Click-on the user: 000003EA. This is a normal Windows account. Note in Key
Properties this user name: CPUser and the number of logons: 22, and the last time
logged on: 9/18/2019

AccessData Registry Viewer - [SAM] - o x
[ File Edit Repot View Window Help - & x
ZP2B&EEF [ ®
Name Type Data
@F REG_BINARY 030001000000 0000 F8 A3 E4 FA 34 6E D5 010000...
v REG_BINARY 00000000 F4 00 00/00 03 00 07 004 00 00 G0 06 000.
[3 ForcePassw.. REGBINARY 00000000
£ 000001Fa
{22 000001F5
3 000001F7
{22 000001F8
o
{22 000003EC
69 Names
2 Buitin
2 LastSkuUpgrade
0 ReacT
5 Key Properties '~ [00]03 00 0L 00 00 00 00 00-Fe AS E4 FA 3% E D5 01
" 23 20 51 2F 83 F3 D3 01
Last Written Time 9/18/2019 15:23:10 UTC 0 55 30 o4 &9 02 o1
SID unique identfier 1002 30 o 0200 00 00 00 00 00 |&
User Name ct 4000 00 16 00 01 00 00 00-00 00 00 00 00 0B 00 0O
Logon Count 2
Last Logon Time 9/18/2019 15:23:10 UTC
Last Password Change T 5/24/2018 17:18:08UTC

SAMISAMD Offset: 0

Close the SAM file in Registry Viewer and open the SOFTWARE file.
Navigate to:
SOFTWARE\Microsoft\Windows\CurrentVersion\Authentication\LogonUI

AccessData Registry Viewer - [software] - O x
File Edit Repert View Window Help ™
E OB FEE| 7
{0 ApplicationFrame ~ [ Name Type Data
3 AppModel [ ShowTablet.. REG_DWORD  (x00000000 (0)
1 AppModellnlock [aB] Lastlogged... REG_S7 {60B7RER]-EADS-445C-0CFD-0BETFTAEAGCD)
g i;::“d'““ [3]LastLogged... REG_SZ Apwrs
& Audio [aB) L astlogged... REG_SZ Apwrs
& Authentication [38)Lastlogged... REG_SZ §-1-5-21-4171667097-16624073-3857598102- 1004
23 Credentiol Provider Fiters [38)SelectedUser... REG_SZ 5-1-5-21-4171667007- 16694073-3857598102- 1004
3 Credential Providers 28 1dleTime REGDWORD  (x00DO40C2 (16578)
{3 LockScreenContent 3 NetworkStat.. REG_DWORD  (x00000000 (0)
EF=T  ogonU] [3 IsFirstLogon... REGDWORD  Cx000D0DCO (0)
(3 AccessPage
(22 Background
{22 BootAnimation
(22 ClearAutologon
[ Creative
(2 Facelogon
{2 FingerprintLogon
.2 NgcPin
[ PicturePassword
[0 TestHooks
~{Z1 UserSwitch
(21 UserTile
-1 ValidateUsemame
< >
B Key Properties oloo 0o 00 o0
Last Written Time 1/28/2020 21:52:33 UTC
software\Microsoft\Windows\CurrentVersion\ Authentication\LogonUl Offset: 0

Note the logon status of users in the LogonUI values.

. Note the subkeys for different types of logon authentications under the LogonUI

subkey, namely.

a. FaceLogon

b. FingerprintLogon

c. PicturePassword

d. PINLogonEnrollment



o
@53 AccessPage
[-Z0 Background

|7 Boot&nimation
{1 ClearAutologon
f-_7] Creative

1-_7 Facelogon

1-/_1] FingerprintLogon
{1 MgcPin

-|_7 PicturePassword
~[_7] TestHooks

-23 UserSwitch

-2 UserTile

|- ValidateUsername

i=l...-[51----[F]




Part 6 SYSTEM File Information

The objective of this lab is to familiarize the student with the Windows registry SYSTEM file.
This lab uses Windows 10, File Explorer, Regedit, Registry Viewer, and the Lab Files folder;
Winl0 Reg Files.

1.

2.

Open Registry Viewer and view the SYSTEM registry file located in the Lab Files10 Reg
Files folder

Navigate to:
SYSTEM\ControlSet001\Enum\USBSTOR

AccessData Registry Viewer - [SYSTEM] - ] X
File Edit Report View Window Help _ & x
F 9B FEEE [ ?

(3 DIspLAY A | Name Type Data

-1 HDAUDIO [aB] (defauit) REG_TYPE_SZ (value not set)

(3 HID

-(C] HTREE

ara

-(Z1 PCIDE

(3 ROOT

-2 scsl

(231 STORAGE

-E3 SWD

3 UsB

= s o)

(3 Disk8Ven_&Prod_USB_DISK 2.
-2 Disk&Ven_General&Prod_UDis|
(23 Disk8Ven_Innostor&Prod_Ext._
- Disk&Ven_Mass&Prod_Storage
(23 Disk8:Ven_Samsung&Prod_Fla:
-1 Disk&Ven_SznDisk&Prod_Cruz
(23 Disk8:Ven_SanDisk&Prod_Cruz:
-1 Disk&tVen_SznDisk&Prod_Extre
(3 Disk8:Ven_TOSHIBA&Prod_Ext:
-1 Disk&Ven_TOSHIBA&Prod_Tra
{22 Disk&\Ven WD&Prod_My_Pass
(1 Other&en_WD&Prod_SES_Der v
< >

El Key Properties
Last Written Time 12/17/2019 21:53:23 UTC

SYSTEM\ControlSetD01\Enum\USBSTOR Offset: 0

Each of the subkeys below USBSTOR represents a Disk and Vendor / Model name.
Click on these, such as the WIBU Codemeter-Stick and note that each of the subkey




names are the drive identifiers for each device from that manufacturer



ceessData Registry Viewer - [SYSTEM] - o X

File Edit Repert View Window Help & x
SEBREHEEE (=T
L piseLay ~ | Name Type Data
@ Hoaubio [EBlDeviceDese  REG_SZ @disk.inf %disk_devdesc¥Disk drive
8 :_‘IE’REE & Capabilities  REG.DWORD  Dx)DDDODIO (16)
& ral &% Address REGDWORD  0x00000D03 (3)
& paioe [a8] Containerld  REG_SZ (€235164-7155-569c-8360- Tcd724d501fe}
3 roaT [a)HardwarelD  REG_MULTISZ  USBSTOR\Disk USB_DISK_2.0__PMAP USBST...
& scsi [a8] Compatiblel.. REG MULTI SZ  USBSTOR\Disk USBSTOR\RAW GenDisk
(21 STORAGE [#]ClassGUD  REGSZ {4d362967-£325-11ce-bfc1-08002be10318}
£ swo [28] Service REG_SZ disk
£ Use 28] Driver REG_SZ {4d366967-€325- 11ce-bfc1-08002belD3121\0003
(21 usesTOR [a8]mrig REG SZ @disk.inf, %genmanufacturer(Standard disk drives)
[a8] FriendllyName REG SZ USB DISK 2.0 USB Device
=) [# ConfigFlags ~ REG.DWORD ~ 0x00000000 (0)

{1 Disk&Ven_General&Prod_UDis)
(1 Disk&Ven_InnostorBiProd_Ext,_
(0 Disk&Ven_Mass&Prod_Storage
- (1 Disk8Ven_SamsungéProd_Flas
- Disk&\Ven_SanDisk&Prod_Cruz:
(] Disk&Ven_SanDisk8&Prod_Cruz:
(1 Disk&Ven_SanDisk&Prod_Extre
(2 Disk&Ven_TOSHIBA&Prod_Extc
+{1) Disk&Ven_TOSHIBA&Prod_Tra
(2 Disk&Ven_ WD&Prod_My_Pass) v

&

< >
5 Key Properties 0040 00 €4 00 65 00 73 00-€B 00 2E 00 €2 00 Gisk.dia
10 (€6 00 2C 00 25 00 &4 00-69 00 73 00 &B 00 pctdios ko
Last Written Time 110018 172712 UT | 56 |64 0y 65 00 76 00 €4 00-65 00 73 00 €3 00 evdesct
30|38 00 44 00 68 00 73 00~GB 00 20 00 &€ 00 Deivsk dr-
40/€9 00 76 00 65 00 00 00— vee
SYSTEM\C Enum\USBSTOR\DiskBiVen_&iProd USB DISK 2.08Rev PMAP\OOTGOEF2A43E5T18I0  Offset: D

Each of the subkeys below USBSTOR represents a Disk and Vendor / Model name.
Click on these, such as the WIBU Codemeter-Stick and note that each of the subkey
names are the drive identifiers for each device from that manufacturer.

AccessData Registry Viewer - [SYSTEM] - O X
File Edit Report View Window Help _ax
[oe | @
A [ Name Type Data
& usesTOR [8]DeviceDesc  REG_SZ @disk.inf, %disk_devdesc%Disk drive
" (2 DiskBiVen_&iProd_USE_DISK_2.08Rev_PMAP W Copatities  REGOWORD  0:00000000 (0
e - ¥ Add REG.DWORD  (x00000002 (2
512 Disk&Ven_General&Prod_UDisk&Rev_5.00 e - @
R [8]ContsinedD  REG_SZ {014§716e-210a-11ea-bbb2-74462002088)
-0 TR3a820574808 &0 []HardwareD  REGMULTISZ  USBSTOR\DiskGeneral_UDick, 5.00 USBSTOR...
1 DiskEWVen Innostor&iPrad Ext, HOD&Re, [a8] Compatiblel... REG_MULTISZ ~ USBSTOR\Disk USBSTOR\RAW GenDisk
(1 DiskBiVen_Mass&tProd_Storage_DeviceBiRev_1.00 [@]ciasscuD  REG_SZ {4d36e967-e325-11ce-bfc1-08002b€10318}
(21 DiskBVen_Samsung&Prod_Flash_Drive&Rev_1100 B service REG_SZ disk
-3 Disk&Ven_SanDisk&Prod_Cruzer&Rev. 127 [38]Driver REG_SZ {4d36e967-e325-11ce-bfc1-08002be103181\0011
(2 Disk&Ven SanDisk&Prod_Cruzer_Glide&Rev_1.00 [at] g REG_SZ @disk.inf, %genmanufacturer%;(Standard disk drives)
(2] Disk&Ven SanDisk&Prod_Extreme ProfRev_0 [a8]FriendlyName REG_SZ General UDisk USB Device
{2 DiskBVen_TOSHIBA®Prod_External_USB_3.08Rev_5438 [ ConfigFlags ~ REG_DWORD ~ 0:00000000 (0)
{2 DiskBVen_TOSHIBA&Prod_TransMemory&Rev_1.00
(22 DiskBiVen_WDBProd_My_Passport_25E1&Rev_1021
23 Other&Ven WD&Prod_SES Device&tRev_1021
(22 Hardware Profiles
.. Policies
[ Services
(22 Software
{3 DriverDatabase
{2 HardwareConfig
L3 Input
{1 Keyboard Layout v
O Key Properties 00|40 00 €4 00 €% 00 73 00-6B 00 2E 00 €% 00 6E 00|@ d-i-s-k-.-in
. 10|66 00 2C 00 25 00 64 00-69 00 73 00 €B 00 SF 00 (f-,-%-d-i-s-k-_
Last wiritten Time 12/17/2019 21:53:23 UTC 20 (€4 00 €5 00 76 00 &4 00-g5 00 73 00 €3 00 25 00 |d-e-v-d-e-5-C'%
30 |3B 00 44 00 €% 00 73 00-6B 00 20 00 €4 00 72 00|; D-i-s-k dr
40|€9 00 76 00 &5 00 00 00- v -e
SYSTEM\ControlSet00T\Enum\USBSTOR\ Disk&Ven_General&Prod_UDiskBiRev_5.00\781 1alec1b&08_&0 Offset: 0

There are many other Property subkeys associated with devices that contain this
information including but not limited to:

. IDE

. PCI

SCSI

STORAGE

USB

USBSTOR

0 oo o

™



g. WPDBUSENUM (In the SWD subkey in Windows 10)
{20 {5d624F94-8850-403-a3fa-adfd2080baf3}
f-23 ACPI

m-Z0 ACPI_HAL

a0 DISPLAY

w23 HDAUDIO

&3 HID

a1 HTREE

w-23 PCI

-3 PCIDE

-3 ROOT

a3 SCSI

w20 STORAGE

B-E3 SWD

w20 USB

-] USBSTOR

Move up to the USB subkey above the USBSTOR.

AccessData Registry Viewer - [SYSTEM] - m] X
File Edit Report View Window Help & x
F2BwEREE| R 2

{3 use ~ | Name Type Data "

(21 ROOT_HUB2D

(L1 ROOT_HUB3D

{23 VID_0000&PID_0002

{2 VID_03F0&:PID_DB44

(1 VID_03FO&PID_DB4ABMI_00
(3 VID_03FO&PID_D64A8MI_01

@Nsﬁparentlm REG_DWORD 000000002 (2)
@{Ne}dparentlm REG_DWORD OxD0000001 (1)
@Nmparentlm REG_DWORD 0x00000001 (1)
@{Nmparentlm REG_DWORD 0x00000002 (2)
@-:Nadparentl REG_DWORD 0x00000002 (2)

(3 VID_03FO&PID 0B4A (2% NextParentl.. REG_DWORD 0%D000DDDT (1)
(3 VID_0a24zpID 2512 [# NedParentl.. REGDWORD — 0<D0000001 (1)
(21 VID_04208:PID_A202 [# NedParentl.. REGDWORD  0<D0000001 (1)
{23 VID_0SATGPID_40FE [# NexParentl.. REGDWORD 000000001 (1)
(1 VID_0SAC&PID_12A8 [3# NextParentl... REG_DWORD 000000001 (1)
{23 VID_0SAC&PID_12A88:MI_D0 [3# NextParentl... REG_DWORD 0xD0D00DD01 (1)
{21 VID_0781&PID_5530 [3# NextParentl... REG_DWORD 000000001 (1)
{12 VID_0781&PID_5575 @{Naﬂjarentl REG_DWORD 0x00000001 (1)
{10 VID_0781&PID_55628 [2# NextParentl.. REG_DWORD 000000001 (1)
{23 VID_030C&PID_1000 28 NetParentl.. REG_DWORD 000000001 (1)
{3 VID_0930&:PID_6544 [2¥ NedtParentl.. REG_DWORD 0xD000000T (1)

{3 VID_0BDAGPID_8179 [ NextParentl.. REG_DWORD — 0x00000001 (1)
(0 Vid_OEOF&Pid_0001 [ NextParentl.. REG_DWORD  0:x00000002 (2)
(3 vip_1058&PID_25E1 [@ NextParentl.. REG_DWORD  0xD00000O1 (1)
& VID_13FERPID_4200 [@ NedParentl.. REG_DWORD  0x00000001 (1)

g ::g-l‘;g?;ﬁg-ﬂgﬁ [3 NetParentl.. REGDWORD  0x00000001 (1)

B wescunnon o | S, oior oo .
H Key Properties of02 oo 0o o0
Last Written Time 1/9/2020 21:30:30 UTC
SYSTEM\ContrelSet001\Enum Offset: 0

Each of the subkeys here represent devices inserted into the system, not just storage units.
Each has an identifier called a VID/PID or Vendor ID and Product ID. Each half of the
VID/PID ID uses a four hexadecimal character set to identify the device. For example,
the VID 413C&PID 8161 identifies a Dell Computer Corp. device (413C) that is an
integrated keyboard (8161).

Navigate to:



SYSTEM\ControlSet001\Services\W32Time

AccessData Registry Viewer - [SYSTEM]
File Edit Report View Window Help
F| HgBw > FEE R ?

- & x

3 VMnetBridge
{23 VMnetDHCP
.20 VMnetuserif
{2 vmusb
{2 VMUSBArbService
{3 VMware
{23 VMware NAT Service
.20 VMwareHostd
{3 vt
(2 volmgr
3 volmgn
3 volsnap
{1 volume
(2 vpci
3 vemraid
{23 vsock
{23 vsockDIl
{20 vsockSys
£avss
{23 vstor2-mntapi20-shared
{3 VSTXRAID
{23 vwifibus.
(23 vwififlt
(20 vwifimp
=]

Mame Type
[aB)Description  REG_SZ

(3] DisplayName  REG_SZ

B ErrorControl  REG_DWORD
FailureActions REG_BINARY
[3B]ImagePath  REG_EXPAND SZ
[aB) ObjectName  REG_SZ

[35] RequiredPriv... REG_MULTI_SZ
8 ServiceSidTy... REG_DWORD
tart REG_DWORD
B Type REG_DWORD

Data
@%SystemRootH\system32w32time.dll-201
@%SystemRoot % systen32iw32time.dl,-200
0x00000001 (1)

80 5101 00 0D 00 DO 00 00 00 G0 00 03 00 00 00 1400 0...
%SystemRoot%\system3Z\svchost.exe -k LocalService
NT AUTHORITY\LocalService

SeAuditPrivilege SeChangeNotifyPrivilege SeCreateG...
0x00000001 (1)

000000003 (3)

0x00000020 (32)

E Key Properties
Last Written Time

SYSTEM\ControlSet001\Services\W32Time

6/10/2018 22:45:25 UTC

53 00 75 00-73 00
&F 00 74 00-25 00
€5 00 €D 00-33 00
74 00 €5 00-6D 00
2C 00 2D 00-32 00

Offset: 0

00 €D 00 @%-5-y-s-cem
00 79 00|R-0-0-T-%-\ -5y
00 77 00(st-em3-2\ W
00 64 00(3-2-t-im-e-.-d
00 00 00(1-1-, ---2-0-1

This service tracks the automatic updating of the local machines time clock to an Internet

time clock. Checking the Parameters subkey will display a value of Type. If the Type
value data is NTP, the system is autosynching to the Internet. If it is not synching, it will

say NoSync. The NtpServer value will show which time clock the system is using.

AccessData Registry Viewer - [SYSTEM]
File Edit Report View Window Help
F gBm= = | Om 5| R

- 8 X

L2 Vhware NAT Service
{3 VMwareHostd
3 vmus6
{23 volmgr
{3 volmgne
{3 volsnap
{3 volume
{3 vpci
{3 vsmraid
{3 vsock
{3 veockDIl
(3 vsockSys
£avss
Ea wstor2-mntapi20-shared
{11 VSTXRAID
{21 vwifibus
A2 wwififit
A2 wwifimp
A2 W32Time
(20 Config
B
-2 SecureTimeLimits
{23 Security
-2 TimeProviders
(2 Triggerlnfe

E Key Properties
Last Written Time

SYSTEM\ControlSetD01\Services\W32Time\Parameters

6/10/2018 22:48:16 UTC

A | Name Type Data
[aB] NtpServer REG 57 timewindows.com, 09
@Ser\nceDll REG_EXPAND_SZ esysternroot¥e\systemn32iwi2time.dil
@] ServiceDIlUn... REG_DWORD 0x00000001 (1)
[aB]serviceMain  REG_SZ SvchostEntry_W22Time
3] Type REG_S7 NTSDS
v
00|74 00 &9 00 €D 00 €5 00-2E 00 77 00 €9 00 6E 00 |t-i-m-e-.-w-i-n-
10|64 00 €F 00 77 00 73 00-2E 00 €3 00 6F 00 €D 00 |d-0-W-3-.-C-0m-
20|2C 00 30 00 73 00 3% 00-00 00 ,0x-8

Offset: 0




