Unvalidated Parameters W/WebGoat
You will use the following Virtual Machine (VM) and application in this lab:

e Windows Server 2012 VM

e  WebGoat application from OWASP

e Burp Suite Community Edition from PORTSWIGGER
e Web Browser (Firefox)

Before we proceed you will need to download and setup the lab environment on your
Windows Server 2012 VM.

Step 1

Log in to your Administrator account on your windows server 2012 VM. Use your
administrator account credential from your previous lab. If you followed setup according to
previous lab setup the following login credential will work.

User: Administrator

Password: Adminl23

Administrator

Admini123

Em Windows Server2012

Minimize Windows Server manager dashboard. we will use it late to disable windows IIS
web server. Open internet explorer and follow the steps to download and setup applications.



Download mozilla firefox web browser for convenience. Enter the following URL on your
internet explorer and download the setup file and install firefox on your VM.

URL: https://www.mozilla.org/firefox

) Home | [} Windows Server 2012 ‘

Home

@‘Q https;//www.mozilla.org/en-US/firefox/ £ ~ @ Mozilla Corporation... B & HQT“ new, fast brows. ‘ ‘

E moz://a Pocket Internet Health Technology AboutUs Get Involved
9 Mobile Extensions Support Blog

Q The new Firefox

Meet Firefox Quantum.
Fast for good. [ v ®

’ il
Download now L —
= ——

Do you want to run or save Firefox Installer.exe (306 KB) from stubdownloader.cdn.mozilla.net? G’Run the firefox installer.exe

Firefox Privacy Notice

4! This type of file could harm your computer. Run Save | 7 Cancel

Open your firefox web browser and download few more applications to setup your lab
environment.

Visit WebGoat official web site and download WebGoat-OWASP_Standard-5.2.
URL : https://www.owasp.org/

@ owasp X | +
&« c o @ @ https;//www.owasp.org/index.php/Main_Page
Welcome to OWASP » Proactiv
the free and open software security e .
H . Controlse&?
ome community e Dependen .
ZAP
About OWASP ¢y Check® =
Acknowledgements Proxye
Advertising e Cheat
AppSec Events Donate Sheets&
Books

Brand Resources
Chapters

Donate to OWASP  Click on Downoads and follow the Steps

[Downeass | <=

About - Searching - Editing - New Article - OWASP Categories . CONTACT-USE

Funding Every vibrant technology marketplace needs an unbiased source of information on best practices as well as


https://www.mozilla.org/firefox
https://www.owasp.org/

Category Discussion Read View source View history |>earch L

Category:OWASP Download @ Hep

The OWASP Download category should be used to mark any page that has a significant download available. The download should be clearly marked and described
near the top of the page. Our old download center is located at SourceForge . [Many of our documents and tools are still available there.
1 Click on the Link

Redirect to sourceforge.net. Sourceforge is a centralized web-based service that offers software
developer a online platform to control and manage free and open-source software project.

<> OWASP Source Code Center - = X

‘\(—' - G @ | (@ & https://sourceforge.net/projects/owasp/files/
SO U RC E FORG E Articles Cloud Storage Business VoIP Intern

Home

Name & Modified & Size & Downloads / Week ¥
[AsSVS 2013-08-22 9]
[IWebGoat |3 setect the folder. 2008-07-12 122

[JPantera 2008-05-29 176 e

Home /WebGoat
NET Modified o Size 9 Downloads / Week %

1 Parent folder

[WebGoat 5.2 |< 7 Select the Folder 2008-07-12 90 hal

[WebGoat 5.1 2008-01-19 s ]

<> OWASP Source Code Center - = X

‘\@‘ - ¢ @® | @ @& https;//sourceforge.net/projects/owasp/files/WebGoat/WebGoat 5.2/

SO U RC E FO RG E Articles Cloud Storage Business VolP Interr

Home / WebGoat / WebGoat 5.2

Name o Modified & Size ¥ Downloads / Week &

3 Parent folder

‘WebGoat—OWASPfStandard—5.2.zip ‘<:' Download the zip file 2008-07-12 87.1MB 61 wml @
WebGoat-5.2.war 2008-07-12 37.3MB 9] @
WebGoat-OWASP_Developer-5.2.zip 2008-07-12 305.0 MB 18 ] @
readme-5.2.txt 2008-07-12 7.8kB 2] @



You have chosen to open:

|1 WebGoat-OWASP_Standard-5.2.zip
which is: Compressed (zipped) Folder (83.0 MB)

from: https://astuteinternet.dl.sourceforge.net

What should Firefox do with this file?

() Open with
©§§ave File

Windows Explorer (default) A

[ | Do this automatically for files like this from now on.

| oK |‘ Cancel |

I
Vo O Y Lo

-
oy

After complete downolad click on folder icon on your fluti
firefox downlaod tab to locate your download directory. M=

?source=typ_redirect

WebGoat-OWASP_Standard-5.2.zip

Browse ij
Completed — 83.0 MB

Ernet Speed Test

Show All Downloads

Right click WebGoat-OWASP_Standard-5.2.zip file and click Extract all.

|k » Administrator » Downloads »

[

Name Date modified Type Size
Li-, WepGoat-OWASP Standard-52 ~ 4/17/2018 3:37 PM  Compressed (zipp... 85,029 KB‘
is Open
aces Open in new window
Pin to Start
Extract All...
ts Open with...
Share with
Restore previous versions
Send to
Select a Destination and Extract Files
Files will be extracted to this folder:
[C:\Users\Administrator\Downloads\WebGoat-OWASP_Standard-5.2| Browse...
Show extracted files when complete
Click Extract IZ>
| » Administrator » Downloads » WebGoat-OWASP_Standard-5.2 » v
FY
MName Date modified Type Size
l. WebGoat-5.2 411772018 347 PM File folder



By default, the file is extracted inside the same download folder you can make change to your
extract directory according to preference.

Extracted location: C:\Users\Administrator\Downloads\WebGoat-OWASP_Standard-
5.2\WebGoat-5.2

Home Share View

@ A | I » Administrator » Downloads » v ¢ |
-
4 . Favorites Name Date modified Type Size
B Desktop | WebGoat-OWASP_Standard-5.2 4/17/2018 3:47 PM  File folder
I Downloads 1 WebGoat-OWASP_Standard-5.2 4/17/2018 3:37 PM  Compressed (zipp... 85,029 KB

== Recent places

The extracted folder contains tomcat webserver, java files and .bat windows executable file.

Home Share View

@ A | | » Administrator » Downloads » WebGoat-OWASP_Standard-5.2 » WebGoat-5.2 » v O| | Searc
L Favorites Name |'| Date modified Type Size
B Desktop ). java 4/17/2018 347 PM  File folder
I3 Downloads | tomcat 4/17/2018 3:48 PM File folder
<» Recent places readme.txt 4/17/2018 3:47PM  Text Document 3 KB
~.| webgoat.bat 4/17/2018 3:47PM  Windows Batch File 1KB
-~ Libraries webgoatsh 4/17/2018 3:47 PM SH File 2KB
< ] wel goat_ .bat [17/ 3:47 PM Windows Batch File
Documents | web 8080.b 4/17/2018 3:47PM  Windows Batch 1KB
LI -
Step 2

We need to download java to run the WebGoat application. You can download java from java
official website. Enter the following URL on your web browser and follow the steps to install
java on your Windows Server 2012 VM

URL: https://java.com/

(© @& Oracle Corporation (US) | https://java.com/en/ . @ o

IMPORTANT INFORMATION REGARDING THE SECURITY OF JAVA SE

Download Help

JAVA+YOU,
DOWNLOAD
TODAY!

Free Java Download <3
Click on the Free Java Download Button

and Run the executable Java setup file.

pr——


https://java.com/

Download Help

Ly ez e Download Java for Windows
Sl Ll Recommended Version 8 Update 171 (filesize: 1.79 MB)
» Remove Older Versions Release date April 17, 2018

» Disable Java

» Error Messages

» Troubleshoot Java

» Other Hel A, Downloading and installing Java will only work in Desktop mode on Windows 8 and Windows 8.1.

See the Java on Windows 8 FAQ for more detailed information.
Offline Installation

Trouble downloading?

Try the offline installer

A, We have detected you are using Firefox which might be unable to use the Java plugin from this
browser. Starting with Firefox \ersion 52 (scheduled for March 2017), Firefox has removed support
for the standard way in which browsers support plugins. More info

Agree and download your |:> Agree and Start Free
ja‘-a nstallation Semp file.

. n8 jsp E' v
Opening jxpiinstall.exe - Clieldto view Downloads
You have chosen to open: B' Jxpiinstall.exe Click on folder to view your |::> -
i jxpiinstall.exe —— Completed — 1.8 MB download file. )

which is: Binary File (1.8 MB) e
from: https;//sdlc-esd.oracle.com WebGoat-OWASP_Standard-5.2.zip

Save the jxpiistall.exe i Completed — 83.0 MB

P

Would you like to save this file?

Save File | | Cancel |

1 (files Show All Downloads

Run the java setup file after complete download.

-

Name Date modified Type Size
1. Double Click on .exe file to begin the java setup
| WebGoat-OWASP_Standard-5.2 4/17/2018 347 PM File folder
| =] jxpiinstall.exe |<}:I 4/17/2018 407 PM  Application 1,838 KB
1 WebGoat-OWA - - : - : .5‘029 KB
Open File - Security Warning

Do you want to run this file?

. 1 Mame: C\Users\Administrator\Downloads\jxpiinstall.exe

Publisher: Oracle America, Inc.

Type: Application

From: C\Users\Administrator\Downloads\jxpiinstall.exe

2. Click on Run -~
to execute the
setup process.

Always ask before opening this file

Run ‘ ‘ Cancel




Click on Install and it will take a while download and complete the java setup on you Windows
Server 2012 VM. Make sure you need to restart your Web Browser after successfully completing

a java setup.

Java Setup - Welcome -

Welcome to Java

Java provides access to a world of amazing content. From business solutions
to helpful utilities and entertainment, Java makes your Internet experience
come to life.

Note: No personal information is gathered as part of our install process. Click
here for more information on what we do collect.

Click Install to accept the license agreement and install Java now.

[[] Change destination folder Cancel | [ Install =

Step 3

We need to install Burp Suite on our windows server 2012 VM. Open your web browser and
enter the following URL to download Burp Suite free community edition.

URL: https://portswigger.net/burp/communitydownload

IE Download Burp Suite Commur X |+ — |0
e XY oo o communiydouniond Y n o =
ME PORTSWIGGER
WEB SECURITY

Latest Stable

Released 28 March 2018 |

Download

Download for Windows (64-bit)

Download plain JAR file

Download Burp Suite'Community Edition

GetBurp | Support | About | =

Useful Links
Older versions >

Getting Started >»
Release Notes >

You are downloading Burp Suite Community Edition.
Usage of this software is subject to the


https://portswigger.net/burp/communitydownload

You have chosen to open:

[\ burpsuite_community windows-x64 v1_7_33.exe

which is: Binary File (90.0 MB)
from: https://portswigger.net

Would you like to save this file?

Save the setup file — > ‘ Save File |

W "ae u ﬁ ‘ l Cllck on :D' * III\

Download Tab

Completed — 90.0 MB

view vour downloaded

E burpsuite_community_windows-x64_v1_7_33.exe = .

2. Click on Folder to 10"

Show All Downloads file.
—
—
- = 1 - rr T s -_—
Share View Manage
“'. » Computer » Local Disk (C:) » Users » Administrator » Downloads w (_',‘ | Search Di
Size

Name ; pouble Click on burpsuit_commit}'_\\fiﬂaﬁwmfj?g_'f _____ ex@@é@up
file and follow the setup instruction.

| WebGoat-OWASP_Standard-5.2 <& 4/17/2018 347 PM  File folder
Is burpsuite_community_windows-x64_v1_7_33...| 4/17/2018 4:30 PM Application
ices |2 jxpiinstall.exe

1 WebGoat-OWASP Standa

Do you want to run this file?

92,201 KB

Name: ..s\burpsuite_community_windows-x64_v1_7_33.exe

Publisher: PortSwigger Ltd
Type: Application

From: Ch\Users\Administrator\Downloads\burpsuite_com...

2. Select Run to start the setup —> Run

‘ Cancel

Always ask before opening this file

Follow the setup instruction and use the default setting don’t make changes. After installation,
you can access the application from your windows server startup screen or application shortcut

from Desktop.



Exercise 1 Parameter Tampering

In this lab, we will use the WebGoat application form OWASP to do perform some attack on
web application. It is good learning environment and allows us to exploit a number of different
web application specific vulnerabilities.

Webgoat runs as a webserver. In order to start it up, you must first stop the IIS Webserver. To do
so we can access our Server Manager Dashboard from our windows startup screen. Press
Windows key E then select Server Manager from the start menu.

.. .
Administrator P9

Select IIS service tab from you server manager dashboard on you left and scroll down to services
list and find world wide web publishing service inside the list. You need to check the status of
the service and if it is running you need to stop the service. To do so you need to select the world
wide web publishing service, right click on it and select stop services. It might take few minutes
wait until the status is updated with stopped sign.

@1 F

Manage Tools View H

@ > Server Manager * IIS

128 Dashboard

B Local Server

DHCP .
! SERVICES | <= 2 Find Services inside IIS Tzb.
&= DNS All services | 3 total TASKS ¥
W File and Storage Services > = . =
. 2 Fiter P @~ @~ G
[CRIN
T\ NAP Server Ngme Display Name Service Name  Status Start Type
WIN-J98QEPOG2JF World Wide Web Publishing Service W3SVC Running
WIN-J98QEPOG2JF Application Host Helper Service AppHostSvc  Running ‘IM 3. Righ Click on World Wide Web Publising
WIN-JO8QEPOG2JF  Windows Process Activation Service WAS Running - Service and selcet Stop
Restart Services
Pause Services
Copy
SERVICES

All services | 3 total

TASKS =

Filter

FS
Server Name

ko)
(i)
i)
4
(T
4

Display Name Service Name Status

Start Type

WIN-J98QEPOG2JF  World Wide Web Publishing Service W3SVC

Stopped Automatic

Start up the Webgoat by opening the Webgoat-5.4 extracted folder on your Windows Server
2012 VM. In our case the Webgoat-5.4 is extracted inside our administrator download folder.



Navigate inside the extracted folder and double click on the WebGoat.bat (Don’t use the
WebGoat 8080.bat file). By default, a file extension is hidden we can enable from folder view
menu. Click on the view menu inside the folder and check File Name Extensions on top right
menu options.

| W= Application Tools : WebGoat-5.2 . -8 -
Seleet View form top menu bar and cheek File name Extensions to
. . . .
“ Home  share Manage view File extension el
Preview pane @[ Txira large icons = Large icons aa Medium icons I [ ]GTUUP by ~ [ ttem check boxes H Y =
J | Details pane =4 Small icons List Details D Add columns ~ File name extensions )
Navigation | == - Sort ., Hide selected Options
pane - Tiles = Content T by Size all columns to fit [ ] Hidden items P o
¢ Downloads tomcat 4/17/2018 3:48 PN
<» Recent places readme.txt 4117, 8
webgoat.bat ‘ 4/17, e 1
Libraries 1/17 2
webgoat.sh ﬂ' . ~ 41 2
o Double click on file to Rui
ocuments .| webgoat_8080.bat 4 e 1
4. Music

. Pictures
You should see a status windows appear and Apache/Tomcat running:
Now, minimize this window.

Do not close this windows during the lab, as it will stop the Apache service as well as
WebGoat!

| & | Tomcat - |8 -

INFO: Initialization processed in 2329 ms

Apr 18, 2018 2:32:03 PM org.apache.catalina.core.StandardService start

INFO: Starting service Catalina

Apr 18, 2018 2:32:03 PM org.apache.catalina.core.StandardEngine start

INFO: Starting Servlet Engine: Apache Tomcat/5.5.4

Apr 18, 2018 2:32:03 PM org.apache.catalina.core.StandardHost start

INFO: XML validation disabled

Apr 18, 2018 2:32:04 PM org.apache.catalina.startup.HostConfig deploylAR

INFO: Deploying web application archive WebGoat.war

Apr 18, 2018 2:32:05 PM org.apache.catalina.core.ApplicationContext log

INFO: org.apache.webapp.balancer.BalancerFilter: init(): ruleChain: [org.apache.

webapp.balancer .RuleChain: [org.apache.webapp.balancer.rules.URLStringMatchRule:
Target string: MNews / Redirect URL: http://www.cnn.com], [org.apache.webapp.bal

ancer.rules.RequestParameterRule: Target param name: paramName / Target param va
lue: paramUalue / Redirect URL: http://www.yahoo.com], [org.apache.webapp.balanc

er.rules.AcceptEverythingRule: Redirect URL: http://jakarta.apache.org]]

Apr 18, 2018 2:32:05 PM org.apache.coyote.httpl1.Httpl11Protocol start

INFO: Starting Coyote HTTP/1.1 on http-127.0.0.1-80

Apr 18, 2018 2:32:05 PM org.apache.coyote.httpl1.Http11Protocol start

INFO: Starting Coyote HTTP/1.1 on http-127.0.0.1-443

Apr 18, 2018 2:32:05 PM org.apache. jk.common.ChannelSocket init

INFO: JK2: ajp13 listening on /127.0.0.1:8009

Apr 18, 2018 2:32:05 PM org.apache. jk.server.JkMain start

INFO: Jk running ID=0 time=0/44% config=null

Apr 18, 2018 2:32:05 PM org.apache.catalina.startup.Catalina start

INFO: Server startup in 2212 ms




After it starts, open firefox inside your Windows Server 2012 server, and navigate to.

http://localhost/WebGoat/attack

Make sure the W and G on webgoat is capital.
You will next be prompted with a login. Log in with account:
Username: guest

Password: guest

G Home ‘ [} Windows Server 2012 ‘
* New Tab X ‘ o — |3
X @ Q, localhost/WebGoat/attack N @
= ~
@ %

Q_ search the Web -
£ Try Firefox with the bookmarks, history and passwords from another browser. No Thanks Import Now
a8 TOPSI Authentication Required
‘ 0 http://localhost is requesting your username and password. The site says: “WebGoat Application”

| User Name: |guest ‘

e Wendomssan Password: | 0.00.‘ ‘

localh (e ook

Webgoat welcome interface.

WebGoat V5.2 X ‘ +

<« ¢ @ localhost/WebGoat/attack B - 9

OWASP WebGoat V52 |

Thank you for using WebGoat! This program is a demonstration of common web application flaws. The
exercises are intended to provide hands on experience with application penetration testing techniques.

The WebGoat project is lead by Bruce Mayhew. Please send all comments to Bruce at
WebGoat@owasp.org

Thanks to () OQUNCE LABS for supporting Bruce on the WebGoat Project.

@OWASP __ aseecr i
Applicatron Security Specialists

WebGoat Design Team Lesson Contributers
Bruce Mayhew Aspect Security
David Anderson Sherif Koussa
Rogan Dawes Romain Brechet

Laurence Casey (Graphics)

Special Thanks fer V5.2 Deocumentatien Contributers
Reto Lippuner Sherif Koussa
Marcel Wirth Aung Khant

(http://yehg.org/)
Erwin Geirnaert
To all who have sent comments (http:/fwww zionsecurity com/)

Start WebGoat



http://localhost/WebGoat/attack

Most of these exercises will be done with Burp Suite, a full feature web proxy. Start burp from
you windows server 2012 VM desktop or starup screen. The startup screen prompt you with an
option to create or open an existing project. We will select a default option and continue with
temporary project and select next and click start Burp on next window with the default option. It
will take few minutes to load the dashboard.

> 5 B

Windows Burp Suite
Server Manager PowerShell Firefox Community...

(
= >
P

Check For
Computer Task Manager Updates About Java

= e

Control Panel Internet Explorer Configure Java

[ | Burp Suite Community Edition v1.7.33 | =B X

:_ Welcome to Burp Suite Community Edition. Use the options below to create or open a project l SUl | E
COMMUNITY EDITION
@ Temporary project | <1 1. Default Option

Name File

2. Click Next

L

{ Cance' |



Select the configuration that you would like to lcad for this project.

<3 1. Select Default

BURPSUITE

COMMUNITY EDITION

) Use options saved with project

() Load from configuration file File

File:

] Default to the above in future
|_| Disable extensions

l | Choose file...

2. Click Start

_concet | [ meet | | sunewe |

Burp Suit dashboard.

Burp Intuder Repeater Window Help

| Gl e o [ sowr ot | et | e | pcrse | conpre | e | Pt st o s | e

™=

Filter: Hiding not found items; hiding CSS, image and general binary content, hiding 4x responses; hiding empty folders

\

Paar |t

Length | MIMEtype | Title Comment | Time requ

e

Y

>
v

@ [3 B E] Type a search tem

l 0 matches

We now need to configure Firefox to route all web traffic the Burp suite. This can be done by
selecting the menu button on the top right corner of your Firefox browser and select options.




B - 9% N @ =-<71.Click on Memu
s Sign in to Sync
E‘i— New Window Ctrl+N
O New Private Window Ctrl+Shift+P
a Restore Previous Session
Zoom - 100% + &
Edit X B @
I\ Library >
2 Add-ons Ctrl+Shift+A
<3 2. Select Options
,./ Customize...

Inside General scroll down to the bottom for Network Proxy options and click on settings.

-ﬁ- General

Performance

Q Search
v Use recommended performance settings Learn more

a Privacy & Security These settings are tailored to your computer's hardware and operating system.

s Firefox Account Browsing

v Use autoscrolling
v Use smooth scrolling
v Show a touch keyboard when necessary
Always use the cursor keys to navigate within pages

Search for text when you start typing

Network Proxy

@ Firefox Support Configure how Firefox connects to the Internet Click on Settings > Settings...

Use the following settings as shown on the screenshot. Select Manual proxy configuration use
localhost as HTTP proxy with port number 8080 select Sock v5 and click ok to apply the setting
and close the options tab.



Connection Settings X

Configure Proxies to Access the Internet
No proxy

Auto-detect proxy settings for this network

Use system proxy settings

® éManuaI proxy configuration <71. Select Manual Proxy Configuation sl p(j{tLSOSO
HTTP Proxy | localhost | <A 2. use localhost for HTTP proxy Port 8080 -

Use this proxy server for all protocols

SSL Proxy Port 0
FTP Proxy Port 0~
SOCKS Host Port o

SOCKSv4 | @ SOCKSy5 |<74. Select Socks v5

No Proxy for

5. Click on Ok to Apply the settings oK Cancel Help

If you have set this up correctly, you can now click on the Start WebGoat button on the page
open inside Firefox, and the POST request to the webserver form your Firefox browser should
be captured by the Burp Suit as show (notice the intercept on button is in use):

' owasPwebGoatvs.z ||

Thank you for using WebGoat! This program is a demonstration of common web application flaws. The
exercises are intended to provide hands on experience with application penetration testing techniques.

The WebGoat project is lead by Bruce Mayhew. Please send all comments to Bruce at
WebGoat@owasp.org.

Thanks to ([) QUINCE |LABS for supporting Bruce on the WebGoat Project.

.
OWASP ASPECT
The Open Web Application Sccurity Project
Appiication Security Speciaists
WebGoat Design Team Lesson Contributers
Bruce Mayhew Aspect Security
David Anderson Sherif Koussa
Rogan Dawes Romain Brechet
Laurence Casey (Graphics)
Special Thanks for V5.2 Documentation Contributers
Reto Lippuner Sherif Koussa
Marcel Wirth Aung Khant
(http:/fyehg.org/)
Erwin Geirnaert
To all who have sent comments (http:/fwww zionsecurity com/)
Start WebGoat | <= Click Start
WebGoat to POST

Request



| § 1.8elect Proxy Tab Burp Suite Community Edition v1.7.33 - Temporary Project

Burp Intrud‘gf—LRepeatef Window Help

[ Target l Proxy ] Spider T Scanner I Intrud T Repeat T Seq T Decoder I Comparer T Extender T Project options T User options IAIans ]

J| ipteseept [| HTTP nistory T WebSockets history T Options ]

L2 Select Interces]gt
uJ Request to hitp://localhost:80 [127.0.0.1]

[ Forward | [ Drop | | Interceptis on Action |
Raw | Params | Hesders | Hex GB. Notice the Intercept is selected

PO3T /WebGoat/attack HTTP/1.1
Host: leocalhest - §
Usex-Agent: Mosilla/5.0 (Windows NT £.2; WOWE4; rv:58.0) Gecko/20100101 Firefox/58.0 < 4. POST Request from WebGoat
Accept: text/html,application/xhtml+xml,appl ication/xml ;q=0.8,% *,;g=0.8
Accept-Language: en-Ud,en ; q=0.5

Accept-Encoding: gmip, deflate

Referexz: http://localhest/WebGoat/ attack
Content-Type: application/x-www-form-urlencoded
Content-Length: 19

Cookie: JSESSIONID=FF04AG3405251451DFDABFCSZE6ZDD3FE
Authorisation: Basic ZIV1c2QEZIWlc2Q=

Connection: cleose

Upgzade=-Insecuze-Reguests: 1

start=SvarttWebGoat

Click the Forward button as shown in the above screenshot to allow the request through the
burp suit proxy.

Optionally, you can click on the Intercept On button in the Burp Suit to disable the holding of
requests. This will allow all requests to flow through the brup suite proxy uninterrupted. After
clicking on forward button, switch back to your Firefox and see a Webgoat Home page with
different Options on Left panel.

Logout 2

How to work with WebGoat

OWASP WebGoat V5.2

Introduction

General <::| Solution VideosHow To Work With WebGoat Restart this Lesson
Access Control Flaws Option Menu _ ]

AJAX Security Welcome to a short introduction to WebGoat.

Authentication Elaws Here you will learn how to use WebGoat and additional tools for the lessons.

Buffer Overflows

Code Qualit . .

Concu?renc: Environment Information

Cross-Site Scripting (XSS) . .

Denial of Service WebGoat uses the Apache Tomcat server. It is configured to run on localhost although this can be
Improper Error Handling easily changed. This configuration is for single user, additional users can be added in the tomcat-
Injection Flaws users.xml file. If you want to use WebGoat in a laboratory or in class you might need to change this
Insecure Communication setup. Please refer to the Tomcat Configuration in the Introduction section.

Insecure Configuration

Insecure Storage The WebGoat Interface

Parameter Tampering

Session Management Flaws

Web Services

Admin Functions

Challenge

senera Restart this Lesson



Step 1

Go to the WebGoat application in your browser. Click on the Parameter Tampering link on the
menu on the left, and select Exploit Hidden Fields as shown:

How to work with WebGoat

OWASP WebGoat V5.2

Introduction

General Solution VideosHow To Work With WebGoat Restart this Lesson
Access Control Flaws . .
AJAX Security Welcome to a short introduction to WebGoat.

Authentication Flaws Here you will learn how to use WebGoat and additional tools for the lessons.

Buffer Overflows

gﬁﬂﬁu?rﬂg Environment Information

Cross-Site Scripting (XSS) . .

Denial of Service WebGoat uses the Apache Tomcat server. It is configured to run on localhost although this can be
Improper Error Handling easily changed. This configuration is for single user, additional users can be added in the tomcat-
Injection Flaws users.xml file. If you want to use WebGoat in a laboratory or in class you might need to change this
Insecure Communication setup. Please refer to the Tomcat Configuration in the Introduction section.

Insecure Configuration

Insecure Storage . The WebGoat Interface

1. Click on parameter Tampering
Exploit Hidden Fields < 2. Select Expl

Exploit Unchecked Email Hidden Fields

Bypass Client Side JavaScript
Validation

Session Management Flaws
Web Services

Admin Functions S
Challenge anars Restart this Lesson

This page simulates a shopping cart feature on a website.

Purchase the TV normally to see how it work (it shows an amount charged to credit card of
2999)

Exploit Hidden Fields

Solution VideosTry to purchase the HDTV for less than the purchase price, if Restart this Lesson
you have not done so already.

Shopping Cart

Shopping Cart Items -- To Buy Now Price: Quantity: Total
56 inch HDTV {model KTW-551) 2999.99 |1 | $2999.99
The total charged to your credit card: $2099.99 | Update Cart | | Purchase ‘

ASPECT

Appircatian Secarlly Specalists

OWASP Foundation | Project WebGoat | Report Bug



POST request captured on Burp Suite for the request Exploit Hidden Field page.

[Tﬂg&tTPramTSpidﬂTSeﬂnnﬂT'“‘ TT‘ t T"‘

T Decoder TCDmpW I Extender T Project options T User options TAIH‘B ]

_[ Intercept T HTTP history T WebSockets history T Options ]

_’i Request to hitp://localhost:80 [127.0.0.1]

|  Fowa | | Drop J [ Interceptison | Action |

(o e oo L e

GET /WebGoat/ atvack?3creen=52&menu=1£00 HTTP/1.1
Host: localhost

User-Agent: Mosilla/5.0 (Windows NT £.2; WOWE4L; rv:59.0) Gecko/Z01l00101 Firefox/59.0
Accept: text/html,appl icatvion/xhtmltxml , application/xml ;q=0.5,% *;q=0.8

Accept-Language: en-U3,en;gq=0.5

Accept-Encoding: gsip, deflate

Beferer: htep://localhost/WebGoat/ attack

Cookie: JSESSIONID=FF04AS34052B14S1DFDABFCSZEZDDIFS
Authorisavion: Basic ZIV1cIQEZIV1cI(=

Connection: close

Upgrade-Insecure-Requests: 1

Now, we want to enable Burp Suite to capture requests. Click the Intercept Off button in burp
suite if it is set to Intercept Off. If it already shows Intercept On, do not click it.

J Intercept T HTTP history T WebSockets history T Options ]

Click on Intercept off to enable Intercept

Forward Drop Intercept is off

Raw Params Headers Hex

_[ Intercept T HTTP history T WebSockets history T Opticns

]

Intetercept Mode On

Forward Drop Intercept is on

Raw Psarams Headers Hex

Action

Now, go back to the WebGoat application and click the purchase Button.

Solution VideosTry to purchase the HDTV for less than the purchase price, if Restart this Lesson

you have not done so already.

Shopping Cart

Shopping Cart Items -- To Buy Now Price: Quantity: Total
56 inch HDTWV (model KTV-551) 2999.,99 ‘1 | $2999.99
The total charged to your credit card: $2999.99 | Update Cart | | Purchase | <AClick on Purchase
ASPECT

OWASP Foundation | Project WebGoat | Report Bug




Change the contents of the Price field to 5.00 and click Forward to complete the attack

| [ipm] Parars | e | x|

POST /WebhGoar/ attack?3creen=52amenu=1600 HITP/1.1

Host: leocalhost

User-Agent: Mozilla/5.0 (Windows IT E.2; WOWE4, rv:55.0) Gecko/ 20100101 Firefox/5%5_0
Accept: text/html,appl ication/xhtmltxml ,application/xml ;q=0.8,% * . q=0.8
Accepr-Language: en-Ud, en,; q=0.5

Accept-Encoding: gmip, deflate

Peferex: lnztp.,-"_."].ac;.].llo:t,."UehGoa.t,"att1:k“3:'1eeh=53£menu=liﬂﬂ
Content-Type: application/x-www-form-urlencoded

Content-Length: 15

Cookie: JSESSIONID=FFO4AG3405ZE14S1DFDABFCSZEZDDAFE

Aathorisation: Basic ZIV1c2QEZ2Wlc2]=

Connection: clese

Upgrade-Insecure-Regquests: 1

QTY=1&3UBMIT=PuzchasesPrice=2888 88 |< - Update the Price to 5.00

ATY=1£3UBMIT=Furchase&Price=5_00

You will see the new price you added. If this were a real application, it would get submitted to

the company. If there is no manual checking of the prices, and automated fulfillment, the item
would be send out.

Solution VideosTry to purchase the HDTV for less than the purchase price, if Restart this Lesson
you have not done so already.

* Congratulations. You have successfully completed this lesson.

Your total price is: $5.0

This amount will be charged to your credit card immediately.

ASPECT

Appircation Security Speciolists

OWASP Foundation | Project WebGoat | Report Bug

Exercise 2 Cross Site Scripting (XSS)

In this lab we will be looking at how to perform a Cross Site Scripting attack against a “stored”
Cross Site Scripting vulnerability. The general goal of a Cross Site Scripting attack is to have a
user other than yourself execute a script/function on your behalf using their permission. One
common thing is executing password change, where a user unknowingly changes their password
to something picked by the attacker via a script. Another example and probably the most
common demonstration is having a user send the attacker his/her session cookies or tokens. This
is precisely the attack we’ll demonstrate in this exercise.



To begin, go back to the WebGoat start page. Remember if you’ve still got the intercept on
enabled in Burp, you’ll need to make sure you go there and hit the forward button for each
browsing action.

Once you’re back at the WebGoat start page, Select Cross Site Scripting > Stage 1 Stored XSS.

- OWASP WebGoat V5.2 L . Show Cookie:

Introduction Solution VideosTry to purchase the HDTV for less than the purchase price, if Restart this Lesson

General ou have not done so alread
Access Control Flaws y y.

AJAK Security

Authentication Flaws * Congratulations. You have successfully completed this lesson.
Buffer Overflows

Code Quality

Concurrency Your total price is: $5.0

| Cross-Site Scripting (XSS) |<3 1. Click on Cross-Site Scripting Main Menu _
Phishing with X55 This amount will be chatged to your credit card immediately.

LAB: Cross Site Scripting -
< 2. Select Stagel: Stored XSS ASPECT

Stage 2: Block Stored XS5 Application Security Specialists
using Input Validation

Stage 3: Stored XS5 Revisited OWASP Foundation | Project WebGoat | Report Bug

Stage 4: Block Stored XS5
using Output Encoding

Stage 5: Reflected XS5
Stage 6: Block Reflected XS5

Just another friendly reminder, make sure you hit the forward button on the Burp Suite proxy if
you have it enabled, otherwise it’ll appear nothing is happening when you browse from step to
step.

The instructions say the following;

As Tom, execute a stored XSS attack against the stree field on the edit profile page. Verify that
Jjerry is affected by the attack.

So, we’ll actually be doing this as Tom. But we’ll want our script injection to affect Jerry. First
step is to login as Tom. As the instructions tell us, each user’s password is simply the all lower-
case version of the username. To login as Tom, click the drop-down button and select Tom’s
name form the list.

-, LAB: Cross Site Scripting

v | = e = € Larry Stooge (employee) - Show . ' Solu ld

- Moe Stooge (manager)
Solution VideosHint: Stag input fields. Restart this Lesson
Curly Stooge (employee)

Stage 1: Execute a Stored
As 'Tom', execute a Stored | EfIC Walker (employee) n the Edit Profile page. Verify that

Jerry' is affected by the at

The passwords for the accg Tom Cat (employee)

Jerry Mouse (hr)

o David Giambi (manager)

L ¥

G
1= Huma

Bruce McGuirre (employee)

Sean Livingston (employee)

(4

Joanne McDougal (hr)

John Wayne (admin)

Meville Bartholomew (admin)

Larry Stooge (employee) | i
Password

Login




Enter “tom” as the password for the Tom Cat account, then select the login button. After logged
in, select the “View profile” option.

3. We need to

request to

,’I Request to http://localhest:80 [127.0.0.1]

CF|  Fowaa | | Drop | | interceptison | | Action |
Forward the POST

gt

1. Make note of Intercept is enable or off

| [ms] Forars | vessen [ x|

gucceggﬁ]lly login. POST /WebGeat/avtack?Screen=22amenu=900 HTTP/1.1

Host: localhost

Usexr-Agent: Mosilla/5.0 (Windows NT £.2, WOWES, rv:59.0) Gecko/20100101 Firefox/55.0
Accept: text/html,appl ication/xhtml+xml , application/xml ;q=0.9,% *,q=0.8
Accept-Language: en-U3,en;q=0.5§

Accept-Enceding: gsip, deflate

Beferer: heep://localhost/WebGoat/ attack

Content-Type: application/x-www-form-urlencoded

Content-Length: 41

Cookie: JSESSIONID=FF04AG3405ZB1l491DFDABFCSZEZDD3TE

Authorisation: Basic ZIW1e2QEZ2Wle2(=

Connection: close

Upgrade-Insecure-Requests: 1

employee_id=105&password=tomEaction=Login |<j:| 2. View the Post method detail and note
the login details.

Next, you’ll want to select the employee form the list and click Edit Profile button.

Solution VideosStage 1: Execute a Stored Cross Site Scripting (XSS) attack. Restart this Lesson
As 'Tom', execute a Stored XSS attack against the Street field

on the Edit Profile page. Verify that Jerry' is affected by the attack.

The passwords for the accounts are the prenames.

“ @Goat Hills Financial

Jﬁ Human Resources

[‘i| Welcome Back Tom - Staff Listing Page = }
Select from the list below
om Cat (employee ‘(,'ZI 1. Select the employee from the list
SearchStaff
L ViewProfile | <= 2. Click on ViewProfile
Logout
S




Next you’ll want to select the Edit Profile button.
Solution VideosStage 1: Execute a Stored Cross Site Scripting (XSS) attack. Restart this Lesson
As 'Tom', execute a Stored XSS attack against the Street field

on the Edit Profile page. Verify that Jerry' is affected by the attack.
The passwords for the accounts are the prenames.

“ Goat Hills Financial

L1
lﬁ Human Resources

.
[ ‘-i| Welcome Back Tom

=
First Name: Tom Last Name: Cat
Street: Eﬁll HyperThread i state: Eiw York,
Phone: 443-599-0762 Start Date: 1011999
SSN: 792-14-6364 Salary: 80000
Credit Card: 5481360857968521  Credit Card Limit: 30000
Comments: Co-0Owner. Manager: 106
Disciplinary NA Disciplinary Action 0
Explanation: Dates:

gy

Employee Information

ListStaff || EditProfile ||<:2 Click on EditProfile to make Logout
changes on Profile Details.

Here we’ll see all the editable fields for this profile. In the street field we will attempt to add a
script that would be executed by any other user viewing Tom’s Profile.

“ Goat Hills Financial

5
Jﬁ Human Resources

I"i-| Welcome Back Tom - ]

First Name: |T0m | Last Name: |Cat |
1. Add Script Here Cp|street: |zd by infosec")<fscript>” City/State: |New York, NY |

Phone: |443-599-0762 | start pate:  [1011999 |

SSNi: |792-14-6364 | salary: |soooo |

Credit card:  [5481360857968521 | Creditcard 30000 |

Comments: |O(}—Owner_ | Manager:

NA
Disciplinary Disciplinary | |
Explanation: Action Dates:
ViewProfile | UpdateProfile || <3 2. Click Update to Logout
add Secript.




Next, you’ll want to make the street field read exactly as it is shown below. You’ll be adding the
string.

“><script>alert(“Owned by infosec”)</script>
To what’s already there. So the complete entry in the street field should read as follows.
221 HyperThread Rd. “><script>alert(“Owned by infosec’)</script>

After making the changes, go ahead and click the “Update Profile” button at the bottom to save
these changes. You should immediately see a popup alert that says, “Owned by Infosec”. See
below.

Owned by infosec

Click Ok and notice the change on Tom Street address field.

<“ Goat Hills Financial

-y
J‘ Human Resources

Tﬁ Welcome Back Tom - \
o

First Name: Tom Last Name: Cat
Street: “2211 HyperThread Rd. City/State: New York,

= NY
Phone: 443-599-0762 Start Date: 1011999
SSN: 792-14-6364 Salary: 80000
Credit Card: 5481360857968521 Credit Card Limit: 30000
Comments: Co-0Owner. Manager: 105
Disciplinary NA Disciplinary Action 0
Explanation: Dates:

So the goal is Jerry Should basically see this same popup when he views our (Tom’s) profile. If
he see the script, then that means Tom has been able to successfully “store” a script on this
website that is transparently executed by Jerry upon Jerry viewing Tom’s profile. This would
essentially mean that anyone viewing Tom’s profile would execute his script in their browser.



Let’s test it out and see. You’ll need to hit the logout button and the button right. Then login
again as Jerry.

_ Larry Stooge (employee) _ross Site Scrlpt!ng

Moe Stooge (manager) Iy SR evar 1AV e

Curly Stooge (employee)
Solution VideosStage 1:

As Tom',
on the Edit Profile page. Ve
The passwords for the accg

. (X55) attack. Restart this Lesson
Eric Walker (employee) the Street field

Tom Cat (employee) pek-

Jerry Mouse (hr)
David Giambi (manager)

}‘ Hum Bruce McGuirre (employee)

- Sean Livingston (employee) ﬁ

('

Joanne McDougal (hr)

John Wayne (admin)

Neville Bartholomew (admin)

Larry Stooge (employee) ‘ v

Password

Login

Remember, Jerry’s password is simply Jerry in all lowercase format. Once you’re logged in as
Jerry, select Tom’s account, then select the “View Profile” button on the right.

“ Goat Hills Financial

Jﬁ Human Resources

Tﬁ Welcome Back Jerry - Staff Listing Page - ]

Select from the list below

IR C M << —1 1. Select Tom Cat Profile.
Jerry Mouse (hr)
Joanne McDougal (hr)

ié’
g

iewProfile |<7—2. click ViewProfile.
CreateProfile
DeleteProfile

—

ogout




Selecting the ViewProfile button should cause the Owned by Infosec popup to now show up in
Jerry’s browser session. See below.

Owned by infosec

At this point you’ll also see the “You have completed Stagel: Stored XSS message at this point
as well.

The implications are pretty strong here. What if the script did something like “change my
password to hacker” or “send my session id to owned@jinfosecinstitute.com” ? These are all
function that are very easily coded using Javascript or even just plain old html for that matter!

Exercise 3 Preventing Cross Site Scripting with HT TPOnly flag

Microsoft implemented cookie property, HttpOnly, that can help mitigate Cross-Site Scripting
attacks that could lead to stolen tokens, credentials and other malicious attacks. When an
HttpOnly cookie is passed by any browser able to understand it, it become inaccessible to client-
side scripts. This is one way of preventing Cross Site Scripting. Internet Explorer 6.0 and earlier
does not support HttpOnly.

In this WebGoat exercise, we’ll be looking at the differences between when the HttpOnly flag is
set and when it’s not.

Click on the “HttpOnly Test” portion on the WebGoat home page under Cross Site Scripting.
See below:


mailto:owned@infosecinstitute.com

Introduction

General Solution VideosTo help mitigate the cross site scripting threat, Microsoft has Restart this Lesson
Access Control Flaws introduced a new cookie attribute entitled 'HttpOnly.' If this

AJAX Security flag is set, then the browser should not allow client-side script to access the cookie. Since the
Authentication Flaws attribute is relatively new, several browsers neglect to handle the new attribute properly.
gz;f:rq%\;ﬁ;f;lrows For a list of supported browsers see: OWASP HTTPOnly Support

|Ennr'_’ginr; o XSS‘ General anl{sé): Lo
ross-Site Scripting (XS5)<’31 1 Select Cross-Site Scripting

Phishing with XS5 The purpose of this lesson is to test whether your browser supports the HTTPOnly cookie flag. Note
LAB: Cross Site Scrintin the value of the unique2u cookie. If your browser supports HTTPOnly, and you enable it for a ]
o Loss ST Seripiing cookie, client side code should NOT be able to read OR write to that cookie, but the browser can still
& send its value to the server. Some browsers only prevent client side read access, but don't prevent

Stage 1: Stored X55 write access.
Stage 2: Block Stored XS5

Soins Inout Validation With the HTTPOnly attribute turned on, type "javascript:alert{document.cookie)" in the browser

address bar. Notice all cookies are displayed except the unique2u cookie.
Stage 3: Stored XS5 Revisited

Stage 4: Block Stored X55

using Output Encoding Your browser appears to be: firefox/59.0
Stage 5: Reflected XS5 Do you wish to turn HTTPOnly on? Yes (O] No ()

Stage 6: Block Reflected XS5
Stored XS5 Attacks

| Read Cookie || Write Cookie |

) \
Cross Site Request Forgery
(Csre) <r ASP EI:T)
Reflected XS5 Attacks _ Clicl HTTPOuly Test Make Sure HTTPOuly is turn On before / appication securiy speciatiss
2. Click on nly Tes i . | )
HTTPONly Test | broje ﬁo& ett%&ga on Eét%r%%%ed Mode back On at

OWASP Foundation
Cross Site Tracing (XST urpSuite.
Attacks

You’ll want to make sure you’ve enabled intercept in the Burpsuite proxy.

,fJ Request to hitp://detectportal firefox.com:80 [unknown host]

[ Forward ] l Dvop ] | Intercept is on Action |
ir

Turn Intercept Mode back On

Once you’ve made sure intercept is on, you’ll want to go back to the WebGoat page and select
the radio button turn off HTTPOnly. See below.

With the HTTPOnly attribute turned on, type "javascript:alert{document.cookie}" in the browser
address bar. Notice all cookies are displayed except the unique2u cookie.

Turn Off HTTPOunly
Your browser appears to be: firefox/59.0 o
Do you wish to turn HTTPORly on? Yes ) No (@)

| Read Cookie || Write Cookie |

ASPECT

Applicairon Savurity Speoisists
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Once you make this change you should see your Burpsuite icon at the bottom of the screen
flashing to let you know it’s intercepted some data. Go ahead and switch to the Burpsuite screen.
Notice the HttpOnly variable is set to false.



POST /WebGoat/ actack?8creen=140cmenu=000 HITP/ 1.1

Host: lecalhest

User-Agent: Mosilla/5.0 (Windows WT £.2; WOWES, rv:59.0) Gecko/20100101 Firefox/S55.0
Accept: text/html,application/xhtml+xml , application/xml ;q=0.9,%/ *,;q=0.8
Accept-Language: en-US,en,q=0.35

Accept-Enceding: gmip, deflate

Peferer: htep://localhost/WebGoat/ attack?8creen=1404menu=000

Content-Type: application/x-www—form-urlencoded

Content-Length: ZIZ7

Cookie: unigueZu=B/bIZmCSLrsnLSPsYLWIFMIpGYXI=; JSESSIONID=E087DZAF44E3AZDOED40354A2ABDCOES
Authozrisation: Basic Z3IVIcIQEZIV1ci(=

Connection: close

TUpgrade-Insecure-Pequests: 1

httponly=Falseéread result=

Go ahead and hit the Forward button to pass the change.

Next, we’re going to see if we can read a cookie while the HttpOnly flag is turned off. Click the
Read Cookie button. You should see the following cookie pop up.

unique2u=DG2NyNtp9/3pgRrHBkPaCL8PeNE=; JSESSIONID=35891E0B2DA17AODESD33366197D1C4D

Go ahead and click Ok to the popup. You should now see Burpsuite intercept more traffic.

We can see that the httponly flag is set to false. So therefore the script that’s being executed to
read the cookie is able to run. This exercise is simply doing the script for you that we did in the
earlier XSS lab where caused the Infosec popup. Go ahead and hit the Forward button and return
to WebGoat. You should see the following message in red.



_HHTTPMM Immhm ]o,;umn]

# | Request to http:/flocslhost 80 [127.0.0.1]

(oo ) (o) (D (e
[ [ o)

POST /WebGoat/ attack?Sczeen=12cmenu=500 HTTP/1.1

Hest: localhest

User-Agent: Mosilla/5.0 (Windows NT £.2; WOWES, rv:55.0) Gecko/Z20100101 Firefox/5%.0
Accept: text/html,application/xhtml+xml,application/xml;q=0.5,% *,q=0.0
Accept-Language: en-US,en;q=0.5

Accept-Encoding: gmip, deflate

Referex: heep://localheost/WebGoar/ atvack?Screen=12amenu=800

Content-Type: application/x-www-form-urlencoded

Content-Length: 120

Cookie: uniqueZu=DGINylitpS/ IpgRrHEKPaCLEPeNE=; JSESSIONID=3585%1E0BZDALTAODESD3236E6L87D1C4D
Authorisation: Basic Z3V1c2QEZ3V1c2Q=

Connection: close

Upgrade-Insecure-Requests: 1

heepenly=Fal sesread result=unigqueludlDDGINyNepSeripgRrHBkPaCLAPNES 2D 3B+ JSESSI0ONIDSID3S0S1E0BZDALTAODESD323££6197TD1C4Dsace ion=Pead+Coockie

With the HTTPOnly attribute turned on, type "javascript:alert{document.cookie)" in the browser
address bar. Notice all cookies are displayed except the unigueZu cookie.

* since HTTPOnly was not enabled, the 'unique2u’ cookie was displayed in the alert dialog.

Your browser appears to be: firefox/59.0
Do you wish to turn HTTPOnly on? Yes () No (@

| Read Cookie || Write Cookie |

ASPECT| ccunity

Applrcatron Sacurity Specalists

Next Select the Write Cookie button. Again you’ll see a cookie popup and upon hitting OK. You
should see traffic in Burpsuite again. This time you’ll see the Burpsuite has intercepted a “write
cookie” action.

unique2u=HACKED,; JSESSIONID=35891E0B2DA17TAODESD33366197D1C4D




J ntercept | HTTP history | WebSockets history | Options |

_’i Request to hitp:/flocalhost80 [127.0.0.1]

[ Forward | [ Drop | f Intercept is on ] Action |
™ rmam

POST /WebGoat/ attack?Jcreen=12Emenu=500 HTTP/1.1
Host: localhost

User-Agent: Momilla/5.0 (Windows NT £.2, WOWE4, rw:59.0) Gecko/Z01l00101 Firefox/5%.0
Accept: text/html,appl ication/xhtml+xml, application/xml ;q=0.8,% %, q=0.8
Aecceprt-Language: en-US,en; q=0.5

Accept-Enceding: gsip, deflate

PBeferer: heep://localhost/WebGoat/ attack?Screen=12amenu=200

Content-Type: application/z-www-form-uzlencoded

Content-Length: 47

Cookie: wuniqueZu=HACKED; JSESSIONID=35891E0BZDALTAODESD223EEL87DLCAD

Aatherisavion: Basic ZIW1lelQEZIWlel(=

Connection: close

Upgrade-Insecure-Requests: 1

hetponly=Falsesread result=gfaction=Writetlockie

Click forward to allow the request back to web browser.

With the HTTPOnly attribute turned on, type "javascript:alert{document.coockie)" in the browser
address bar. Notice all cookies are displayed except the uniqueZu cookie.

* Since HTTPOnly was not enabled, the browser allowed the 'unique2u’ cookie to be modified
on the client side.

Your browser appears to be: firefox/59.0
Do you wish to turn HTTPOnly on? Yes O No (@)

Read Cookie | Write Cookie

ASPECT

Now go back to WebGoat and this time we’re going to turn on the HTTPOnly functionality. Do
this by selecting the “Yes” radio button to the right. See below.

Your browser appears to be: firefox/59.0
Do you wish to turn HTTPOnly on? Yes (@) Mo ()

| Read Cookie || Write Cookie |

ASPECT

Applrcation Sexurity Speciolists



Of course, after making this change, you will see alert flashes from Burpsuite yet again. This is
because selecting the “Yes” radio button has dynamically changed what’s displayed and changed
the functionality of the html to an extent. Go ahead and switch to Burpsuite and hit the forward
Button.

POST /WebGoar/ attack?Screen=12cmenu=500 HITP/1.1

Host: localhest

User-Agent: Mosilla/5.0 (Windows NT £.2,;, WOWEL, rv:59.0) Gecko/20100101 Firefox/59.0
Accept: text/ html , appl icat ion/ xhtml+xml , appl ication/xml ; q=0.§, *fw. q=0.8
Accepr-Language: en-U3,en,;gq=0.5

Accept-Encoding: geip, deflate

Referer: http:// localhost/ WebGoat/ attack?3creen=12 Emenu=800

Content-Type: applicat ion/x-www-form-url encoded

Content-Length: I6

Coskie: uniquelu=Gp+XE+ualPgldD0s/IHyRSEZRMc=; JSESSIONID=35851E0B-DALTAODESD2326E197D1C4D
Authorisation: Basic ZIV1cl(EZ3V1cl(]=

Connection: close

Upgrade=-Insecure-Requests: 1

httponly=Trueiread result=

Now select the Read Cookie button as we did previously. You should see that the popup contains
only JSESSIONID.

JSESSIONID=35891E0B2DA17AODESD33366197D1C4D

Go ahead and hit the Ok button. As was before, this will cause another alert in Burpsuite.

Switch the Burpsuite and notice that even though the cookie is there the script was not able to
read all the information like unique2u information on cookie in the popup.

Pmrrs|Hndm|Hm:|

PO3T /WebGoat/ attack?3creen=12&menu=500 HTTP/1.1

Host: localhost

User-Agent: Mosilla/5.0 (Windows NT £.2; WOWES, rv:59.0) Gecko/20100101 Fizefox/5%.0
Accept: text/html,application/xhtmltxml,application/xml ;q=0.8,% %, q=0.8
Accept-Language: en-US,en q=0.5

Accept-Encoding: gmip, deflate

Beferer: heep://localhost/WebGoat/ attack?Screen=12amenu=800

Content-Type: application/x-www-form-urlencoded

Content=Length: S0

Cockie: unigqueiu=Gp+XB+ualPgldD0s/ZHyROEIRMc=; JSESSIONID=25891E0BZDALTAODESD222£E£197D1C4D
Authorisation: Basic Z2V1c2QEZIV1ciQ=

Connection: cleose

Upgrade-Insecure-Requests: 1

hetponl y=Truesread result=JIEI3I0MID&3ID2S5051E0EZDALTAODESD223EE6187D1C4Dcact ion=ReadtCookie



Hit the forward button and return to WebGoat. You should see that it tells you you’ve
successfully prevented the script form reading the cookie because HttpOnly was enabled.
* SUCCESS: Your browser enforced the HTTPOnly flag properly for the 'unique2u’ cookie by

preventing direct client side read access to this cookie.
* Now try to see if your browser protects write access to this cookie.

Your browser appears to be: firefox/59.0
Do you wish to turn HTTPORly on? Yes (@ Mo ()

Read Cookie | | Write Cookie

ASPECT
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Repeat these steps by hitting the “write Cookie” button. Once you get back to Burpsuite, the
results should look like the following.

(| porarms | s | v |

POST /WehGoat/ attack?Fcreen=1"&Emerna=S00 HTTP/1.1

Host: localhost

User-Agent: Momilla/5.0 (Windows NT £.2; WOWE4, zwv:59.0) Gecko/20100101 Firefox/S5%.0
Accept: text/html, appl ication/xhtmltuml , appl ication/xml ;q=0.8,% * q=0.8
Accept-Language: en-US,en; gq=0.5

Accept-Encoding: gsip, deflate

Referer: heep://localhest/WebGoar/ arvack?Icreen=1lemena=800

Content-Type: application/x-www-form-uzlencoded

Content-Length: 46

Cookie: uniqueZu=Gp+XB+ualPg dD0s/ZHyRSEERMc=; JSESSIONID=35851E0B-DALTAODESD22366157D1C4D
Aathorisation: Basic ZIV1ecIQEZIV1cI]=

Connection: close

Upgrade-Insecure-Regquests: 1

hettponly=Trueiread result=factionWrite+Cockie

Go ahead and hit the “Forward” button.

Now return to WebGoat to see that you’re completed the lesson.

General Goal(s):

The purpose of this lesson is to test whether your browser supports the H POnly cookie flag. Mote
the walue of the unique2u cookie. If your browser supports H POnly, and you enable it for a
cookie, client side code should NOT be able to read OR write to that cookie, but the browser can still

send its value to the server. Some browsers only prevent client side read access, but don't prevent
write access.

With the H POnly attribute turmned on, type "javascript:alert{document.cookie}" in the browser
address bar. MNotice all cocokies are displayed except the unigueZu cookie.

* SUWCCESS: Your browser enforced the write protection property of the HTTPOnly flag for the
‘unique?2u’ cookie by preventing client side modification.
* Congratulations. You have successfully completed this lesson.

Your browser appears to be: firefox/59.0

Do you wish to turn HTTPONly on? Yes [C)

i )
=
s}

Read Cookie | | Write Cookie




Exercise 4 Basic SQL Injection

In this WebGoat exercise, we’ll be looking at how to perform basic SQL Injection. We’ll first do
the string injection exercise, then later follow that up with doing a “blind” injection attack.
Here’s a short definition of what SQL injection is;

“A SQL injection attack consists of insertion or “injection” of a SOL query via the input data
from the client to the application. A successful SQL injection exploit can read sensitive data form
the database, modify database data (Insert/Update/Delete), execute administration operation on
the database (such as shutdown the DBMS), recover the content of a given file present on the
DBMS file system and in some cases issue commands to the operating system”. -Source OWSP

Let’s take a username and login field on a web form for example. Typically when you enter a
username and password to login to a database via a web form (such as an online bank login), the
username and password are combined to form par of a sql query that basically says “If the
username and password I enter match what’s in the database (or form a true statement), then do
some action on this users behalf.” As it turns out there are many ways to make the username and
password part of the query equal “true”. This is precisely what we’ll be doing in this exercise.

Go back to your WebGoat start page and click on Injection Flaws> LAB: Sql Injection> Stage 1:
String SQL Injection.

LAB: SQL Injection

OWASP WebGoat V5.2 h (I )I . . Solution |

énetr:zfgllct|on Solution VideosStage 1: Use String SQL Injection to bypass authentication. Restart this Lesson

Access Control Flaws Use SQL |_n_]ect|0n to !ogI in as the boss (NeV|IIe) without using _ _
- the correct password. Verify that Neville's profile can be viewed and that all functions are available
AJAX Security ; -
(including Search, Create, and Delete).

Authentication Flaws
Buffer Overflows
Code Quality
Concurrency

‘ L . o
Cross-Site Scripting (XSS) . Gmt H. H dd
Denial of Service 5/ s mn

Improper Error Handling ] | "" Human Resources
_ <A 1. click on Injectipa-Flams \
Command Injection [rili1 e

Blind 5QL Injection
Numeric SQL Injection

Log Spoofing m wn
XPATH Injection

LAE: SQL Injection|< 21 2. Select SQL Injection | Larry Stooge (employee) "|
Stage 1: String SQL Injection | <0 . o Passwaord

Stame 7: Parametorized 3. Selgct String SQI Injection Login

Query #1

Stage 3: Mumeric SQL
Injection

After clicking each link, remember you’ll have to go to Burpsuite and hit the “Forward” button
to pass the request through the Burpsuite proxy.

The instructions say that wee are to try and use the Neville account which has admin privileges
to get to the point that we’re able perform and admin function. We’ll go to that, but first let’s
look at some basic way to see what’s being sent to the application, how it’s being sent, and
whether or not there are any apparent client-side control pushed to the browser.



First, we’ll use the first account in the list to try and see what we can get passed to the Post
request that goes to the application.

You should see activity in the Burpsuite proxy. Locate the where the username and password
strings are being passed in the proxy. See below.

< Goat Hills Financial

& Human Resources
[ 3

Please Login
Larry Stooge (employee) v ‘

Password -ll-oco‘

i .
Password: infosec

 (m | paras | vescen | e |

POST /VWebGoat/ avtack?3creen=5d&menu=1200 HITP/1.1

Host: localhest

User-Agent: Momilla/5.0 (Windows NT £.2; WOWE4, rv:59.0) Gecko/Z0100101 Firefox/59.0
Accept: text/html,application/xhtmltxml, appl ication/xml ;q=0.5,% *. q=0.8
Aecept-Language: en~US,en;g=0.5

Accept-Encoding: gsip, deflate

Beferer: heep://leocalhost/WebGoat/ actack?dcreen=5demenu=1200&sscage=1

Content-Type: application/x-www-form-urlencoded

Content-Length: 45

Cookie: JSESSIOWID=35651E0BZDALTAODESDI3IEELSTDLCAD
Mathorisarvion: Basic ZIV1c2QEZAV1c2Q]=

Connection: close

Upgrade=-Insecure-Eegquests: 1

employes_id=l0lepazsword=infesecfaction=Login

Notice we can see the infosec string we entered. It’s also important to note that the username has
been converted to a numeric value and it’s being passed using a field identified as employee id.
If we were doing more advanced injection attack such as using SQL functions like INSERT,
UNION, etc. We would have to tell SQL to perform the action to a specific field in the database.
We now know there’s field named “password” and one named “employee id”.

Let’s try some basic tests to begin with. In the request that we have paused, let’s change the
password string of infosec to a single quote (‘). See the change below.



* (ma] params | escens | e |

POST /WebGoat/attack?3creen=54cmernu=1200 HITP/1.1
Host: lecalhest

User-Agent: Mosilla/5.0 (Windeows NT £.2; WOWEL; rv:55.0) Gecko/Z0100101 Firefox/5%5.0
Accept: text/html,application/xhtml+tuml , application/xml ;q=0.8,% *. q=0.8

Accepr-Language: en~U3,en,q=0.5

Accept-Encoding: gsip, deflate

Feferer: http://leocalhost/WebGoat/ attack?dcreen=5damernu=1200&stage=1
Content-Type: applicatrion/x-www—form-urlencoded

Content-Length: 45

Cookie: JSESSIONID=358%1EO0BZDALTAODESD332E£187D1C4D

Aatheorisation: Basic ZIV1c2QEZIWlce2(=

Connection: close

Tpgrade=-Insecure-Fegquests: 1

empl oyee id=l0lépassword='daction=Login

After making the change, go ahead and hit the “Forward” button. If you go back to the WebGoat
page, you should see that the login simply failed.

* Error logging in
* Login failed

“ Goat Hills Financial

;ﬁ Human Resources

r[ ‘i‘ C ]W
[ Please Login I
Larry Stooge (employee) v |
Password |
Login
. o

You should be back at the login field. Now click the drop down and change the login name to the
Neville admin account. Repeat the process, using the password of infosec. After you’ve captured
the request in Burpsuite. Make the following change;

After the password identifier, enter the following ‘OR 1=1--

That is single quote, OR space, one. Equal sign, one, dash dash. See below.



© Goat Hills Financial

L1
Jﬁ Human Resources

=
]

Please Login
Neville Bartholomew (admin) V|
Password

Password: infosec

—— = e g

POST /WebGoar/artack?8creen=54smenu=1200 HITP/1.1

Host: lecalhest

Usex-Agent: Momilla/5.0 (Windows NT £.2;, WOWE4L, zv:59.0) Gecko /20100101 Firefox/5%.0
Accept: text/html,application/xhtml+xml ,application/xml ;q=0.9,% *;q=0.8
Accepr-Language: en~-Ud,en;q=0.5

Accept-Encoding: gesip, deflate

Beferer: hettp://localhost/WebGoat/ attack?Jcreen=5damenu=1200
Content-Type: appl ication/x-www-form-url encoded

Content-Length: 45

Cookie: JIESSIONID=35851ECBZDALTAODESD223E6E619T7D1C4D

Authorisation: Basic ZIV1clQEZIVWlci)=

Connection: close

Upgrade=Insecure~Regquests: 1

employee_id=llZipassword=infosecfaction=Login

e B e Tl

Click Forward to pass the O Foward | l Drop | | intercept is on ] [ Action J

nodified password request.
Rew | Parsms | Hesders | Hex

POST /WebGoat/ attack?Screen=54gmenu=1200 HTTF/1.1

Host: localhest

User-Agent: Momilla/5.0 (Windows NT £.2; WOWEQ, xv:55.0) Gecko/20100101 Firefox/$§5.0
Accept: text/html,appl ication/xhtml4xml, appl ication/xml ;q=0.9,% *;q=0.8
Accept-Language: en-US,en;q=0.§

Accept-Encoding: guip, deflate

Referer: http://leocalhost/WebGoat/ attack?Jcreen=54amenu=1200
Content-Type: appl ication/x-www-form-urlencoded
Content-Length: 45

Coockie: JSESSIONID=358F1EOBIDAL7AODESD2226€187D1C4D
Authorimatien: Basic ZIWlelQE22V1edQ=

Connection: close

Upgrade-Insecure-Requests: 1

employee_id=lll&passwozds'0R l=l--gaction=Login
ir
'OR 1=1--

Next go ahead and hit the “Forward” button to pass the request. If you typed everything exactly
right. You should notice now that on the WebGoat page, you’re informed that you’ve completed
this lesson.



Solution VideosStage 2: Block SQL Injection using a Parameterized Query. Restart this Lesson
Implement a fix to block SQL injection into the fields in question
on the Login page. Repeat stage 1. Verify that the attack is no longer effective.

* You have completed String SQL Injection.
* Welcome to Parameterized Query #1

+“ Goat Hills Financial

uw» Human Resources

r[m Welcome Back Meville - Staff Listing Page ™
Select from the list below
Larry Stooge (employee) ~
Moe Stooge (manager)
Curly Stooge (employee) SearchStaff
En'c ""g‘:::k?r (ETDI{""]EE) ViewProfile
om employee _
Jerry Mouse (hr) = ‘ CreateProfile ‘
David Giambi (manager) ‘ DeleteProfile |
Bruce McGuirre (employee)
Sean Livingston (employee) Logout
Joanne McDougal (hr)
John Wayne (admin) v

L

At this point, if we wanted to, we could delete profiles, view profiles and do other functions
under the privilege of the admin Neville admin account. Let’s move on to the next exercise and
do Blind SQL Injection using numeric values and operators.

Exercise S Blind SQL Injection

NOTE: You need to have WebGoat Version 5.4 to complete Blind SQL Injection. You can
download the zip file like the earlier version, but you need to make sure you must only run
one WebGoat version at a time. WebGoat version 5.4.zip will be provide by the instructor

along with the lab contents.

In this exercise we’re going to work on the premise that we’ve got a stolen credit card or at least,
we know the credit card number. We’re then going to try and do Blind SQL Injection to a credit
card database and extract the card’s PIN. Basically, we’ll use a comparison operator to try and
get SQL to tell us when we’ve gotten close to the correct PIN, then eventually narrow it down to



the extract PIN associated with the given credit card number. We’re given a few of the table
names, which are generally created using standard naming conventions.

Start by going back to the WebGoat start page and selecting Injection Flaws > Lab:SQL
Injection > Blind Numeric SQL Injection.

See Below.

Blind Numeric SQL Injection

OWASP WebGoat v5.4 h‘llll I’.I wParams ™ Show'! L a Solutic |

Introduction

General

Access Control Flaws
AJAX Security
Authentication Flaws
Buffer Overflows

Eggiﬁrﬁlg The goal is to find the value of the field pin in table pins for the row with the cc_number of

Cross-Site Scripting (XSS) 1111222233334444. The field is of type int, which is an integer.

Improper Error Handling . . .
Injection Flaws <j Put the discovered pin value in the form to pass the lesson.

Command Injection 1- Select Injection Flaws

Numeric SQL Injection Enter your Account Number: 101 " Go! |

Log Spoofing

XPATH Injection

String SQL Injection

LAB: SQL Injection <12 SQL Injection Lab createdty ?S'L'J'Ekn AI\ N EL)I A IL\I
Stage 1: String SQL Injection

stape 7: Parameterized OWASP Foundation | Project WebGoat | Report Bug
Query #1

Stape 3: Humeric SQL
Injection

Stage 4: Parameterized
Query 57

Modify Data with SQL
Injection

Add Data with SQL Injection
Database Backdoors

|Blind Numeric SQL Injection |7 3. Blind Numeric SQL Injection
Blind String SQL Injection

Solution Videos Restart this Lesson

The form below allows a user to enter an account number and determine if it is valid or not. Use this
form to develop a true / false test check other entries in the database.

Account number is valid.

Based on the instructions, we are to find the value in the field field pin which is part of the table
pins for the row with the cc_number of 1111222233334444.

So behind this form there is a database with a table named pins, which has a field name pin,
which also has a row named cc_number. And we have a known credit card number. The form
we’re presented with is basically created to check a number to see if it’s a valid account number.
There is probably a field in the database named “account number” or something like that. But
we don’t know that for sure, and right now it’s not required that we know it, as wer’re simply
using this part of the form to create a query to try and access other parts of the database.

You’ll want to make sure you turn the intercept function off in the Burpsuite proxy before
starting this exercise.

First let’s do a simple test and find out if we can quickly discern the approximate number of
valid accounts. Change the 101 in the field to 102 and hit the Go button.



The goal is to find the value of the field pin in table pins for the row with the cc_number of
1111222233334444. The field is of type int, which is an integer.

Put the discovered pin value in the form to pass the lesson.

Enter your Account Number: |102 u Go! |

Account number is valid.

crestedby ‘fﬂiﬁﬂ‘m ANDIANT

INTELLIGENT INFERN COWRITY

OWASP Foundation | Project WebGoat | Report Bug

It should have returned the message to inform you that 102 is a valid account. Repeat this with
103, 104, etc.

Notice how will the 104 number being entered the message changes to say the account number is
not valid. Now got down from 101. Try 100, then 99 and continue down until you get the invalid
account number message again. What you should have figured out is that the valid account
number appear to range from 101 to 103. Now for the blind part. Since we know some valid
account numbers, we can try to use them to pass other commands to the database on the backend.

Enter the following query in the form field;
101 AND ((SELECT pin FROM pins WHERE cc_number="1111222233334444") > 100);

Now go ahead and hit the Go button. Immediately you should see that the message that confirms
a valid account number returns again. This means that what we’ve just said is “TRUE” as far as
SQL is concerned.

’:)WASP WebGoat v5.4 | « > I . . : |

Introduction

General

Access Control Flaws
AJAX Security
Authentication Flaws

Solution Videos Restart this Lesson

The form below allows a user to enter an account number and determine if it is valid or not. Use this

Buffer Overflows form to develop a true / false test check other entries in the database.

Code Quality The goal is to find the value of the field pin in table pins for the row with the cc_number of

1111222233334444. The field is of type int, which is an integer.

Concurrency
IIrq]ZLifoer: Elr;’\OA‘rSHandllng Put the discovered pin value in the form to pass the lesson.
101 AND ((SELECT pin FROM pins WHERE cc_number='1111222233334444") = 100);
Numeric SQL Injection *Enter your Account Number: |22233334444") > 100);
Log Spoofi
=08 2P00TN8 Account number is valid.

String SQL Injection Created b

y Chuck
LAB: SQL Injection Willis B b A N D IA N T

Cross-Site Scripting (XSS)
Command Injection
Gol }—Hit Go!
XPATH Injection
Stage 1: String SOL Injection

So, what we know no is that pin for the given credit card number is greater than 100. Awesome!
That really narrows it, down right?

Now let’s repeat that with a higher number. Change the number at the end of your query from
100 to 1000. Then hit enter again.
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Enter your Account Number: |'2233334444" = 1000);| Go! |

Account number is valid.

e ifE ANDIANT

When you hit the Go button, the “Account number is valid” response remains. So that means we
now know the credit card PIN is more than 1000.

Now change the value to 10000. Hit Go again.

Put the discovered pin value in the form to pass the lesson.

Enter your Account Mumber: '233334444") = 10000);| Go! |

Inwvalid account number.

Created by (E"‘T:i]hcskm A N DIA N T
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Whoa! We got a different response. This means that we just said something to SQL that’s not
true. Essentially, the PIN we’re looking for is not greater than 10000, but it is more than 100.

Let’s try to narrow it down some more. Try changing the value to 5000. What response do you
get?

Response should have been Invalid account number. Which means the PIN we’re searching for
is not greater than 5000.

Let’s cut that in half. Change the value to 2500. Hit Go. The response we get back is still Invalid
account. So we know it’s less than (or equal to) 2500.

Next try the value of 2200. You should see that it now say Valid Account number again.

Put the discowvered pin walue in the form to pass the lesson.

Enter your Account Mumber: ['2233334444") > 2200);| Go! |

Account number is wvalid.

P ANDIANT

OWASP Foundation | Project WebGoat | Report Bug



Before looking below at the answer. Go ahead and keep incrementing and decrementing the
value until you find out what the PIN is. If you can’t figure it out after a few minutes, keep
following this lab.

Now change the value to 2250. Hit Go again. You should that we get a valid account number
response again. Now try 2260. It should return valid again. Next try 2265. This brings us another
valid account response. Try 2275.

Ok. I think you get the point here! Let me help you speed up the process. Just understand that
you might have to spend hours doing this in the real world to eventually find what you’re
looking for. Try the value of 2363. It should return that it’s a valid account number.

Put the discovered pin value in the form to pass the lesson.

Enter your Account Number: [[2233334444") = 2363);| Go! |

Account number is valid.

Created by CULTI“TZSKE A N DIA N T
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Now try 2364

We get an invalid account number response.

Put the discovered pin value in the form to pass the lesson.

Enter your Account Number: |'2233334444") = 2364);| Go! |

Invalid account number.

= fE ANDIANT

OWASP Foundation | Project WebGoat | Report Bug

So if the PIN for the credit card number is greater than 2363, but not greater than 2364, then we
can assume the actual pin is 2364. Since we know that pins are not typically used in decimal
notation, it has to be a whole number that is more than 2363 but not than 2364. There’s only one
whole number that meets that criteria. 2364! Problem Solved. Blind Injection accomplished.

Go ahead and claim your prize by entering the string 2364 into the form field. See below.



The form below allows a user to enter an account number and determine if it is valid or not. Use this
form to dewvelop a true / false test check other entries in the database.

The goal is to find the value of the field pin in table pins for the row with the cc_number of
1111222233334444. The field is of type int, which is an integer.

Put the discovered pin value in the form to pass the lesson.

* Congratulations. You have successfully completed this lesson.

Enter your Account Number: |2364 u Go! |

Created by ?ﬂm&“ﬂ ANDIANT
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