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TCP RST

TCP RST attack is also known as TCP reset attacks a malicious
attacker sends a forge TCP reset packet to interrupt and
terminate the TCP session between host machines.

A TCP RST flagged spoofed packet is send either any one of the
active TCP session host machines. The attacker sniff the network
packets with help of network sniffing tools like Wireshark. The
attacker target the high value network connection based on
network traffic and number of active connection and send the
TCP RST message resulting session termination between the
active hosts.
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Attacks

* Session hijacking: Session hijacking attacks can use TCP RST

spoofing to steal session IDs, granting attackers access to
private systems and data.

* Man-in-the-Middle: MITM attacks can also make use of TCP

RST attack to intercept and modify traffic between victim
machines.
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Example

In the following screenshot there is an active TCP session
between host 192.168.198.129 and 192.168.198.130. You will
notice a TCP RST, ACK flagged message is send from host
192.168.198.130 to 129. But the RST, ACK is marked as unseen
segment request from 192.168.198.129. Resulting a suspicious
RST request from host 192.168.198.130.

Time Source Destination Protocol Length Info
20 2019-06-30 21:35:40.0663816.. 192.168.198.136 192.168.198.129 ce 66 35694 -« 23 [ACK] Seq=4109889096 Ack=149492353 Win=245 Len=0 TSval=49738 TSec.
21 2019-66-30 135:40. 5 Vmware 65:fe:f5 Broadcast 6@ who has 192.168.198.130?7 Tell 192.168.198.128
22 2019-06-30 140, Vmware b3:84:66 Vmware 65:f 5 66 192.168. 198 136 )s at 00:0¢c:29:b3:84:66
: L7192,168.198.120° -
. Vmware_65:fe:f5 Broadcast 60 Who has 192.168.198.1297 Te 192.168,.198.128
1d6: Vmware 65:fe: 42 192.168.198.129 1is at 00:6c:29:54:d6:
192.168.198.130 192.168.198.129 C 60 35694 - 2 ST, ACK] Seq=4189889096 Ack=149492331 Win=8 Les

192.168.198.130 92.168 98.129 C 60 35694 ST, ACK] Seq=4109889096 Ack=149492333 Win=0 Len=0

-30 :35:45.12 3. Vmware_54:d6:4e Vmware _b3:84:66 42 who has 192.168. . 192.168,198.129
31 2619 06-30 21:35:45.1240236.. Vmware_b3:84:66 Vmware_S54:d6:4e 60 192,.168.198.130 is at 08:6c:29:b3:84:66
Frame 23: 60 bytes on wire (486 bits), 60 bytes captured (480 bits) on interface @
Ethernet II, Src: 80:00:00_00:60:00 (00:00:00:00:00:80), ! Vmware _b3:84:66 (00:0c:29:b3:84:66)
Internet Protocol VL(\;OH 4, Src: 1Q2 168.198.129, Dst 68.198.130

Source Port: 23

Destination Port: 35694

[Stream index: 8)

[TCP Segment Len: @)

Sequence number: 149492336
4109889695
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