IMMERSIVE LEARNING ENVIRONMENT

LAB: SQL INJECTION

LEARNING OBJECTIVE

The objective of this lab is for students to gain knowledge on SQL Injection
attack.

DESCRIPTION

SQL Injection is a type of attack where user inputs the applications with
malicious SQL code and takes the control over the application’s database.
Attacker may input the code through a front-end form. When the user
input (malicious SQL code) passes to backend it may corrupt the
databases.

Attacker uses SQL injection to bypass authentication and authorization and
retrieve contents of entire database. It is also used to add, modify and
delete the records in the database affecting the database integrity.

COMPONENT SECTIONS

e Game file/folder name: Game

e Movie file name: movie

e Power Point file name: SQL Injection.ppt

e Assessment file name: SQL Injection Quiz.doc

WHAT TO SUBMIT

Submit the quiz document by answering all the questions.
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